Location Privacy vs. Service Flexibility LBGS Network Diagram
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hierarchical coding of location information with different granularity

providing keys to the group members to decrypt location information

LBGS System Interfaces LBGS Interface Protocols

LBGS Implementation

Implementation platform:  Java 2 platiorm, J2SE 1.5.0
5 Location : § Group Management Practice:
“Ser KeyTree package: LKH extension and 4 key tree schemes support
‘ ‘4—" ‘ MSG (Loc) GServer package: group management server implementation
‘s GClient package: group management client implementation
| \ e \ 1eT! PACKAge: group manag P
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e '3:]';‘“"3 ‘ JomLeave ‘ ‘ )% 8 - IMServerExt package: Wildfire IM Server development package
MSG (Join/Leave) based IM Server extension to support location sharing
Loc. Info. ] . .
goneratod RS % ] w1 e plugin.locationgroups package: Spark IM Client development
& #$ ‘ s ‘ package based client plugin to support location extension
\ f— \ a Location Management:
& 1% #$% s $’ % $. 5 0 LICServer package: JSOAP develop. package based Location Server
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Location package: GPS location tracking / other location tracking

MIKEY and LKH

J*cis a new member's dath J*nis amember nodé
Algoritim Insert( NodeData c){
1. if (tree is empty) {root = create TreeNode(@turn;}

MIKEY as the basis of keying protocol

Algatten| Remove( Trsetore )

5 o 1 (0= oo =nuk eum )
H H H A - reeNode base = n.parent
Two limitations of MIKEY: 5. TiceNode o= createTreeNode(): S Treenlods base.pn - paseparen;
. a. TreeNode itnode = createlnternalNode(); 4. TreeNode sn = n.getSibling():
no h|erarchy of group key servers support 5. Currentroot becomes the letchid oftnode; 5. if(pn == root){rremove achid of the oot
Kevi O Ol B T
&l = d 8. t=
no re-keying support 5. )lntr tuem ot ot
H H . 9. TreeNode base = findinsertBase(); sn becomes a child of base_pn;
Basic Solution: B £ ety

11 TreeNode itnode = createlnternalNode();
12, base becomes the left child of itnode;

apply LKH to MIKEY to improve scalability

13 Update node information along the remove path;
14, rebalance();

. . 13. e becomes the right child of itnode; }
with re-key| ng 14, itnode becomes the chid of base’s parent;
. 15.}
Further Extension — 4 schemes: ol e T g Ty Aot s

le ( root is not balance){
e highest deepest balance stibree*/
TreeNode bn = findHighestDeepestBalanceSubtree();
/*Find the shallowest most unbalance sublree v,
D S RS ety
swap(bn, nbn),
Udate ot formaton along the o pths;
}

Coding by Information Class
Coding by Group/ Hierarchy Coding / Flat coding

A e
Node base = root;
Uil (base 15 not e node)(
if ((left or both subirees of base have shallowest node)
{ base = baseleft; }
else{ base = base.right}

—Npaawee

retum base;

""Realistic Application Practice and Analysis

— Flexible Extension for Different Application:
Small Group Size(10's]
Sample application - Instant Message Service

Small number of user update/Small number of user subscription
Leave re-keying rebalance overhead Small number of re-keying: multicast or /uni-cast
(r1:r2:r3:r4=30:10:8:2)

Big Group Size(1000's)
S0QGRP /HDYH SYHUDIN SHEDODGFW aRvwY  IHDYM o

H Sample application - Campus/Disaster/Emergency Service
. H Small number of location update/ large number of user subscription and

g - 3 — g message multicasts to large audience

§ H o B Large number of re-keying: multicast

: H H

H % = H — Medium Group Size(100's)

= —_——— Sample application — IM/Game/Company Group Service
Medium number of location update/ Medium number of user
TRWDO RHPENU 1 subscription
1 TERSRaiy 10 Gty tesoodin 190Ny, Medium number of re-keying: multicast
Hierarchical LKH re: eymg overhead Hierarchical LKH re-| keylng overhead Leave re-keying rebalance overhead

(rir2:r3: 2) (r1ir2:r3: :30) (r1ir2:r3ir:
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