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Why Data Aggregation? Security Challenges

Our Solutions
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— Partition Aggregation Tree into Multiple Logical Gr  oups — Each Group Generates a Commitment that cannot be De  nied Later
of Similar Sizes — BS Identifies Abnormal Groups from Set of Group Com  mitments based on
a Bivariate Multiple Outlier Detection Grubbs’ Test
. 34 ¢ — Groups under Suspicion Prove Correctness of Submitt ed Commitments to BS

by Probabilistic Path Selection
— BS Discards Commitments from Groups Failing to Supp ort Previous Values
when Computing Final Aggregates
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— An Unbalanced Tree Rooted at BS

® o ) — Data are Aggregated Hop by Hop
® — Each Aggregate is (Value, Count)
Every Node Forwards Only One Copy
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