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Our Solutions – Distributed Software-based Attestati on

Current solutions and their limitations� Node Compromises� Unattended, harsh, hostile environment �Temper-resistant hardware is expensive � Insider attacks become possible� Behavior-based detections are error-prone � Millions of checksum computations to generate distinguishable time difference� Untrustworthy mobile verifier to enter sensor’s transmission range� Remote attestation from BS can be affected by network channel collision and multi-hop distance      Checksum 
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Scheme I: Threshold Secret Sharing
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Scheme II: Majority Voting
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Original Memory Layout
                 (a)

Attacker's Memory Layout
                 (b)

Expected Memory Layout
      after Adding Noise
                  (c)

Attacker's Memory Layout
     after Adding Noise
                 (d)
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Cell-based Traversal
             (a)

Block-based Traversal
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Pseudorandom noise injection

Block-based memory traversal
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mc: # of changed continuous memory cells
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� Prototype Implementation� ROM space: 21KB out of 128KB program memory� RAM space: 1KB out of 4KB data memory


