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Security Problem: Cleartext Wireline Signaling Messages

« Security Solution to Cleartext Wireline Signaling Messages : <> MAPSec <« EndSec

MAPSec b >
« MAPSec is Insufficient :

«  Only protects MAP Signaling messages and only on link

» MAP messages are exposed in intermediate service nodes

« All other signaling message protocols are unprotected on link

EndSec Design Goals:
* Provide end-to-end security for all types of wireline signaling

and intermediate service nodes message protocols _
- EndSec (End-to-End Security) proposed to protect all signaling * Detec.t and repair corruption _ _
message protocols on link and intermediate service node » Identify the service nodes causing corruption

Data Item Model Network Model Attack Model

1. Mi da , da , da 2. Der da =d,, * Der=Derivations Originatgr Cogruption
L M (dass 9oz 4a3) |3, M, (d,y, dyy ds) | SN, SN, SN, <
" 4 Der(d,)=d
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= Data Items valid for length of signal flow 3. M,(dyy, dyy Ay Ay ) Create(ds) 2. Der(d,;)=dy; 4. Der(d,,)~d,

Create(dy,)

= Data items have different destination 3. M;(d,y, doy, iy, 0.5 ) Create(dr)

service nodes ¢ Originator: Service node that creates data items unaided. Mediator Corruption Derivator
= Some data items have multiple A is the originator of data items d,,, d,,, d,3 Corruption
destination service nodes « Derivator: Service node that derives data items using data  * Consider System Acceptable Incorrect Value Corruption

items created by others. B is the derivator of data item d,, ~ * Corruption by:

. . . ) « Originator, Mediator, Derivator
e Mediator: Service node that simply pass on data items. B

I . o Collusion based mis-routing
and C are mediators of data item d,, « Node Impersonation

EndSec Message EndSec Corruption Check Nested Path & Node Impersonation

= They may be used to derive other data
items (also called derivation operations)

2. Replace A with 4. As A"type is similar to A:
SN, SNy SN, 1. M;(d,y, dyp) 2. M (dyy, dey) A* in Signatures No Corruption Detected
L IVli: KAB{ dalr daz: 2. MJ . Ksc{ dall dbll del SNb SNC —> S/Nd - @
K r[ H(d.)] K. H(d ¥4, EndSec-Auditt— 7 SN,
Al H(da)], AL H(da1)1, —— — —— 3.Trigger 1. M;: {d,; Ky [ H(d,)] ' ’
Kl H(d,)], | K [ H(d.)] backtracking it ey, R 7a atlp 3. M {{dyy’s dyyy Kax [ H(dy )],
(d[A[B), B, N . . (ld|AlB) K el H(dy)],
. K "ol H(dyy)], Detects corruption in received message using 5 phases: Kr[H(Id[A|B)]} .
K[ H(Id | A | B)] Id1AIB 1. Signature Verify Phase: Detect corruption on Link A Kag (d|A*|B|Q),
} (d[A|B]C), 2. Originator and derivator check phase : Detect ‘
C e mediator corruption : Checking the service node type & Kig[ Kl H(Id [A*|B)TIH(C) ]} yae
Kp[KL[H(Id|AIB)IIH(O1} position of originators and derivators. 3. Keys Stolen from
 Originators or Derivators encrypt data items 3. Path check phase - Detect node impersonation, service node of type B
using asymmetric keys collusion based mis-routing by checking the PATH ‘ SN, ‘ ‘ SN, ‘2 " - called B, Replace B
I PR . Path service node type sequence § collusion B - Myt Kee with B*
. Daéatltem encry%tlon. authenticity, integrity misrouting 1-r M;: {dy, dod d M {.. (Id | A| B* | ©),
and trace corruption source Discarding data items not signed by service nodes K[ H(day)], K[ H(d.)] Kg[K[H(Id | A|B)]
¢ Record the PATH (Nested Path) taken by the in PATH (Id | A | B), A at/ls H(C)]
signal flow 4. Auto-audit phase - Detect originator and derivator Ko [H(Id|A|B)] K [ H(dy)1, e .
o PATH detects collusion based mis-routing and  corruption by automatic backtracking R K[ H(dp2)], 4. Replacing B with B¥'s
node impersonation attacks 5. Offline audit phase - Detect originator and derivator (Id | A| B | C), requires knowledge of A’s keys|
« Perform EndSec Corruption check corruption by backtracking triggered manually Kry[K[H(Id|A|B)]|H(C)1 }
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¢ EndSec is the first comprehensive solution for
wireline network signaling messages.

e It is generic and can be applied to all types of
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messages.
Jomm e « Uniqueness is the EndSec check based on the
No Security MAPSec EndSec No Security - MAPSec Endsec speciﬁcations.

* MAPSec similar to "No * EndSec takes an extra » MAPSec similar to “No Security” o For 128 byte RSA, its e In the future, EndSec can be extended:
Security 70 msec « EndSec much higher due to multiple of 128 bytes . ' .-

* MAPSec is applied to MAP e Extra time to sign and PATH and data signatures « PATH size at nth node is - DeV'Se_better schem_es to detect originator
messages only verify « Public key signatures are 128*n and derivator corruption.

» EndSec applied to all the e EndSec scales well with rounded to nearest multiple of e Alternative use cross - i
messages time public key size network signaling Apply to other mobile networks
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