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Administrators of large data centers often require network installation mechanisms, such as disk cloning over the
network, to manage the integrity of their machines. However, network-based installation is vulnerable to a variety of
attacks, including compromised image servers that install malicious systems. To enable verification correct system
installation, we propose a network-based Root of Trust for Installation (netROTI), an installer that binds the state
of a system to its installer and disk image.

Problem: Verifying network-based installed systems

AEnterprises with large system deployments frequently use network-based g;s:r Boot Image
installation to reduce administrative effort. SeRer Server
AThis allows admins to focus on hardening a single disk image for deployment. ; ; [ \
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DHCP from a boot server using TFTP. This bootstrap program downloads and L A J

installs the disk image to the target system. [ See Figure] M @ —6
AHowever, the installation may be compromised by a network attacker, rogue 1 47 xf

installation servers, and modification made to the target after installation. >

AWnhat is needed is a means of verifying the installed system came from a
trusted installation source and that it has not been maliciously modified. a.._t/
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AAt boot time, the proving system hashes its filesystem
ATine netROTI cryptographically links the installed AThe proving system sends an attestation of the
filesystem with the installer and disk image source. filesystem and ROTI proof
] 1 , ) ° o ) o
AThe bootstrap binary uses the CPU’s DRTM feature to AThe verifier inspects the trustworthiness of the

measure and securely execute the installer. installer environment and inputs that installed the

AThe disk image and resulting filesystem are hashed and proving system.

signed by the target’s TPM to form a ROTI proof. AThe verifier then ensures the proving system booted

into a filesystem that matches the proof.
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