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Abstract—Reputation systems are used to provide incentives for P2P worms [10], [4], ash crowds, etc. For example, in the-con
cooperation among participants of, and generally help to seure,  texts of routing/forwarding in multinop wireless ad-hoawo
peer-to-peer networks. In this paper, a survey of such systes is nication networks or P2P CDNSs, a goal of reputation sys-

provided followed by the description of a model of a reputaton . L . N I
framework that can capture the phenomenon of peer nodes mis- tems is to providéncentivedor future “contributive” coopera-

representing reputations for malicious or sel sh reasonsFor spe- tion (resource sha.ring.) by all peer npdes that p'resently ben
cial case, the model is shown to converge in mean to reputatie  such cooperation is vital to the ef cient operation of thessy

that “reveal” the true propensity of peer nodes to cooperate The tem. In certain electronic commerce networks, such as eBay
paper concludes with a simulation study that considers welgted 2] reputations are used to help “secure” individual teems
voting, hierarchical trust groups and misrepresentations T L . . .

tions, i.e., give incentives to users to act responsiblymiid-
ding on or selling merchandise. Both improving performance
and reducing implementation costs of reputation systeras ar
challenging typically because of the scale and distributed

Peer-to-peer (P2P) overlay systems have been proposeéf§ of the networks in which they are deployed. Performance
address a variety of problems and enable new applicatians. fssues include robustness in the presence of maliciousediid s
example, overlays have been proposed to feasibly impleméit users, including those that, acting alone or with cadiis
new network protocols, e.g., routing [19], [29] (BGP), DNSWith others, target the reputation system itself by, eyjnd
and/or qua"ty-of-service management [47] (indudinng about their own reputation or that of others when pdﬂed
ad hoc networking contexts). In addition, communication a§P00 ng a fellow peer's reputation information (a tactiaths
plications (instant messaging, and voice-over-IP (VoiRg | typically addressed by some kind of authentication systéita s
Skype), distributed computation (e.g., seti@home), arehevable for a large-scale distributed system, see [15], [4@] for
collaborative anomaly or intrusion detection systems @xg8e €xample).
being implemented P2P. Again, if no incentives for cooperation are present, thes-exi

A focus of this paper will be the context of P2P content digénce of sel sh users will diminish the performance of thé>P2
tribution networks (CDNs), i.e., le sharing systems. Treep System [22]. Incentives are typically cumulative in natime
nodes of a CDN may be connected in either a structured (baddat sustained cooperation on a transaction-by-trarsabe.-
on distributed hash tables) or unstructured (random) nrann@s Yields signi cant rewards. These rewards may be expyici
P2P systems are further categorized into decentralizew, cé'ancial (as in the case of micropayments [34], [43]) or repu
tralized, partially centralized, and hybrid centralizd@], In tionalin nature where reputations, in some cases, may have i
a decentralized setting, all nodes act equally while in giadar Plicit nancial associations. For example, an eBay selléthw
centralized some nodes could serve with more respongibil@t high reputation may garner more and higher bids for their
than the others. In such settings, the interactions arbtéaed Merchandise; also, sellers may reject the bids of buyers wit
by a group of servers or supernode peers. Chord [46], CARW reputations (or a low percentage of positive feedbathg
[39], Pastry [45] and Tapestry [50] are examples of fully ddRoint of such reputation systems in this context is to pr@mot
centralized, structured P2P CDNs. Among unstructured GDN§sponsible bidding by potential buyers, accurate reptase
Gnutella [3] is decentralized, Kazaa [5] is partially catiged tion of merchandise by sellers, and prompt follow-through b
and Napster [7] is hybrid centralized, in which a contenédir both after the auction concludes. Alternatively, incessicould
tory is maintained in a central node while the peers commuie “rule based,” as in the case of Bit-Torrent [1], [37] whare
cate directly to exchange content. The reader is referrftitfo SPeci ¢ amount of upload (cooperation)isquiredbefore each
for a broad overview of P2P systems and [12] for a more ddownload. In summary for incentives that are cumulative in
tailed survey on this subject. Also, [8] is also a good cditec Nature, the users need to perform a series of contribuwestr
of P2P resources for further reading. actions in order to receive better service at a later timee Th

Modern P2P systems need to deal with sel sh users (a'k'a'This activity is sometimes called “shilling”, c.f., menti@f Kazaa Lite in
“leechers” or “free-riders”) or malicious users [21], [2B]15], section Il.

|. INTRODUCTION



higher the number of successful uploads, the better thécserv In [13], authors propose and compare several economic in-
received from others, as in Kazaa [5]. The focus of this papercentive mechanisms for P2P networks. These transaction-by
on a reputation system that essentially is a cumulativeiitige  transaction incentives are implicitly formed either assuteof
mechanism. Related work is surveyed in section . monetary compensation or contribution rules. The rulesdor

At any point in time, a node's reputation should indicate itthe peers to share some of their resources while compensa-
relative ranking in the network based on its previous transdions are obtained by the peers upon their contributionse On
tions with others, i.e., each time a node receives a reqaeat f drawback to rule-based approaches is that, if enforced is-a d
resource from another node and grants it successfullyefts-r tributed manner, the rules are prone to illegitimate maipu
tation should increase. Moreover, the likelihood that auesfy tions by the client (requesting) peer. Also, a central grisit
is granted is larger for requesting peer nodes with higher reequired to govern transactions and the monetary benet as-
utation from the point of view of the requested peer. This esociated with them (just as with the micropayments approach
courages nodes to be presently cooperative in order tovieecdB4], [43]). In [20] [31] [32], peers play a game in hopes of
better service at a later time. maximizing their own utility (their “cumulative contribiain”

In the following, we will not consider systems wherein th@cts as a reputation). The game is designed so that the peers
reputation of a requested peer decreases as a result ofacr ungeed to maintain a level of cooperation in sharing their band
cessful transaction. One reason for this is to allow the spd&vidth resources for an equilibrium to exist. Clearly eveogla
without penalty, to ignore the queries that are perceivepeto obtains its maximum possible level of utility in the preseit
denial of service attacks. Also, a query may have been mistai equilibrium.
enly directed to a node that did not have the requested cpntenIn eBay, peers rate each other after each transaction [41],
in which case the node could not possibly grant the request §d42]. The ratings for last 6 months are used to compute the
should not be penalized. Finally, a node might have been oveverall reputation of a peer. Prior to each transaction tues
loaded with queries and is not physically able to grant angemocould retrieve the reputation ranking of their peers in otde
requests. We will see how this assumption facilitates mogdel make prudent decisions. The incentive to cooperate isanthyr
of the reputation system in section IV-A.2. provided by the reputation ranking mechanism. As mentioned

The reputation information of the nodes could either be adbove, this is a centralized reputation approach. In Kethea,
vertised through a central entity like in eBay [2], or main&l reputation of each peer is stored locally (in the peer client
in a distributed fashion as in Kazaa [5], or some partiallgage self). Upon logging in, the reputation of the node is intro-
tralized solution. In a centralized reputation system, rmese duced to the system. A centralized approach to Kazaa repu-
needs to keep the state of each node and the outcome otatéons would create bottleneck at the reputation servénig
transactions, while in a decentralized reputation systatk 6f large-scale network. On the other hand, a fully decengslliz
a central entity make it challenging to aggregate and maintaapproach can be more easily subverted. In the case of Kazaa,
nodes' reputations and is prone to manipulations, as medio its client was cracked and a Kazaa Lite [6] client was made
previously. In this paper, we will present and validate a elodavailable that permits the client peer to falsely reporiitm
of reputations and utilize them in an at least partially decereputation.
tralized manner. Implementation of reputation systemslare A system is introduced in [17] in which each peer maintains
cussed in section IlI. a reputation and trust rating for a selected number of p&ées.

The rest of the paper is organized as follows. A computeeputation of a peer is, again, a measure of how he/she has con
tional model for maintaining reputations together, witlalgitr  ducted transactions in the past and the trustworthinespeén
ical convergence results for a special case, are given tiosecis an indicator of how much the reputation information of-oth
IV. In section V, the results of a simulation study are présén ers received from that peer can be relied on. From time to,time
We conclude in section VI. peers advertise their local reputation ratings of otheriseip
modify the reputation information stored other peers. The a
thors use a Bayesian approach in which users decide whather o
not the second hand reputation information should be aedept

As brie y mentioned in the previous section, free ridinggth to modify the reputation ratings. Trust ratings are alsoaipd
behavior of the sel sh users who benet from communal reas a result of receiving this second hand information and-com
sources but do not cooperate by sharing theirs') has beswshgaring it to prior reputation ratings.
to cause performance degradation in the P2P network [2Z], [3 In [33], the authors explore a similar approach with a focus
[48]. Speci cally, that nearly 70% of Gnutella clients dotnoon using reputation rankings to isolate malicious userse Th
share any les and that 1% of the peers return 50% of the ressource providers are chosen based on their reputatiefslev
sponses [11]. Such P2P dynamics are similar to those of ipulih the system and the reputation of others is maintained at a
good” in economics [14], [28]. For example, in the absence pker both based on previous interactions ( rst hand inferma
external incentives, the phenomenon of “tragedy of the corien) and the advertised information from others (secomitha
mons” [24] occurs where consumers only consider maximizingformation). The authors use a weighted selection proeedu
their own utility when making consumption decisions reisglt to modify local ratings. Their mechanism, however, requae
in overall decrease in public utility. This section focusesre- parallel download from several providers to examine thélval
lated work on incentive mechanisms to avoid such phenomeitg,of the resource before locally deciding on the ratinghisT
with emphasis on those using reputation systems. could potentially introduce too much overhead which woirid,

II. RELATED WORK ON INCENTIVE MECHANISMS



turn, result in inef cient use of network resources. a single point of failure, prone to denial of service attaeksd

An incentive mechanism is introduced In [30] where the regenerally not scalable.
sources are distributed among the nodes based on thely utili In a fully decentralized overlay, the reputation rankings o
functions, connection types and reputations. The more & nafle peers could be distributed across the network in thespeer
shares resources, the higher its reputation and the betteet- themselves (as in Kazaa [5]). Communicating the reputation
vice its receives from other nodes. Similarly in [49], autho values could then be structured or unstructured depending o
introduce a reputation mechanism (for large peer-to-pger sthe network. Considering an unstructured overlay netwionk,
tems) in which the rankings are directly related to the dualithe purpose of scalability, we assume our reputation mesiman
of service of the peers. They further discuss aggregatidineof will be implemented in a hierarchical manner. That is, peer
rankings through referrals and defense against misrepiebe nodes are assumed to be clustered into trust groups. Each pee
ratings by weighted majority techniques. node keeps a local vector of the reputation of all the nodes in

The authors of [35] explore enforcement of a reputatiofs own group. Similarly, the supernode of each group keeps a
based policy that enables providers to choose among sevegitor of thegroup reputations of other groups with which it
simultaneous requesters based on their reputation raffiids  will interact (i.e., forward inter-group queries). Intgreup (re-
encourages peers to enhance their reputations in ordervee spectively, intra-group) reputations are in play for irgeoup
desired services. Similar to other approaches, the proisde (respectively, intra-group) queries. Inter-group refiates may
also selected by the requester based on the reputatiogsatifoughly correspond to the mean intra-group reputationsef t
The mechanism is introduced in a partially decentralized sgropensity of queried nodes to cooperate does not depend on
ting; some peers are responsible for holding and advegttsid the group of the querying node.
reputations of others based on a hash function, and the peers  Retrieval of inter-group reputations would be managed by a
assumed to advertise the reputations truthfully usingrtegies  protocol run only over the supernodes. This way the relevant
described in [36]. The authors also analyze network ef cien reputations are gathered and eventually communicatedeto th
for combinations of provider selection methods (such asé8§ queried node by its local supernode. The process of commu-
reputation, comparable reputation or black list) and retgre pjcating the reputations can, however, be further optichizg
selection policies (such as highest reputation and préibabi periodic advertisements (or aperiodic prefetching) ofréyzu-
reputation). tations instead of retrievals on a transaction-by-tratsada-

EigenTrust [25], is a reputation rating mechanism that wags This can be done for both intra-group and inter-gropp re
originally designed to decrease the number of inautheréis ytations. The following reputation system may be separatel

in P2P sharing network and isolate malicious users. A uniqggplied to just one element in one level of a group hierarchy.
global value is assigned to a peer based on its previous up-

loads by normalizing and aggregating local trust valuemfro

other peers. The local trust values of the “acquaintancka” 0 |\, | NCENTIVE ARCHITECTURE AND MECHANISM

peer requesting reputation values are aggregated and tedigh

based on the trust the peer has in them (the more trustworthyn this section, we present a speci ¢ model of a reputation
the node, the more reliable the reputation of others achegtti mechanism that can account for deliberate misrepresensati
by the node). The authors propose a distributed iteratigerzi 0f reputation by referred peer nodes. The fact that the seput
Trust algorithm that calculates a global trust vector atheations of a node eventually revealits true level of coopeeaiess
node. The trust values are used for two purposes, one to igbthe network is demonstrated for a special case.

late malicious users by downloading from reputable nodes an

the other is to create incentives for the peersdwardingthem.

The reward could be in forms of increased connectivity t@othA. Model of a Reputation System for Peer-to-Peer Networks

reputable peers or incr_easeq bandwidth. In [26], t-he Same alcnsider a group o peer nodes that subject one another
thors show that these incentives reward cooperative peers N queries for, say, les. A query (say fronto j ) together with

give new peers a fair opportunity to cooperate. a responsej (s response to's query) form atransaction For
i 8 j,letR; be thenormalized reputatiof peerj from the
HI. | MPLEMENTATION ISSUES point of view of peet, i.e., for all peers, it will always be the

Before introducing our reputation model, we brie y discusgase that

implementation issues that need to be considered whenrdesig X

ing such a model. Ry = 1: (1)
Handling the reputations could directly benet from the i 6

structure of the overlay network. For example in an unstruc-

tured hybrid or fully centralized P2P overlay, it is cledblgne- As transactions occur, these reputation states will chamge

cial to use a centralized reputation system in which thetcan particular, ifi queriesj and the subsequent response is that

entity keeps track of the transactions between the nodes @iesi the requested le (i.e., respongssitively, thenR; will

updates and maintains the reputation of the peers accdydingncrease. In the following, a general reputation systemehod

Every peer could then refer to the server for further infaiora  will be described and its ability to “reveal” the propensiy

on its peers (either to retrieve or update). While this appho peers to cooperate (respond positively to queries) willdtale

is less complicated to implement, it would still make thevser lished for a special case.



1) Basic de nitions of the reputation systenwe begin with Similar to [17], [25], [33], [49], we can account for misrepr

a set of de nitions. Without consideration of reputatiort | sentation and subsampling of reputations by using the/iatig
i > 0be the xed probability that pegjr will respond pos- instead oR; in the reputation model:

itively to a query, i.e.j's propensity to cooperate. In the fol- P
lowing, a sequence of transactions is considered Rith(n) Ry () kkgg K h(Rjk (n))Rki (n)
representing the reputation jofromi's point-of-view after the kkei N(Rjk (n))
nt" transaction. We assume that transactions are indeperment s
that the(N?  N)-vectorR of reputation stateR;; will be a where the termsji; can be used t.‘? represent how nédemay
Markov chaino{ n 1)N where n 1 is theN -dimensional misrepresent when _poIIed hyfor i's reputation, i.e., jxi 2
simplex, see (1)R makes a transition upon the conclusion of% 1=R« (n)] and misrepresentation occurs wheg 6 1.

(4)

each transaction. Let Theh—function parameters can be used to weight reputation in-
X formation by the reputation of the polfef83]. Examples are
R (n) 1 Ry (n) (2) h(Rjk ) 1f R.jk > 9 and h(Rjk ) Rjk 1f Rjk > 9
N 1 kG where | 0 is a reputatiorthresholdthat may be used by

nodej to de ne “trust.” As a special case, we can model feder-
ations that are used by peers for reputation polling, iensider
M groupsfN mgM_, of peers, where

Gi(:Ri) g Nm

m=1

be the mean reputation dhfter then™ transaction and let the
response function

be the probability thgt responds positively tds query. Gener- o o
ally, response function& will be assumed to have the follow- IS the set of aN peers angN,j 2 for all m. This is mod-

ing properties: eled by taking
G is nondecreasing in both arguments, 1 ifj:k 2N, for somem
G(; R)=0and > OimplyR =0, and h(Rjk ) 0 els’e

G(; R) forallR 2 [0; 1].

So, peelj obtains and averages the reputatiéfg from all  Note thatfN ,,gM_; need not be a partition, i.e., a single peer
other peer peerk and modi es its probability of respondingj could belong to more than one group. Finally, note that we
positively accordingly, i.e., a polling/voting system. clearly need to assume that the denominator of (4) is always

Now a speci ¢ mechanism for updating reputations as a retrictly positive for alli; j; n . Recall from section 1l that “com-
sult of.transa(_:tio_ns will be de ned. _|_f the™ transaction in- plete” polling could be conducted on a group basis, i.e.g& hi
volvesi queryingj , then with probabiliyG; ( j;Ri(n 1)):  rchical (partially decentralized) reputation system.

o 2) Modeling the Transaction Processtn the introductory
Re(ny= Ri(m D+ C)H1+C); k=] 6 (3) section, we argued why reputations should not be reduced as a
Ric(n - DAL+ C); k8 Ji result of a failed transaction. Under this assumption, aehod

of reputation dynamics does not therefore need to condiger t
circumstancesf a failed query. Moreover, we can combine the
probability that the a queried peer refuses to comply tagreth

for some xedC > O, i.e., Rj becomes relatively larger
only when the transactioij succeeds. With probability

Gj( j;Ri(n 1)) with the probability that that peer is not logged onto thergiee
) _ ) . peer system. Thatis, lef be the probability that a transaction
Rj(n) = Rj(n 1foralli6j; involvesi queryingj so that
i.e., if the transaction fails, there is no change in the taijpon. X X - 1

Note that reputations of peers may (relatively) decreasmup !
positive transactions that do not involve them.

Reputation penalties for unsuccessful transactions can &ke quantity j; and/or the quantity; could also account for
plicitly be incorporated into the above model in a straighthe probability that the usgris “on” the system. Thus, we can
forward way. For example, if th@® transaction isj , the simplify the analysis of reputation dynamics by not expljci
transaction is unsuccessful aRg (n 1) 0, peer node modeling peer-node arrivals and departures to the repatati
i could set system and associated effects on the query resolutiomsyste
For the purposes of subsequent analysis, we further assume

i g oei

Rj (n 1) mnfC,Rj (n 1) g _ . . K . .
Ric(n) = —I mnfC R, CRE k=j6i that the successive transaction attempts are indepenidiht.

_Ri(n 1) K6 ji speci c regard to content that is extremely popular for aiqur
1 minfCiRy (n 1) g of time: peer nodep with such les will experience high query

for some xed . Recall that we made an argument dissuadid@ts (-€- high ). Rather than attempting to model time-

the use of such negative feedback in the introductory sectij2ying parameters; , we will assume that these parameters
of this paper. Such negative reputation dynamics will not b&gc, reputation “weightings can also be used in more géeting sys-
considered in the following. tems for distributed decision making as, e.g., applied tnaaly detection.




are constant and will simply tend to be higher for those nodesssultx of the current transaction (or by an accumulation of past
j that have highly desirable content. Again, our point in thand present results) via a utility function, i.6;(x;). This util-
following analysis is to determine whether the reputation+p ity can be compared against the cost of participating in thalC
cess does indeed reveal lhag term(over many transactions) that, in this case, could be a function of the access capagcity
“propensity to cooperate” of the peer nodes. A game can then be formulated where, e.g.,, peers iterativel
In [31], [32], the authors set-up a game model for a P2&just typically constrainecbntrol variables sayu; i with
content distribution network (CDN) that accounts for up-; xed (and thereforedi = ; u;). This adjustment would
link/downlink bandwidth resources made available to theNCD occur immediately after step 3 with a “greedy” local objeeti
Also, the reputation (“cumulative contribution”) of thegrs is to maximize the net utilityJ; (x;) i, see, e.q., [27].
incrementally modi ed not by a xed amouniQ) but by an  We reiterate that modeling research of temandprocesses
amount equal to the size of the le involved in the transattio of P2P CDNs is only in its preliminary stages and that games al
The following game, a signi cant modi cation of that in [31] low us to model dynamic user iteration with the P2P system (in
[32]3, is given here to concretely show the role of the previoustjuding the query-resolution/routing protocol). Cleardyven
described reputation system in a game model of a P2P CDNthei™ peer's demand for a le, it will prefer to query peejrs
Suppose that each pdehas a xed bidirectional access ca-(who possess that le) which have larger reputatiéts and
pacity i to the Internet. This capacity is divided between aunplink capacitiess; . So, instead of xed values, in a slightly
uplinku and downlinkd capacity for each peer,i.ei+ d= . more realistic setting we would expect the to be increasing
Consider a P2P CDN operating in discrete time with synchrtunctions ofR;; andu; .
nized queries by the peers. That is, consider the followitg d In the remainder of this paper, we will study the reputation
namics for each point in discrete time: framework described above without consideration of networ

1) Each peer queries at most one peer, §a¢ i (thiswould resources, P2P query resolution, and dynamic user demand.

occur with probability ; in our simpli ed transactions 3) Mean Reputation ProcessForn 1, we can now di-
) A . . rectly derive for “complete and honest” polling:
model); each requestgas also informed of the downlink |

capacityd; of the requestdr. The size of the le requested

is r;. In the following, when the the downlink capacity E(Rj(n)jR(n 1)) = 1 k Rij(n 1)
termsd are directly compared with the le sizeterms (or Kk 6i
ther terms are called “rates”), theterms will be implic- + iRy (n DA Gj(j;Ri(n 1)
itly assumed to be divided by the unit of discrete time. We L Ri(n n+cC G (R 1
assume all requested le sizes d. X 1+C iCiiRi(n 1))
2) As a result of previous step, each pges in receipt of + «[Ri(n 1A Ge( ;Ri(n 1)
a setM; of queries where we not®l; may be empty kK8l
or may have more than one query. Nogddransmits Ri (N 1)
o peeri 2 M; atratex; = minfri; Rjujg if + UlTGk( K Ri(n 1)
kam, MiNfri; Rig Ujg <uj, otherwise X !
C
. = 1 kGk( k;Ri(n 1)) Rj(n 1)
w = P minfri; Rj u;jg . (5) 1+Ck;k6i | ”
ij - ¥ n N N
~minfry; Rguig C
k2 M U +—1+C i Gi( j;Ri(n 1)) (6)

3) Each requester adjusts their reputation of requestee
e.g., by addin@R;; + cx; , for some constart > 0, and Inthe rstequation of this display, the™ transaction: does not

then normalizes all reputations stored at involvei querying in the rst term, involves queryingj 6 i
Obviously, there are many other possible variations of tf@ the second term, and involvesjueryingk 6 j in the third

above method of employing reputations to decide on resout&&M-

: L . . ince the terms i, h(Rj (n)) 0 depend on reputations
disbursement and then adjusting reputations in reSponseonythrougrR(n), we can generalize the model (6) to account

those decisions. For the speci ¢ it.eration described apoote ., misrepresentation and subsampling of reputationsibipoe
that the allocated rates are continuous functions of the re-jnq in (6) theR; as de ned in (2) WithR;; as de nedin (4), i.e.,

guests and reputation®&; such continuity is necessary in or- _
der to invoke Brouwer's result on existence of a xed-poifito E(Ri (n)jR(n 1)) |

the iteration [16]. Moreoveix; ri, i.e., requesting peer c X

will not receive at a rate larger than requested. Also, noa¢ t = 1 1+ ¢ k Gk( k;Ri(n 1)) Rj(n 1)
free riders ¢ 0) will ultimately receive zero reputations in kikei

this system and thus get = 0 under (5). Note the intuitive +—C G (R0 1) 0
incentive effects that modi ed reputations in step 3 wilivea 1+C

on subsequent steps (5). Also note that at the end of step 3, ) Accumulation points of the reputation systetfiwe take
requestee can assess the value obtained from the CDN fromdRgectation of both sides of (7) and set

In particular, their assumptions about user utilities dredrtreputations, the ERj (n 1) = ER;(n)
latter being cumulativenet contributions to the P2P system that decline with )
received content. E(E(Rj (n) jR(n 1)));



we see that the sample paths of the ergodig(n) have Since
marginal distributions whose limiting accumulation pgimtre

X
distributions satisfying: 1 > 14C-:C ik G( k;Ri(n 1))
X k; k6&i
E (Rj ik Gk ( k;Rki)) cr X _
K Kk6i 1+ C kK > 0
= E(;G(;Rj)) foralli6 ®) kikel

. ) o ~_we can easily show that
whereE is expectation under any one of the limiting distribu-

tions under consideration. EjXj (n)j (1 HEXj(n D)
5) Convergence of mean reputations for a case of complete
and honest polling : In this subsection, assume themmon This argument can be used successively to show
response functiofs satis es the following property: there is a . ) .- )
strictly positive"  1suchthat, forald ; R 1, EjXij (n)j 1 )EXj(h 2)
(1 )"EX; (0)
" G(;R ©) _ o
from which the theorem statement immediately follows. OJ
Also assume the response functi@ns separablei.e.,
G(;R) = 49g(R) Interpreting this theorem, the mean reputatiRy; (n) be-
_ comes proportional to the mean rate ; of successful trans-
for nondecreasing. So, by (9)g(0) " andg(1) 1. Forex- actionsj . Further suppose all possitde(N 1) queriesj are

ampleg(R) "+R(1 ")org(R) maxt"; minfcR; 199 equally likely (query load perfectly balanced among thergee
for some constant > 1. Note that by arranging that the re-j g i =1=(N2 N)foralli 6 j. Inthis case, the theorem

sponse functions are all strictly positive (wher 0), a new implies

cooperative node with low initial reputation can obtain ot

in order draw queries and thereby its own reputation. The fol lim ER; (n) = — foralli 6 j

lowing result could apply to a system intra-group reputstior nit [

a system inter-group reputations as discussed in section Il where
Theorem 1:If G is separable and the statement of (9) holds,

then for complete and honest polling (6): , X i
I jj6i
im ERj (n) = P—21  foralli6j.
ni kkei ik k So, for each peér ER;; is proportionalto ; in steady state and
Proof: this reputation system will reveal the propensities to evate
For separabl&, de ne of the peers.
p i i
Xii (n) ckei ik Kk Rii (n) V. SIMULATION STUDY
o In this section, we describe the results of preliminary sanu
foralli 6 j andn 0. By (6), tion studies of the sample pathsR{n). We used a common,
EXy (MR 1) se_:parable response functi@f ; R) = min(.l; (N=2)R).
! Since a “typical” value of the normalize reputatidRsre about
_ 1 c X Gl R 1=N, this choice ensured that the valuesivere on the order
N 1+C K GCicRi(n 1)) of the values of
ki k6i )
Earlier experiments led us to choose the valu€dthe re-
p_ i GLiiRi(n_ 1) R (n) ward given to a node for a successful transaction) t@+e.
wcsi kGO Ri(n 1)) If C is chosen too high, several successful transactions would
c X ' raise a node's reputation so high that it would make it su#frti
= 1 37¢ ik G( k;Ri(n 1) to receive service from others for quite sometime withoet th
kik6i need to cooperate. On the other hand, small value€ foray
Xij(n 1) not create enough incentives for the nodes to consistentiy-c
erate.

where (9) allows division bg(Ri(n 1)) > 0 for the second

> Our simulation consisted of a series of rounds. In each round
equality. Thus,

two nodes were randomly selected to perform one transcation

EX; (n) = E(E(Xj (n)jR(n 1)) sayij , and then the reputation ofvas computed as in (4). The
X ! ! response functiorG, of j was computed, i.e., nogedecided
= E c «G( GRi(n 1) X;(n 1) : tograntthe request with probabilitg. As a result of a suc-

1+C K6 cessful transaction, nodethen updated its reputation values



based on (3). A rst order autoregressive estimator of thametime (subset of consecutive transactions), it is more frigba

reputations was then updated using: that a crossing of the true mean value of the process will aot b
observed.
R(n) = R 1)+@ )R(n) (10)  Finally, in this phase we further investigated weighting th

for f ina f " o ion VA how h reputations received from other nodes with their curreptita-
tﬁr o;ggttlngf acftfo t>d t; d. n S?Ct'o?th' ,wets t.OW O;N tion values. Referring to (4) for all nodes, we too{R) R
€ choice of -atiected the dynamics of the reputation ValUSy qne set of trials an(R) = 1fR > gwith = 0:01 For

of a nqde, .e., it reduced oscn'latlons of (I'ow-pass Ifetse both cases, the reputation dynamics were observed to be sim-
reputation process&s. The modi ed reputation values of nOdeiIar to those when no weighting was used. This was expected

j were then used in subsequent rounds as described above's;ince all transactions were equally likely and thevalues were

We performed our simulations in three phases. In phase jected independently using the same distribution.
the transactions between any two nodes depended on the indi-

vidual reputations of the nodes via the mean reputation®f th

requestee assuming all other nodes are polled, i.e., aemnhB. Hierarchical structure
archical structure. In phase 2, we studied a hierarchicatst
ture in which the nodes are arranged in groups; the intrafgroo
transactions occurred as in the rst phase (with only irgraup
polling), while the inter-group transactions involved tir@up
reputations instead of the individual ones. Finally, region
misrepresentations were considered in phase 3, ig.,6 1
forsomg;k;i . Inphases 1 and 8] = 100 nodes were consid-

Again, in this phase, 20 nodes were partitioned into 5 groups
f 4. Depending on which two nodes are selected at each
round, the transactions either fell within their group i@t
group) or between different groups (inter-group). Forantr
group transactions, individual reputations were used amd n
malizeg,within the group (summing over all other nogési's
ered, while there wer = 20 nodies consisting of 5 groups ofpg Lo hLS4crd il e throuoh the assumed supenode
4 in phase g Each trangqctlon was assgmed equally likely ('(one per group).
12)0—tr1a—n(s,,\:lslctiol;1]s? ];)(;ralpl);ijr )(’i aendae;?;rho;rilril;tggzlg\tlezd Ofﬁ?OUt In gure 2(a), a sample path of one group's reputation from
transactions). We assumed- d.i’fferent probabilities of evap the point of view of another is depicted. Since the transasti
. ' ) . between any two groups occur much more frequently than be-
yon among the nodes; more Spec cally, _th_e were se!ected tween a pair of nodes, the group reputation sample path eppea
independently at random from the interj@l5; 1] according to smoother and has a shorter transient phase than the individu

e o e ot ePUlon sampl pah depicadin g 2() The avragec
bution on[0: 1] and then normalized opera‘uon Ievels_ of the.|nd|V|du.aI r_nembers of the group are

' ' also depicted with a horizontal line in gure 2(a). It can leen

that the sample path uctuates around this expected meae val
A. Non-hierarchical structure and the time-average was observed to converge to it, as in the
We rst assumed a non-hierarchical ( at) reputation systenmon-hierarchical experiments.

Figures 1(a) through 1(b) are a typical observed samplegfath In Figure 2(b), the individual reputations of one speci aigo
R;ji (n), the reputation of a speci ¢ nodefrom the perspective from the point if view of another in the same group is shown.
of a nodei. The abrupt increases (the size of which deperkhe sample path decreases less rapidly than its non-hécalc
directly onC) in the reputation value indicate successful transounterpart with similar parameters because the tramsecti
actionsij , while the more gradual reductions occur when nodcross groups do not impact the individual reputations. How
i has successful transactions with other nodes (recall that @ver, the time-average reputations still reveal a nodepen-
successful transactions do not impact the reputationg)viFo sity to cooperate. Again, both sample paths depicted were ty
sualization purposes; = ; ( 0:01in this case) is depicted ical of those observed during our trials.
as a straight horizontal line on the gures. This quantityswa Note one reason why inter-group transactions do not uti-
observed to the the mean time-averaged value of the repuitatize or update the individual reputations is that, if teifferent
processes for all trials, as expected from the theorem itiosec propensities to cooperate (for inter-group vs. intra-groseins-
IV-A.5. actions) are present, nodes that cooperate well within ity

In gure 1(a), the value of the forgetting factorwas set to should not get rewarded universally. Studying such bemavio
0.85 while it was set to 0.15 in gure 1(b). As a result, théin particular, for special-interest groups) is among olanp
former shows signi cantly less variation about the expeelct for future work.
mean ;= ; though it has a slightly longer transient phase
(before reaching steady state about the mean).

We also examined the use of local reputatiéts ( gure
1(c)) instead of mean reputatioRy; ( gure 1(a)) in the re- Finally, we used the terms in (4) to model misrepresen-
sponse functiors. Again, a typical sample path is depictedtation of reputations by certain pollees. We assumed 25% of
We see that both cases result in a similar marginal variante nodes lied unfavorably (about all other nodes to all othe
about the mean, but the use of local reputations shows has lowodes), 10% lied in favor, and the rest were honest. The cor-
“frequency,” i.e., individual excursions away from the mearesponding terms were chosen to be 0.75, 1.25 and 1 respec-
have longer time-durations; so, over a given xed interval dively. Since all requests were equally likely;( = 1=(N?2

C. Misrepresentations



(a) =0.85&R isused inthés func-

tion

(b) =0.15 &R is used in theG
function

Fig. 1. 100 honest nodes with 100 transactions per pair

(a) Group Reputations (b) Individual Reputations

(c) =0.85 & local reputations are
used in theG function

Fig. 2. 20 nodes in 5 groups of 4, 100 transactions per paiodés, =0.95 andR is used inG

N)), the value of the mean reputation of §#& node, from the
perspective of thé" node, was simply predicted to be

Finally, we will also explore ways to integrate routing and
reputations for speci c architectures. Recall mention ofgm-
tial problems with this idea in the introductory section bist

(0:25 0:75+0:10 1:25+0:65 1)—— = 0:9625-

This was consistent with the results of our simulation $rial

paper. Note in particular that we will have to explicitly nedd
peer arrivals and departures (join and leaves) for suchten in
prated system, i.e., the simplifying assumption of sectién

A.2 would not be made.

where we observed nodes receiving about 4% fewer success-
ful transactions compared to honest reporting (with theesam
settings forG, C, etc). Clearly, in this model, when the ag- [1]

gregated reputations are weighted udirf®) = R, the highly [g]
reputable nodes can lie more effectively. M
[5]

(6]

VI. SUMMARY AND FUTURE WORK EQ

In summary, we surveyed reputation frameworks as used ¥
peer-to-peer overlay systems, especially to provide it [10]
for persistent contributive cooperation by the peer nodés.
formulated a normalized reputation model and proved, forl4!
special case, that it ultimately revealed the nodes' preppies [12]
to cooperate under honest reporting. This model was stinyied
further by simulation. [13]

In the future, we plan to expand our model to account for
sel sh/malicious peers that collude. Simulations will pildy
be conducted on the platform [9].

We will also study the possibility of the nodes having differ
ent propensities to cooperate for inter-group versus-gtoaip
transactions where the latter is typically sign cantlydar.

[14]

(15]
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