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Abstract—Reputation systems are used to provide incentives for
cooperation among participants of, and generally help to secure,
peer-to-peer networks. In this paper, a survey of such systems is
provided followed by the description of a model of a reputation
framework that can capture the phenomenon of peer nodes mis-
representing reputations for malicious or sel�sh reasons.For spe-
cial case, the model is shown to converge in mean to reputations
that “reveal” the true propensity of peer nodes to cooperate. The
paper concludes with a simulation study that considers weighted
voting, hierarchical trust groups and misrepresentations.

I. I NTRODUCTION

Peer-to-peer (P2P) overlay systems have been proposed to
address a variety of problems and enable new applications. For
example, overlays have been proposed to feasibly implement
new network protocols, e.g., routing [19], [29] (BGP), DNS,
and/or quality-of-service management [47] (including wireless
ad hoc networking contexts). In addition, communication ap-
plications (instant messaging, and voice-over-IP (VoIP) like
Skype), distributed computation (e.g., seti@home), and even
collaborative anomaly or intrusion detection systems (IDSs) are
being implemented P2P.

A focus of this paper will be the context of P2P content dis-
tribution networks (CDNs), i.e., �le sharing systems. The peer
nodes of a CDN may be connected in either a structured (based
on distributed hash tables) or unstructured (random) manner.
P2P systems are further categorized into decentralized, cen-
tralized, partially centralized, and hybrid centralized [12]. In
a decentralized setting, all nodes act equally while in a partial
centralized some nodes could serve with more responsibility
than the others. In such settings, the interactions are facilitated
by a group of servers or supernode peers. Chord [46], CAN
[39], Pastry [45] and Tapestry [50] are examples of fully de-
centralized, structured P2P CDNs. Among unstructured CDNs,
Gnutella [3] is decentralized, Kazaa [5] is partially centralized
and Napster [7] is hybrid centralized, in which a content direc-
tory is maintained in a central node while the peers communi-
cate directly to exchange content. The reader is referred to[44]
for a broad overview of P2P systems and [12] for a more de-
tailed survey on this subject. Also, [8] is also a good collection
of P2P resources for further reading.

Modern P2P systems need to deal with sel�sh users (a.k.a.
“leechers” or “free-riders”) or malicious users [21], [23], [15],

P2P worms [10], [4], �ash crowds, etc. For example, in the con-
texts of routing/forwarding in multihop wireless ad-hoc com-
munication networks or P2P CDNs, a goal of reputation sys-
tems is to provideincentivesfor future “contributive” coopera-
tion (resource sharing) by all peer nodes that presently bene�t;
such cooperation is vital to the ef�cient operation of the sys-
tem. In certain electronic commerce networks, such as eBay
[2], reputations are used to help “secure” individual transac-
tions, i.e., give incentives to users to act responsibly when bid-
ding on or selling merchandise. Both improving performance
and reducing implementation costs of reputation systems are
challenging typically because of the scale and distributedna-
ture of the networks in which they are deployed. Performance
issues include robustness in the presence of malicious and self-
ish users, including those that, acting alone or with collusion
with others, target the reputation system itself by, e.g., lying
about their own reputation or that of others when polled1 or
spoo�ng a fellow peer's reputation information (a tactic that is
typically addressed by some kind of authentication system suit-
able for a large-scale distributed system, see [15], [40], [18] for
example).

Again, if no incentives for cooperation are present, the exis-
tence of sel�sh users will diminish the performance of the P2P
system [22]. Incentives are typically cumulative in naturein
that sustained cooperation on a transaction-by-transaction ba-
sis yields signi�cant rewards. These rewards may be explicitly
�nancial (as in the case of micropayments [34], [43]) or reputa-
tional in nature where reputations, in some cases, may have im-
plicit �nancial associations. For example, an eBay seller with
a high reputation may garner more and higher bids for their
merchandise; also, sellers may reject the bids of buyers with
low reputations (or a low percentage of positive feedback).The
point of such reputation systems in this context is to promote
responsible bidding by potential buyers, accurate representa-
tion of merchandise by sellers, and prompt follow-through by
both after the auction concludes. Alternatively, incentives could
be “rule based,” as in the case of Bit-Torrent [1], [37] wherea
speci�c amount of upload (cooperation) isrequiredbefore each
download. In summary for incentives that are cumulative in
nature, the users need to perform a series of contributive trans-
actions in order to receive better service at a later time. The

1This activity is sometimes called “shilling”, c.f., mention of Kazaa Lite in
section II.
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higher the number of successful uploads, the better the service
received from others, as in Kazaa [5]. The focus of this paperis
on a reputation system that essentially is a cumulative incentive
mechanism. Related work is surveyed in section II.

At any point in time, a node's reputation should indicate its
relative ranking in the network based on its previous transac-
tions with others, i.e., each time a node receives a request for a
resource from another node and grants it successfully, its repu-
tation should increase. Moreover, the likelihood that a request
is granted is larger for requesting peer nodes with higher rep-
utation from the point of view of the requested peer. This en-
courages nodes to be presently cooperative in order to receive
better service at a later time.

In the following, we will not consider systems wherein the
reputation of a requested peer decreases as a result of an unsuc-
cessful transaction. One reason for this is to allow the nodes,
without penalty, to ignore the queries that are perceived tobe
denial of service attacks. Also, a query may have been mistak-
enly directed to a node that did not have the requested content,
in which case the node could not possibly grant the request and
should not be penalized. Finally, a node might have been over-
loaded with queries and is not physically able to grant any more
requests. We will see how this assumption facilitates modeling
of the reputation system in section IV-A.2.

The reputation information of the nodes could either be ad-
vertised through a central entity like in eBay [2], or maintained
in a distributed fashion as in Kazaa [5], or some partially decen-
tralized solution. In a centralized reputation system, a server
needs to keep the state of each node and the outcome of its
transactions, while in a decentralized reputation system lack of
a central entity make it challenging to aggregate and maintain
nodes' reputations and is prone to manipulations, as mentioned
previously. In this paper, we will present and validate a model
of reputations and utilize them in an at least partially decen-
tralized manner. Implementation of reputation systems aredis-
cussed in section III.

The rest of the paper is organized as follows. A computa-
tional model for maintaining reputations together, with analyt-
ical convergence results for a special case, are given in section
IV. In section V, the results of a simulation study are presented.
We conclude in section VI.

II. RELATED WORK ON INCENTIVE MECHANISMS

As brie�y mentioned in the previous section, free riding (the
behavior of the sel�sh users who bene�t from communal re-
sources but do not cooperate by sharing theirs') has been shown
to cause performance degradation in the P2P network [22], [38],
[48]. Speci�cally, that nearly 70% of Gnutella clients do not
share any �les and that 1% of the peers return 50% of the re-
sponses [11]. Such P2P dynamics are similar to those of “public
good” in economics [14], [28]. For example, in the absence of
external incentives, the phenomenon of “tragedy of the com-
mons” [24] occurs where consumers only consider maximizing
their own utility when making consumption decisions resulting
in overall decrease in public utility. This section focuseson re-
lated work on incentive mechanisms to avoid such phenomena,
with emphasis on those using reputation systems.

In [13], authors propose and compare several economic in-
centive mechanisms for P2P networks. These transaction-by-
transaction incentives are implicitly formed either as a result of
monetary compensation or contribution rules. The rules force
the peers to share some of their resources while compensa-
tions are obtained by the peers upon their contributions. One
drawback to rule-based approaches is that, if enforced in a dis-
tributed manner, the rules are prone to illegitimate manipula-
tions by the client (requesting) peer. Also, a central entity is
required to govern transactions and the monetary bene�t as-
sociated with them (just as with the micropayments approach
[34], [43]). In [20] [31] [32], peers play a game in hopes of
maximizing their own utility (their “cumulative contribution”
acts as a reputation). The game is designed so that the peers
need to maintain a level of cooperation in sharing their band-
width resources for an equilibrium to exist. Clearly every node
obtains its maximum possible level of utility in the presence of
an equilibrium.

In eBay, peers rate each other after each transaction [41],
[42]. The ratings for last 6 months are used to compute the
overall reputation of a peer. Prior to each transaction the nodes
could retrieve the reputation ranking of their peers in order to
make prudent decisions. The incentive to cooperate is indirectly
provided by the reputation ranking mechanism. As mentioned
above, this is a centralized reputation approach. In Kazaa,the
reputation of each peer is stored locally (in the peer clientit-
self). Upon logging in, the reputation of the node is intro-
duced to the system. A centralized approach to Kazaa repu-
tations would create bottleneck at the reputation server inthis
large-scale network. On the other hand, a fully decentralized
approach can be more easily subverted. In the case of Kazaa,
its client was cracked and a Kazaa Lite [6] client was made
available that permits the client peer to falsely report itsown
reputation.

A system is introduced in [17] in which each peer maintains
a reputation and trust rating for a selected number of peers.The
reputation of a peer is, again, a measure of how he/she has con-
ducted transactions in the past and the trustworthiness of apeer
is an indicator of how much the reputation information of oth-
ers received from that peer can be relied on. From time to time,
peers advertise their local reputation ratings of others tohelp
modify the reputation information stored other peers. The au-
thors use a Bayesian approach in which users decide whether or
not the second hand reputation information should be accepted
to modify the reputation ratings. Trust ratings are also updated
as a result of receiving this second hand information and com-
paring it to prior reputation ratings.

In [33], the authors explore a similar approach with a focus
on using reputation rankings to isolate malicious users. The
resource providers are chosen based on their reputation levels
in the system and the reputation of others is maintained at a
peer both based on previous interactions (�rst hand informa-
tion) and the advertised information from others (second hand
information). The authors use a weighted selection procedure
to modify local ratings. Their mechanism, however, requires a
parallel download from several providers to examine the valid-
ity of the resource before locally deciding on the ratings. This
could potentially introduce too much overhead which would,in
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turn, result in inef�cient use of network resources.
An incentive mechanism is introduced In [30] where the re-

sources are distributed among the nodes based on their utility
functions, connection types and reputations. The more a node
shares resources, the higher its reputation and the better the ser-
vice its receives from other nodes. Similarly in [49], authors
introduce a reputation mechanism (for large peer-to-peer sys-
tems) in which the rankings are directly related to the quality
of service of the peers. They further discuss aggregation ofthe
rankings through referrals and defense against misrepresented
ratings by weighted majority techniques.

The authors of [35] explore enforcement of a reputation-
based policy that enables providers to choose among several
simultaneous requesters based on their reputation ratings. This
encourages peers to enhance their reputations in order to receive
desired services. Similar to other approaches, the provider is
also selected by the requester based on the reputation ratings.
The mechanism is introduced in a partially decentralized set-
ting; some peers are responsible for holding and advertising the
reputations of others based on a hash function, and the peersare
assumed to advertise the reputations truthfully using techniques
described in [36]. The authors also analyze network ef�ciency
for combinations of provider selection methods (such as highest
reputation, comparable reputation or black list) and requester
selection policies (such as highest reputation and probabilistic
reputation).

EigenTrust [25], is a reputation rating mechanism that was
originally designed to decrease the number of inauthentic �les
in P2P sharing network and isolate malicious users. A unique
global value is assigned to a peer based on its previous up-
loads by normalizing and aggregating local trust values from
other peers. The local trust values of the “acquaintances” of a
peer requesting reputation values are aggregated and weighted
based on the trust the peer has in them (the more trustworthy
the node, the more reliable the reputation of others advertised
by the node). The authors propose a distributed iterative Eigen-
Trust algorithm that calculates a global trust vector at each
node. The trust values are used for two purposes, one to iso-
late malicious users by downloading from reputable nodes and
the other is to create incentives for the peers byrewardingthem.
The reward could be in forms of increased connectivity to other
reputable peers or increased bandwidth. In [26], the same au-
thors show that these incentives reward cooperative peers and
give new peers a fair opportunity to cooperate.

III. I MPLEMENTATION ISSUES

Before introducing our reputation model, we brie�y discuss
implementation issues that need to be considered when design-
ing such a model.

Handling the reputations could directly bene�t from the
structure of the overlay network. For example in an unstruc-
tured hybrid or fully centralized P2P overlay, it is clearlybene-
�cial to use a centralized reputation system in which the central
entity keeps track of the transactions between the nodes and
updates and maintains the reputation of the peers accordingly.
Every peer could then refer to the server for further information
on its peers (either to retrieve or update). While this approach
is less complicated to implement, it would still make the server

a single point of failure, prone to denial of service attacks, and
generally not scalable.

In a fully decentralized overlay, the reputation rankings of
the peers could be distributed across the network in the peers
themselves (as in Kazaa [5]). Communicating the reputation
values could then be structured or unstructured depending on
the network. Considering an unstructured overlay network,for
the purpose of scalability, we assume our reputation mechanism
will be implemented in a hierarchical manner. That is, peer
nodes are assumed to be clustered into trust groups. Each peer
node keeps a local vector of the reputation of all the nodes in
its own group. Similarly, the supernode of each group keeps a
vector of thegroup reputations of other groups with which it
will interact (i.e., forward inter-group queries). Inter-group (re-
spectively, intra-group) reputations are in play for inter-group
(respectively, intra-group) queries. Inter-group reputations may
roughly correspond to the mean intra-group reputations if the
propensity of queried nodes to cooperate does not depend on
the group of the querying node.

Retrieval of inter-group reputations would be managed by a
protocol run only over the supernodes. This way the relevant
reputations are gathered and eventually communicated to the
queried node by its local supernode. The process of commu-
nicating the reputations can, however, be further optimized by
periodic advertisements (or aperiodic prefetching) of therepu-
tations instead of retrievals on a transaction-by-transaction ba-
sis. This can be done for both intra-group and inter-group rep-
utations. The following reputation system may be separately
applied to just one element in one level of a group hierarchy.

IV. I NCENTIVE ARCHITECTURE ANDMECHANISM

In this section, we present a speci�c model of a reputation
mechanism that can account for deliberate misrepresentations
of reputation by referred peer nodes. The fact that the reputa-
tions of a node eventually reveal its true level of cooperativeness
in the network is demonstrated for a special case.

A. Model of a Reputation System for Peer-to-Peer Networks

Consider a group ofN peer nodes that subject one another
to queries for, say, �les. A query (say fromi to j ) together with
a response (j 's response toi 's query) form atransaction. For
i 6= j , let Rij be thenormalized reputationof peerj from the
point of view of peeri , i.e., for all peersi , it will always be the
case that

X

j; j 6= i

Rij = 1 : (1)

As transactions occur, these reputation states will change. In
particular, if i queriesj and the subsequent response is thatj
givesi the requested �le (i.e., respondspositively), thenRij will
increase. In the following, a general reputation system model
will be described and its ability to “reveal” the propensityof
peers to cooperate (respond positively to queries) will be estab-
lished for a special case.
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1) Basic de�nitions of the reputation system:We begin with
a set of de�nitions. Without consideration of reputation, let
� j > 0 be the �xed probability that peerj will respond pos-
itively to a query, i.e.,j 's propensity to cooperate. In the fol-
lowing, a sequence of transactions is considered withRij (n)
representing the reputation ofj from i 's point-of-view after the
nth transaction. We assume that transactions are independent so
that the(N 2 � N )-vectorR of reputation statesRij will be a
Markov chain on(� N � 1)N where� N � 1 is theN -dimensional
simplex, see (1).R makes a transition upon the conclusion of
each transaction. Let

�Ri (n) �
1

N � 1

X

k; k 6= i

Rki (n) (2)

be the mean reputation ofi after thenth transaction and let the
response function

Gj (� j ; �Ri )

be the probability thatj responds positively toi 's query. Gener-
ally, response functionsG will be assumed to have the follow-
ing properties:

� G is nondecreasing in both arguments,
� G(�; �R) = 0 and� > 0 imply �R = 0 , and
� G(�; �R) � � for all �R 2 [0; 1].

So, peerj obtains and averages the reputationsRki from all
other peer peersk and modi�es its probability of responding
positively accordingly, i.e., a polling/voting system.

Now a speci�c mechanism for updating reputations as a re-
sult of transactions will be de�ned. If thenth transaction in-
volvesi queryingj , then with probabilityGj (� j ; �Ri (n � 1)):

R ik (n) =

�
(R ij (n � 1) + C)=(1 + C); k = j 6= i
R ik (n � 1)=(1 + C); k 6= j; i (3)

for some �xed C > 0, i.e., Rij becomes relatively larger
only when the transactionij succeeds. With probability1 �
Gj (� j ; �Ri (n � 1)):

Rij (n) = Rij (n � 1) for all i 6= j;

i.e., if the transaction fails, there is no change in the reputation.
Note that reputations of peers may (relatively) decrease upon
positive transactions that do not involve them.

Reputation penalties for unsuccessful transactions can ex-
plicitly be incorporated into the above model in a straight-
forward way. For example, if thenth transaction isij , the
transaction is unsuccessful andRij (n � 1) � � � 0, peer node
i could set

Rik (n) =

(
R ij (n � 1) � min f C; R ij (n � 1) � � g

1� min f C; R ij (n � 1) � � g k = j 6= i
R ik (n � 1)

1� min f C; R ij (n � 1) � � g k 6= j; i

for some �xed� . Recall that we made an argument dissuading
the use of such negative feedback in the introductory section
of this paper. Such negative reputation dynamics will not be
considered in the following.

Similar to [17], [25], [33], [49], we can account for misrepre-
sentation and subsampling of reputations by using the following
instead of�Ri in the reputation model:

�Rji (n) =

P
k;k 6= i � jki h(Rjk (n))Rki (n)

P
k;k 6= i h(Rjk (n))

(4)

where the terms� jki can be used to represent how nodek may
misrepresent when polled byj for i 's reputation, i.e.,� jki 2
[0; 1=Rki (n)] and misrepresentation occurs when� jki 6= 1 .
Theh-function parameters can be used to weight reputation in-
formation by the reputation of the pollee2 [33]. Examples are
h(Rjk ) � 1f Rjk > � j g and h(Rjk ) � Rjk 1f Rjk > � j g
where� j � 0 is a reputationthresholdthat may be used by
nodej to de�ne “trust.” As a special case, we can model feder-
ations that are used by peers for reputation polling, i.e., consider
M groupsfN m gM

m =1 of peers, where

M[

m =1

Nm

is the set of allN peers andjN m j � 2 for all m. This is mod-
eled by taking

h(Rjk ) �
�

1 if j; k 2 N m for somem
0 else

Note thatfN m gM
m =1 need not be a partition, i.e., a single peer

j could belong to more than one group. Finally, note that we
clearly need to assume that the denominator of (4) is always
strictly positive for alli; j; n . Recall from section III that “com-
plete” polling could be conducted on a group basis, i.e., a hier-
archical (partially decentralized) reputation system.

2) Modeling the Transaction Process:In the introductory
section, we argued why reputations should not be reduced as a
result of a failed transaction. Under this assumption, a model
of reputation dynamics does not therefore need to consider the
circumstancesof a failed query. Moreover, we can combine the
probability that the a queried peer refuses to comply together
with the probability that that peer is not logged onto the peer-to-
peer system. That is, let� ij be the probability that a transaction
involvesi queryingj so that

X

i

X

j; j 6= i

� ij = 1 :

The quantity� ij and/or the quantity� j could also account for
the probability that the userj is “on” the system. Thus, we can
simplify the analysis of reputation dynamics by not explicitly
modeling peer-node arrivals and departures to the reputation
system and associated effects on the query resolution system.

For the purposes of subsequent analysis, we further assume
that the successive transaction attempts are independent.With
speci�c regard to content that is extremely popular for a period
of time: peer nodesj with such �les will experience high query
rates (i.e., high� ij ). Rather than attempting to model time-
varying parameters� ij , we will assume that these parameters

2Such reputation “weightings” can also be used in more general voting sys-
tems for distributed decision making as, e.g., applied to anomaly detection.
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are constant and will simply tend to be higher for those nodes
j that have highly desirable content. Again, our point in the
following analysis is to determine whether the reputation pro-
cess does indeed reveal thelong term(over many transactions)
“propensity to cooperate” of the peer nodes.

In [31], [32], the authors set-up a game model for a P2P
content distribution network (CDN) that accounts for up-
link/downlink bandwidth resources made available to the CDN.
Also, the reputation (“cumulative contribution”) of the peers is
incrementally modi�ed not by a �xed amount (C) but by an
amount equal to the size of the �le involved in the transaction.
The following game, a signi�cant modi�cation of that in [31],
[32]3, is given here to concretely show the role of the previously
described reputation system in a game model of a P2P CDN.

Suppose that each peeri has a �xed bidirectional access ca-
pacity � i to the Internet. This capacity is divided between an
uplink u and downlinkd capacity for each peer, i.e.,u + d = � .
Consider a P2P CDN operating in discrete time with synchro-
nized queries by the peers. That is, consider the following dy-
namics for each point in discrete time:

1) Each peeri queries at most one peer, sayj 6= i (this would
occur with probability� ij in our simpli�ed transactions
model); each requesteej is also informed of the downlink
capacitydi of the requesteri . The size of the �le requested
is r i . In the following, when the the downlink capacity
termsd are directly compared with the �le sizer terms (or
ther terms are called “rates”), ther terms will be implic-
itly assumed to be divided by the unit of discrete time. We
assume all requested �le sizesr i � di .

2) As a result of previous step, each peerj is in receipt of
a setM j of queries where we noteM j may be empty
or may have more than one query. Nodej transmits
to peer i 2 M j at rate x ij = min f r i ; Rij uj g ifP

k2 M j
minf r k ; Rkj uj g < u j , otherwise

x ij =
minf r i ; Rij uj g

P
k2 M j

minf r k ; Rkj uj g
: (5)

3) Each requesteri adjusts their reputation of requesteej ,
e.g., by addingRji + cxij , for some constantc > 0, and
then normalizes all reputations stored ati .

Obviously, there are many other possible variations of the
above method of employing reputations to decide on resource
disbursement and then adjusting reputations in response to
those decisions. For the speci�c iteration described above, note
that the allocated ratesx are continuous functions of the re-
questsr and reputationsR; such continuity is necessary in or-
der to invoke Brouwer's result on existence of a �xed-point of
the iteration [16]. Moreover,x ij � r i , i.e., requesting peeri
will not receive at a rate larger than requested. Also, note that
free riders (u � 0) will ultimately receive zero reputations in
this system and thus getx = 0 under (5). Note the intuitive
incentive effects that modi�ed reputations in step 3 will have
on subsequent steps (5). Also note that at the end of step 3, a
requestee can assess the value obtained from the CDN from the

3 In particular, their assumptions about user utilities and their reputations, the
latter being cumulativenet contributions to the P2P system that decline with
received content.

resultx of the current transaction (or by an accumulation of past
and present results) via a utility function, i.e.,Ui (x i ). This util-
ity can be compared against the cost of participating in the CDN
that, in this case, could be a function of the access capacity� i .
A game can then be formulated where, e.g.,, peers iteratively
adjust typically constrainedcontrol variables, sayui � � i with
� i �xed (and thereforedi = � i � ui ). This adjustment would
occur immediately after step 3 with a “greedy” local objective
to maximize the net utilityUi (x i ) � � i , see, e.g., [27].

We reiterate that modeling research of thedemandprocesses
of P2P CDNs is only in its preliminary stages and that games al-
low us to model dynamic user iteration with the P2P system (in-
cluding the query-resolution/routing protocol). Clearly, given
the i th peer's demand for a �le, it will prefer to query peersj
(who possess that �le) which have larger reputationsRji and
uplink capacitiesuj . So, instead of �xed values, in a slightly
more realistic setting we would expect the� ij to be increasing
functions ofRji anduj .

In the remainder of this paper, we will study the reputation
framework described above without consideration of network
resources, P2P query resolution, and dynamic user demand.

3) Mean Reputation Process:For n � 1, we can now di-
rectly derive for “complete and honest” polling:

E(R ij (n) j R (n � 1)) =

 

1 �
X

k; k 6= i

� ik

!

R ij (n � 1)

+ � ij [R ij (n � 1)(1 � Gj (� j ; �R i (n � 1))

+
R ij (n � 1) + C

1 + C
Gj (� j ; �R i (n � 1))]

+
X

k; k 6= i;j

� ik [R ij (n � 1)(1 � Gk (� k ; �R i (n � 1))

+
R ij (n � 1)

1 + C
Gk (� k ; �R i (n � 1))]

=

 

1 �
C

1 + C

X

k; k 6= i

� ik Gk (� k ; �R i (n � 1))

!

R ij (n � 1)

+
C

1 + C
� ij Gj (� j ; �R i (n � 1)): (6)

In the �rst equation of this display, thenth transaction: does not
involve i querying in the �rst term, involvesi queryingj 6= i
in the second term, and involvesi queryingk 6= j in the third
term.

Since the terms� jki h(Rjk (n)) � 0 depend on reputations
only throughR (n), we can generalize the model (6) to account
for misrepresentation and subsampling of reputations by replac-
ing in (6) the �Ri as de�ned in (2) with�Rji as de�ned in (4), i.e.,

E(R ij (n) j R (n � 1))

=

 

1 �
C

1 + C

X

k; k 6= i

� ik Gk (� k ; �Rki (n � 1))

!

R ij (n � 1)

+
C

1 + C
� ij Gj (� j ; �R ji (n � 1)): (7)

4) Accumulation points of the reputation system:If we take
expectation of both sides of (7) and set

ERij (n � 1) = ERij (n)

= E(E(Rij (n) j R (n � 1))) ;
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we see that the sample paths of the ergodicR ij (n) have
marginal distributions whose limiting accumulation points are
distributions satisfying:

E� (Rij

X

k; k 6= i

� ik Gk (� k ; �Rki ))

= E� (� ij Gj (� j ; �Rji )) for all i 6= j (8)

whereE� is expectation under any one of the limiting distribu-
tions under consideration.

5) Convergence of mean reputations for a case of complete
and honest polling : In this subsection, assume thecommon
response functionG satis�es the following property: there is a
strictly positive" � 1 such that, for all0 � �; �R � 1,

"� � G(�; �R) � �: (9)

Also assume the response functionG is separable, i.e.,

G(�; �R) = �g ( �R)

for nondecreasingg. So, by (9),g(0) � " andg(1) � 1. For ex-
ample,g( �R) � " + �R(1 � " ) or g( �R) � maxf "; minf c �R; 1gg
for some constantc > 1. Note that by arranging that the re-
sponse functions are all strictly positive (when� > 0), a new
cooperative node with low initial reputation can obtain content
in order draw queries and thereby its own reputation. The fol-
lowing result could apply to a system intra-group reputations or
a system inter-group reputations as discussed in section III.

Theorem 1:If G is separable and the statement of (9) holds,
then for complete and honest polling (6):

lim
n !1

ERij (n) =
� ij � jP

k;k 6= i � ik � k
for all i 6= j .

Proof:
For separableG, de�ne

X ij (n) �
� ij � jP

k;k 6= i � ik � k
� Rij (n)

for all i 6= j andn � 0. By (6),

E(X ij (n) j R (n � 1))

=

 

1 �
C

1 + C

X

k; k 6= i

� ik G(� k ; �R i (n � 1))

!

�

�
� ij G(� j ; �R i (n � 1))P

k;k 6= i � ik G(� k ; �R i (n � 1))
� R ij (n)

�

=

 

1 �
C

1 + C

X

k; k 6= i

� ik G(� k ; �R i (n � 1))

!

� X ij (n � 1)

where (9) allows division byg( �Ri (n � 1)) > 0 for the second
equality. Thus,

EX ij (n) = E(E(X ij (n) j R (n � 1)))

= E

  

1 �
C

1 + C

X

k; k 6= i

� ik G(� k ; �R i (n � 1))

!

X ij (n � 1)

!

:

Since

1 >
C

1 + C

X

k; k 6= i

� ik G(� k ; �Ri (n � 1))

�
C"

1 + C

X

k; k 6= i

� ik � k � � > 0;

we can easily show that

EjX ij (n)j � (1 � � )EjX ij (n � 1)j:

This argument can be used successively to show

EjX ij (n)j � (1 � � )2EjX ij (n � 2)j

� (1 � � )n EjX ij (0)j

from which the theorem statement immediately follows.

Interpreting this theorem, the mean reputationERij (n) be-
comes proportional to the mean rate� ij � j of successful trans-
actionsij . Further suppose all possibleN (N � 1) queriesij are
equally likely (query load perfectly balanced among the peers),
i.e., � ij = 1 =(N 2 � N ) for all i 6= j . In this case, the theorem
implies

lim
n !1

ERij (n) =
� j

� � i
for all i 6= j

where

� � i �
X

j; j 6= i

� j :

So, for each peeri , ERij is proportional to� j in steady state and
this reputation system will reveal the propensities to cooperate
of the peers.

V. SIMULATION STUDY

In this section, we describe the results of preliminary simula-
tion studies of the sample paths ofR (n). We used a common,
separable response functionG(�; �R) = � � min(1; (N=2) �R).
Since a “typical” value of the normalize reputationsR are about
1=N, this choice ensured that the values ofG were on the order
of the values of� .

Earlier experiments led us to choose the value ofC (the re-
ward given to a node for a successful transaction) to be3=N.
If C is chosen too high, several successful transactions would
raise a node's reputation so high that it would make it suf�cient
to receive service from others for quite sometime without the
need to cooperate. On the other hand, small values forC may
not create enough incentives for the nodes to consistently coop-
erate.

Our simulation consisted of a series of rounds. In each round,
two nodes were randomly selected to perform one transcation,
sayij , and then the reputation ofi was computed as in (4). The
response function,G, of j was computed, i.e., nodej decided
to grant the request with probabilityG. As a result of a suc-
cessful transaction, nodei then updated its reputation values



7

based on (3). A �rst order autoregressive estimator of the mean
reputations was then updated using:

~R (n) = � ~R (n � 1) + (1 � � )R (n) (10)

for forgetting factor1 > � > 0. In section V-A, we show how
the choice of� affected the dynamics of the reputation values
of a node, i.e., it reduced oscillations of (low-pass �lters) the
reputation processesR . The modi�ed reputation values of node
j were then used in subsequent rounds as described above.

We performed our simulations in three phases. In phase 1,
the transactions between any two nodes depended on the indi-
vidual reputations of the nodes via the mean reputation of the
requestee assuming all other nodes are polled, i.e., a nonhier-
archical structure. In phase 2, we studied a hierarchical struc-
ture in which the nodes are arranged in groups; the intra-group
transactions occurred as in the �rst phase (with only intra-group
polling), while the inter-group transactions involved thegroup
reputations instead of the individual ones. Finally, reputation
misrepresentations were considered in phase 3, i.e.,� jki 6= 1
for somej; k; i . In phases 1 and 3,N = 100 nodes were consid-
ered, while there wereN = 20 nodes consisting of 5 groups of
4 in phase 2. Each transaction was assumed equally likely (i.e.,
� ij = 1 =(N 2 � N ) for all i; j ), and each trial consisted of about
100 transactions per pair (i.e., approximately100(N 2 � N )
transactions). We assumed different probabilities of coopera-
tion among the nodes; more speci�cally, the� i were selected
independently at random from the interval[0:5; 1] according to
a uniform distribution. Finally, the initial valuesR (0) were
independently selected at random according to a uniform distri-
bution on[0; 1] and then normalized.

A. Non-hierarchical structure

We �rst assumed a non-hierarchical (�at) reputation system.
Figures 1(a) through 1(b) are a typical observed sample pathof
Rji (n), the reputation of a speci�c nodej from the perspective
of a nodei . The abrupt increases (the size of which depend
directly onC) in the reputation value indicate successful trans-
actionsij , while the more gradual reductions occur when node
i has successful transactions with other nodes (recall that un-
successful transactions do not impact the reputations). For vi-
sualization purposes,� j =� � i (� 0:01 in this case) is depicted
as a straight horizontal line on the �gures. This quantity was
observed to the the mean time-averaged value of the reputation
processes for all trials, as expected from the theorem in section
IV-A.5.

In �gure 1(a), the value of the forgetting factor� was set to
0.85 while it was set to 0.15 in �gure 1(b). As a result, the
former shows signi�cantly less variation about the exptected
mean� j =� � i though it has a slightly longer transient phase
(before reaching steady state about the mean).

We also examined the use of local reputationsRji (�gure
1(c)) instead of mean reputations�Rji (�gure 1(a)) in the re-
sponse functionG. Again, a typical sample path is depicted.
We see that both cases result in a similar marginal variance
about the mean, but the use of local reputations shows has lower
“frequency,” i.e., individual excursions away from the mean
have longer time-durations; so, over a given �xed interval of

time (subset of consecutive transactions), it is more probable
that a crossing of the true mean value of the process will not be
observed.

Finally, in this phase we further investigated weighting the
reputations received from other nodes with their current reputa-
tion values. Referring to (4) for all nodes, we tookh(R) � R
in one set of trials andh(R) = 1f R > � g with � = 0 :01. For
both cases, the reputation dynamics were observed to be sim-
ilar to those when no weighting was used. This was expected
since all transactions were equally likely and the� j values were
selected independently using the same distribution.

B. Hierarchical structure

Again, in this phase, 20 nodes were partitioned into 5 groups
of 4. Depending on which two nodes are selected at each
round, the transactions either fell within their group (intra-
group) or between different groups (inter-group). For intra-
group transactions, individual reputations were used and nor-
malized within the group (summing over all other nodesj in i 's
group,

P
j; j 6= i Rji = 1 ). For inter-group transactions, group

reputations were maintained through the assumed supernodes
(one per group).

In �gure 2(a), a sample path of one group's reputation from
the point of view of another is depicted. Since the transactions
between any two groups occur much more frequently than be-
tween a pair of nodes, the group reputation sample path appears
smoother and has a shorter transient phase than the individual
reputation sample path depicted in �gure 2(b). The average co-
operation levels� of the individual members of the group are
also depicted with a horizontal line in �gure 2(a). It can be seen
that the sample path �uctuates around this expected mean value
and the time-average was observed to converge to it, as in the
non-hierarchical experiments.

In Figure 2(b), the individual reputations of one speci�c node
from the point if view of another in the same group is shown.
The sample path decreases less rapidly than its non-hierarchical
counterpart with similar parameters because the transactions
across groups do not impact the individual reputations. How-
ever, the time-average reputations still reveal a node's propen-
sity to cooperate. Again, both sample paths depicted were typ-
ical of those observed during our trials.

Note one reason why inter-group transactions do not uti-
lize or update the individual reputations is that, if twodifferent
propensities to cooperate (for inter-group vs. intra-group trans-
actions) are present, nodes that cooperate well within the group
should not get rewarded universally. Studying such behavior
(in particular, for special-interest groups) is among our plans
for future work.

C. Misrepresentations

Finally, we used the� terms in (4) to model misrepresen-
tation of reputations by certain pollees. We assumed 25% of
the nodes lied unfavorably (about all other nodes to all other
nodes), 10% lied in favor, and the rest were honest. The cor-
responding� terms were chosen to be 0.75, 1.25 and 1 respec-
tively. Since all requests were equally likely (� ij = 1 =(N 2 �
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(a) � =0.85 & �R is used in theG func-
tion

(b) � = 0.15 & �R is used in theG
function

(c) � = 0.85 & local reputations are
used in theG function

Fig. 1. 100 honest nodes with 100 transactions per pair

(a) Group Reputations (b) Individual Reputations

Fig. 2. 20 nodes in 5 groups of 4, 100 transactions per pair of nodes,� = 0.95 and�R is used inG

N )), the value of the mean reputation of thej th node, from the
perspective of thei th node, was simply predicted to be

(0:25� 0:75 + 0:10� 1:25 + 0:65� 1)
� j

� � i
= 0 :9625

� j

� � i
:

This was consistent with the results of our simulation trials
where we observed nodes receiving about 4% fewer success-
ful transactions compared to honest reporting (with the same
settings forG, C, etc). Clearly, in this model, when the ag-
gregated reputations are weighted usingh(R) = R, the highly
reputable nodes can lie more effectively.

VI. SUMMARY AND FUTURE WORK

In summary, we surveyed reputation frameworks as used by
peer-to-peer overlay systems, especially to provide incentives
for persistent contributive cooperation by the peer nodes.We
formulated a normalized reputation model and proved, for a
special case, that it ultimately revealed the nodes' propensities
to cooperate under honest reporting. This model was studiedby
further by simulation.

In the future, we plan to expand our model to account for
sel�sh/malicious peers that collude. Simulations will possibly
be conducted on the platform [9].

We will also study the possibility of the nodes having differ-
ent propensities to cooperate for inter-group versus intra-group
transactions where the latter is typically sign�cantly larger.

Finally, we will also explore ways to integrate routing and
reputations for speci�c architectures. Recall mention of poten-
tial problems with this idea in the introductory section of this
paper. Note in particular that we will have to explicitly model
peer arrivals and departures (join and leaves) for such an inte-
grated system, i.e., the simplifying assumption of sectionIV-
A.2 would not be made.
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