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Abstract—Mobile ad hoc networks often support sensitive an updated random pseudonym from a new node entering a
applications. These applications may require that user’s identity, neighborhood due to mobility.
location, and correspondents be kept secret. This is a challenge We use dynamic flow pseudonyms to conceal the source and

in a MANET because of the cooperative nature of the network. destinati fafl dt t ¢ lati f
In this paper, we propose a privacy preserving communication estination of a Tlow, and to prevent long term correlation o

system (PPCS) for MANETS. It consists of three components: traffic within the same flow. This approach provides for low
random node pseudonyms, dynamic flow pseudonyms, and re- cost flow identifier reassignment by exploiting associatiba-
silient packet forwarding. Random node and flow pseudonyms tween the source and destination and the use of cryptographi
conceal the linkability of identity and location, the real identity primitives.

of a source and destination, and correspondents. The resilient To hind ffi VS f inal th bet
traffic forwarding provides strong resistance against a range of 0 hinder traffic analysis of a single pa etween a

traffic analysis and eavesdropping attacks. We present athorggh ~ Source and destination, we use a resilient packet forwgrdin
analysis of the security of PPCS against passive internal attacke  scheme. The scheme consists of multi-path random forwgrdin

provide a qualitative disr_:uss_ion on its strength against external (MPRBP), efficient hop-by-hop wrappingHint), and random
attackers, and characterize its performance tradeoffs. TTLs (RTTL. MPRF establishes multiple paths and dis-
tributes traffic over these paths obscuring the end-to-exld p
and relationship between packetdints provide an efficient
transformation of packets on each link such that incoming
Mobile nodes in MANETS cooperate to forward traffic orpackets and outgoing packets from a node cannot be directly
behalf of each other. In performing this function, most rodeorrelated. With théRTTL, an intermediate node en route may
must disclose information about themselves such as thgit determine its position on the path from a source to a
identifiers, neighbors and destination of their traffic. Mandestination.
systems also require nodes to disclose their location tp@tip  Through analysis and simulation, we show that PPCS pro-
routing. In short, nodes must advertise a profile of theinide vides anonymity with a small tradeoff of performance.
and location to participate in existing MANETS. This paper is organized as follows: Section II-A reviews
The goal of a privacy preserving protocol is to prevensrevious work on anonymity in Internet and MANETS. Section
exposure of precisely this kinds of information. Hence,-supll examines passive attacks by internal compromised nodes
porting privacy in MANETSs is by enormously challengingand eavesdroppers. Section IV proposes an anonymous com-
Ideally, a node should be able to keep its identity, its lorat munication system (PPCS). Section V inspects the effective
and its correspondents private, i.e., remaitonymousAny ness of an adversary in PPCS. In Section VI, we evaluate the
solution providing anonymity must face a myriad of issués: performance impact of PPCS. In Section VII, we discuss the
must overcome the broadcast nature of wireless enviroremetibde-offs of PPCS.
(which enables eavesdropping) and operate under oftenh tigh
resource constraints. Past “wired world” privacy solusion I

I. INTRODUCTION

. . BACKGROUND
do not map well to MANETs because of the processin
requirements they place on the nodes. Simple solutions 1iRe Related Work
simple packet encryption are also largely ineffective nsea A great deal of previous research has focused on pro-
of ease of traffic analysis in broadcast media. viding confidentiality, integrity, and authenticity of datn

In this paper we present an anonymous communication sfANETs, but anonymity remains an open problem. In this
tem for MANETS that prevents linkage between identity ansection, we review the existing anonymous communication
location and maintains anonymity of a source and destinaticGystems designed for the Internet and MANETSs. Pfitzman
We call our solution a privacy preserving communicationsyand Hansen [21] define general terminologies of anonymity.
tem (PPCS). It has three componerdgnamic random node In their article, anonymity is defined as "state of being not
pseudonymgRNI), dynamic flow pseudonymand resilient identifiable within a set of subjects, the anonymity set.U®e
packet forwarding anonymity is defined that an adversary cannot discover who is

RNI prevents linkage between node location and identitgenerating packets. Destination anonymity is similarifjrobsl.

A node uses a random pseudonym to route packets and cdsniinkability of the source and destination is defined that a
municate with neighbors, and updates its random pseudongdversary cannot discover the relationship between thesou
after a random interval. Neighboring nodes cannot difféa¢en and destination, i.e., who is communicating with whom.



In the Internet, Chaum'’s [4] pioneering anonymity solution Recently, Zhang et al. proposed MASK [29] in which
introduces a mix or a series of mixes (mix network) intmodes use a random node identifips§udonym The random
a network for hiding communicating endpoints [8], [11]. Aidentifier is generated in a Trusted Authority (TA) and lodde
source selects the route (set of mixes) and encrypts datfore nodes are deployed. Intermediate nodes use virwal m
packets with the public key of each mix in reverse orddipaths to relay packets to next hops randomly. The destimat
(from last mix to the first mix). Each mix peels off one layeunicasts back only one reply toward a source. Hence, traffic
by decrypting the received packet with its private key arnitbws may have the same initial or terminating hops on a path.
forwarding it to the next hop. The last mix processes the glackn MASK, the destination identifier is transmitted in theare
in the same way and transmits it to the final destination. during the route discovery, which violates anonymity.

Onion routing [23] is built on a mix-net approach. An onion
consists of next hop information and an onion for the ne Network Model
hop. For example, if there aree onion routers {1, No, . -, ‘We assume that wireless interface between nodes is bidi-
N;) on the path, the source wraps the packet as follows:

_ rectional, i.e., if node hears the transmission of nogethen
Packet —Epl(NQ,Epz(Ng,Epg(. .. Epk(D,C), . ))) Each nOdej is also able to hear node

intermediate onion router decrypts the received messatie wi In MANETS, a mobile node has unique layer 2 MAC

its private key to get the next hop and onion for the next hop. : . . . .
The last onion peels off its layer and transmits the encrj/ptgddress and layer 3 node identifier which are assigned during

data to the destination. Tor [6] extended onion routing Wifﬁ?e network deployment. ESpeC'a”y’. the layer 3 node idienti
. IS used for end-to-end communication. We assume that these
features that provide forward secrecy.

layer 2 and 3 identifiers are 32 bits and 48 bits respectively,

Mix-nets are not applicable to MANETS. This is because thspimilar 1o the real network environment.

resource demands of the underlying public key operatioas ar We assume that there exists a key management service to

t.o 0 expensive for mob|Ie' nodg S with ehergy 'and COmpumﬂ%@tablish pair-wise keys between nodes, and the source and
limitations. Moreover, with high mobility, it is not easy to

maintain the full path from the source. destination establish symmetric keys prior to communicesti

In Crowds [24], groups of users (calletbwds) cooperate to Such services are well studied in the general security commu

ensure client anonymity in web systems, e.g., web—browsin:g?Ity [25], [19], [15], and their design and anonymity is expl

Jundosrun by each client decide randomly if they should relaxy outside the scope of this work. The source and desnati

the packet to another jundo or transmit it to the web serVﬁ:r]OW each other’s real identifier. Non-compromised nodes in

directly. All users in the group share their symmetric kays t e network do not disclose any information to compromised

. nodes.
encrypt the relayed packet. Hordes [18] is based on Crowdosv\/e use the following notation throughout:

and proposes to use multicast routing to provide initiator o

anonymity. Brent [27] proposes receiver anonymity based® °: ldentifier of a source

on incomparable public keys and multicast. In MANETs, * D ldentifier of a destination

however, the maintenance cost of multicast is known to be® M: End-to-end message , . o

high. « n: Average number of neighboring nodes in transmission
Most solutions proposed for the Internet use a proxy func- ande _

tion (Mix, Jundo, and Onion Router) to provide anonymity. * £si Sources’s i-th flow pseudonym

In MANETS, Jian et al. [9], [10] propose a dynamic mix ¢ £pi: DestinationD’s i-th flow pseudonym .

method that accommodates dynamic topology changes that Zij: Symmetric key established between nadend j

are characteristic of MANETs. Boukerche et al. [3] propase t * Zxsp(-): Encryption with a keyKsp

make only trustworthy nodes participate in routing to peote * DPksn(-): Decryption with a keyKsp

anonymity. Blaze et al. propose WAR [2], in which anonymous

routing is combined with a key distribution protocol and Il THREAT MODEL

an onion routing structure. However, in MANETS, it is not In this section, we examine attacks on anonymity in

feasible to form a set of proxy functions since mobile nod#dANETs. We adopt Diaz et al.s [1] classification of adver-

all play an equal role. In civilian applications of MANETS, i saries based on the following characteristics: Interndaéal,

particular, mobile nodes may not cooperate to play the fargeassive-Active, and Local-Global. An internal adversasy i

role of a proxy. a compromised node in the network. We define an internal
J. Kong and X. Hong [12] apply MIX-Net to MANETSs by adversary as a node that is compromised and on the routing

using symmetric key cryptography to provide anonymity.sThipath. An external adversary is a compromised node not on

approach uses cryptographic trapdoor within a broadcast mthe path, or an external node not directly participatinghia t

sage to hide the identifiers of local intermediate nodes had tMANET, i.e., only eavesdrops traffic between MANET nodes,

destination. However, in a situation in which adversaries abut does not perform an active attack.

located on each link, they may simply monitor the transmissi  An active adversary may alter traffic (inject, drop, or mgdif

to determine who is broadcasting and how many packeqiackets) while a passive adversary only eavesdrops on the

are being broadcast. After that, adversaries may combime tommunication and collects private informatiobhis paper

collected information to detect the source, destinatiamj aonly considers passive attack& local adversary can see and

source-destination pair. launch attacks in a limited range. A global adversary coa#rs



the path or the network. A set of colluding local adversarigsformation in the clear. When an internal adversary receive

may form a global adversary by sharing information. a packet, the compromised node forwards it as other honest
Traffic analysis is often used to subvert anonymity [1], [26hodes. Figure 2 illustrates an example. N&dis a compro-

[22]. In this attack, adversaries monitor packet transimiss mised node, and, 5, and4 are on the path. Nodg transmits

to infer important information such as a source, destimatioa modified packet/1 to 5, and attempt to discover which

and source-destination pair. We consider the followindfitra node is the next hop beyond nodeln the existing MANET

analysis attacks in this work: routing protocols, data packets are transmitted withoyt an

1) Packet Tracing Attack: A packet may be traced from modification. Node3 may easily fcrat_:e the next hop of the
source to destination by eavesdropping the transmissiBAcket by overhearing the transmission by nddéo preserve
of the same packet as it traverses the network. Note ti&tonymity, any information that may contain flow informatio
the adversary need not be able to recover the packbuld not be sent in the clear.
content to infer valuable information, i.e., the source and @
destination of the flow. TN

2) Packet Counting Attack: Eavesdropping nodes collab-
orate to discover a path by overhearing and “counting”
packets. Figure 1 shows an example. Ndtgenerates
150 packets in a fixed interval. Nodé overhears that
node 1 transmits150 packets. Noder also overhears
that node3 and 4 transmits 150 packets in the same
interval. Eavesdropping nodé&sand 7 knows the path
from S to D (S-1-3-4-D). Thus, it is not difficult for a
global passive eavesdropper to discover a flow by simply Fig. 2. Local View of Transmission in MANET
tallying packets.

M1=5,Data
M2=4,Data

Mobile nodes may obtain their location information from

sy P - global positioning system (GPS) or other similar techngjue
@ If a node knows the identifiers of neighboring nodes, it also
, may estimate the location of neighbors, using transmission

C’ 150 @ 150 . 150 . 150 . power. In MANETS, there are several location based services

\
v

: ; ; such as location-based routing, performance optimizatiod
@ clustering. An adversary may also use location information
g g to launch various attacks, by tracing an object’s location.
Therefore, dissociation of location and identity is an imiaot
Fig. 1. Eavesdropping by neighboring nodes (node 6, 7, and 8)  iSSUe.

3) Timing Attack: An adversary may analyze the correla- IV. PRIVACY PRESERVING COMMUNICATION
tion between packets passing through nodes to discoyer Overview

a flow, called timing attack [16].. Suppose that there are o, goals are to preserve the anonymity of a node and its
only two eavesdroppers @nds) in Figure 1, and node ¢qrrespondents and to provide unlinkability of a node to its
S is sending packets to nodP. Node 6 eavesdrops |qcation.
packet transmission, and analyzes the correlation be-ry achieve unlinkability of the location and a node we
tween packets, using a technique such as Time Seriggnose an efficient and simple identification scheme, dalle
Node 8 also eavesdrops packet transmission betweerkangom Node Identification(RNI). A mobile node has two
and D to do the same. Nodes and 8 compare infor- ,qqresses: a layer 2 address (MAC address) and a layer 3
mation they collect and find out the source-destinatiafyqress (node identifier). In RNI, every node uses two random
paur. pseudonyms: one each for MAC address and node identifier.
Another attack exploits the packet time-to-live (TTL) torhese random pseudonyms are used for discovering neighbors
identify the destination. A The TTL is a value set by a sourcand routing. With the RNI, even if a source neighbors a
to limit the number of hops a packet takes in the networkiestination, it may not discover that a destination is withi
Every intermediate node decreases the TTL by 1 beforetifinsmission range.
forwards the packet. A node discards a packet if it is not In traditional MANET routing protocols, source and destina
the destination and the TTL of the packet becomes zetibn addresses are also used for identifying a flow. We pmpos
Obviously, close to the destination, an adversary to caselyo to use flow pseudonyms between communicating endpoints to
identify the potential destinations by looking at the TTL.  hide the source and destination. Initially, a flow pseudomsym
To discover the source-destination pair, adversaries mggnerated with the symmetric key and identifier of a source
also try to discover path information (nodes en route). &inand destination so that other nodes may not discover the
some of control information is open to intermediate nodesiginal identity information. The flow pseudonym appears
on the path, an internal adversary has access to the con&®la random value to intermediate nodes. However, if a flow



with the new pseudonym. The MAC address pseudonym is

HELLO(N3 ) also changed to prevent other nodes from matching a fixed

MAC address to a new pseudonym. The protocol to change

(2 3 HELLOWS) ) a pseudonym is the same as for an update due to mobility.
HELLO(N3)

Therefore, nodes cannot distinguish an updated pseudonym
from a new neighbor. Since the source and destination do not
know each other's pseudonym, the communication between a
source and destination does not disclose the location loéreit
Fig. 3. Neighbor Relationship Setup with Random Node |diens. party to the other.

Due to the randomness and independence of the new and
old pseudonyms, an adversary cannot trace the changes of
19 X ; i . . -
traffic analvsis attacks. Thus. after a random amount of ti node pseudonyms. One risk with this approach is that identifi

y ' ' nE!(caillisions, in which two nodes choose the same pseudonym,

the fiow pseudonym is changed. ight occur. However, the probability that two nodes geteera

The random node and flow pseudonym methods descri mg
: . W pseudony S 'btﬁ same MAC address pseudonym (48bits) and same node
above provide anonymity of the source and destination |delra—entiﬁer pseudonym (32bits) is very lowsi -1,)?
WQAL% 232) -

tity, location privacy, and afford some protection agaisist-
ple traffic analysis attacks. An adversary, however, may sty Dynamic Flow Pseudonyms
attempt to discover the end-to-end communication by using

more sophisticated traffic analysis attacks discusseddtidde . L
b y and data packet to contain the source and destination agdres

[1l. If traffic traverses a single path, it is easy for an adeay : ) . : X
to learn the routing path. To combat this threat we proposetoafInOI a route and identify a flow. With this general approach,

resilient traffic forwarding scheme which consists of multi®” adversary clqse FO the source or destination, or an ayers
on the communication path between the two, will be able to

path random forwarding (MPRF), Hint, and random TTL K th dent d h | their locati
(RTTL). MPRF allows intermediate nodes to randomly sele fix the correspondents, and pernaps fearn their focation.
To define a flow without releasing identity, we propose a

a next hop from a list of candidates. This way, every packgtnamiC and random flow pseudonym based on a forward

may take a different path to obscure the traffic flow from a(r:ﬁaining A random flow pseudonym replaces the source and
adversary. With Hint each packet is efficiently transfornoad L ) .
d?stlnatlon address in the packets. A flow pseudonym is

each hop to prevent eavesdroppers from correlating packiI

entering and exiting a node. The location of a node on a g ﬁ?ined for the forward and reverse path. It is constructeoh fr
may be revealed by the Time-To-Live (TTL) field within dataanediuzriisggirgsgt'i%ek;y between the source and destination

packets which expresses a hop count. We propose to usé s . i
random TTL (RTTL) to mask the position of a node on a An initial reverse flow pseudonyniso, is generated by us

forwarding path. In the following subsections, we preseamhe 19 the symmetric key and real identifish Pso = ficsp (5)-
. . The forward flow pseudonym i8po = fx., (D).
of these schemes in detail. oD

Since the source knows the real identifiér) (of a destina-
o tion, it generates a flow pseudonym for the forward diregtion
B. Random Node Identification (RNI) Ppo = fxs,(D). A source broadcasts a RREQ packet

We devise a scheme that dissociates an identifier from lehich contains these flow pseudonyms. The RREQ contains
cation information. This requires node identity and lomatio <RREQ, Pso, Ppo, Exs,(.)>. Intermediate nodes receive
be unlinkable and untraceable. Even in local communicatiom RREQ packet and check if they are the destination by
any information, if possible, should be not released. attempting to open the "trapdoor [12].” If they are not the

To achieve the unlinkability of location and identity, wedestination, they add a routing table entry for the backward
propose an efficient and simple identification scheme callldw which is identified by the flow pseudonytfs, in the
Random Node Identification (RNI). Every node in the networRREQ, before forwarding. A destination receives a RREQ and
generates a random node pseudonym and advertises the rmtedermines that it is the destination by checking the reckiv
pseudonym via a message such as a HELLO messagePis. Either a source or a destination may decide to change
AODV [20]. the flow pseudonym at anytime.

Neighboring nodes know each other through their ran- Note that the trapdoor check only occurs when processing
dom pseudonyms. The pseudonym is used for routing ath® RREQ message; once the flow has been routed, the check is
communicating with neighboring nodes. Intermediate nodest required for forwarding subsequent packets. Because ea
use pseudonyms of neighbor nodes to maintain next hopde must perform the check, however, it is desirable for the
information for a flow. trapdoor check to be efficient. To enable this efficiency we

Figure 3 illustrates the protocol for nodes to setup neighbconstruct pseudonyms using a forward chaining as follows:
relationships using their pseudonyms. For example, rbde Pso = fxap(S)
advertise itself asV3, instead of its real identifies. B

Each node changes its pseudonym after a random interval, Ps1 = frsp(Pso)
to prevent an adversary from learning the location of a node.

After changing its pseudonym, a node starts advertisirgf its Psy, = frop(Psn—1)

HELLO(N3 )

persists for an extended time, it may become susceptible

Traditional MANET routing protocols require each control

@)



The new flow pseudonym is generated from the symmetric

key and the previous flow pseudonyrf.is a cryptographic Hint:

keyed one-way function (HMAC) which takefs bits input

and outputsk bits. A node that decides to change the flown each link,

Although a packet is encrypted by a source, if
the encrypted packet is transmitted without any modificatio
it is vulnerable to traffic analysis attacks.

pseudonym initiates a route discovery with the new floBeveral approaches have been proposed to transform packets
pseudonym. Since other nodes and adversaries do not hawmea hop-by-hop basis to combat these attacks.
the symmetric keyKsp, they cannot generate a new flow ANODR [12] uses a route pseudonym to wrap a data
pseudonym, nor do they know the source and destination. packet on each link using encryption techniques. Packets ar
The use of forward chaining enables an efficient trapdobroadcast to all neighbors. Neighbors that receive a packet
checking mechanisms to be employed. Nodes construciattempt to decrypt it. Since each neighboring node has a
tree of flow pseudonyms in the initialization phase as théigt of route pseudonyms, it may try to decrypt the received
are deployed. The tree is a general sorted binary tree. packet with all possible route pseudonyms. If there doest exi
a nodei, it is composed ofP, = fk,; (i) for all possible a match, it will process the packet according to the mapping
nodes;j. Once a path is established between the source aablle. Otherwise, the packet will be discarded. The pracgss
destination, a node updates the corresponding tree valile wequired in every node may be high which is a concern in
the next flow pseudonym. Since a next flow pseudonym &MANET. In MASK [29], each intermediate node encrypts
generated with the current flow pseudonym and symmetdcpacket using a symmetric key shared with its next hop.
key based on a forward chaining, a node can maintain a trElee transmitted packet is of formatnext-LinkiD, MASK
of next flow pseudonyms. A node on the tree consists ofpayload>. For a fixed amount of time, the linkiD is used
next flow pseudonym, peer identifier, and symmetric key, ifer relaying packets between the two neighboring nodes thus
< Py,ID;,K;; >, wherei is the local node and the peerallowing an eavesdropper a chance of reconstructing a path.

node isj.
For a RREQ packet having a flow pseudonyfp,, an

To make the hop-by-hop transformation more efficient and
anonymous, we propose an HMAC [13] based scheme, called

intermediate node searches its tree. If it finds an entrg & i Hint. An intermediate node randomly selects a next hop node

destination.

D. Resilient Packet Forwarding

according to MPRF. It encrypts a packet using a shared key
with the selected node and computes an HMAC over the
encrypted packet. This HMAC result is called tHimt . Then it

broadcasts the packet which consists of the Hint and erextypt

There are many feasible traffic analysis attacks that may packet. The following shows how each intermediate node
attempted by eavesdropping nodes (i.e., external atts)cker transforms the packet and generates Hint.

combat these attacks we propose a resilient traffic formgrdi

scheme which is composed of multi-path random forwarding"s-

(MPRF), Hint, and random TTL (RTTL).

Multi-Path Random Forwarding (MPRF): In a relatively
stable network (mild traffic load and low mobility), a path
between a source and destination may be used for an extended
period of time. This type of path, in particular, is suscelgti
to a traffic analysis attack. To thwart attacks on a singlé pat
MPRF establishes multiple paths between the source ang
destination. For each packet, an intermediate node en route’
randomly selects a next hop from its local list of possible
next hop nodes, and forwards the packet to the selected node.
Thus, a path that a packet takes is decided dynamically a}\;
each intermediate node.

Multi-path routing protocols have been proposed for
improving reliability and providing quality of service in

C = FExg, (M)

MC =< Psg, Ppo, TTL,C >
ELg = EKNSN1 (MC)

Hint = HMAC(KNSNl s ELS)
Broadcast< Hint, ELg >

MC = DKNle (FLg)

EL; = EKN1N2 (MC)

Hint = HMAC(KNINQ,ELl)
Broadcasi< Hint, ELy >

MC = DKN1N2 (ELy)

ELs = EKN2ND (MC)

Hint = HMAC(KNQND s ELQ)
Broadcasi< Hint, ELy >

MC = Dy, (ELs)
M = Dk, (MC)

ad hoc networks [14], [17], [28]. These multi-path routing Neighboring nodes check if a received packet is for a flow
protocols establish link/node disjoint paths to distrébtraffic  which they serve by simply computing the HMAC for the
to avoid congestion. Node/link disjoint paths are vulnérabreceived packet. If the check results in success, it desrypt

to traffic analysis attacks.

Collaborating eavesdroppeitse received packet with the corresponding key and forwards

may easily obtain exact packet counts and reconstruttaccording to MPRF. The HMAC calculation takes a few
the end-to-end paths. To resolve these vulnerabilities amtdcro seconds as shown in [5]. Only the corresponding local
establish a sufficient number of multiple paths, we relaceceiver decrypts the packet. Ii(.) denotes the overhead for
the node/link jointness condition present in most multhpa packet decryption, and is the average number of neighbors
routing protocols. By allowing non-disjoint paths, MPRHEn transmission range Hint reduces the computation at @ nod
diffuses traffic in an irregular manner making traffic analysfrom $n?D(.) to n? HM AC(.) when compared to schemes

more difficult, i.e., requiring a larger number of colluders

that encrypt and broadcast a packet.



Due to the transformation on each link combined with Source and destination information is not directly disetbs
broadcast transmission, eavesdroppers are not able to Idarany other nodes on the path. Intermediate nodes on the
the relationship between incoming and outgoing packets éth, however, can see the flow pseudonym and TTL field of
a node. Although a compromised node en route may seeacket. Intermediate nodes also have previous and next hop
several control fields like TTL in clear text, it cannot diseo nodes of a packet on the routing path. Using this information
which node will be the next hop of its neighboring nexthe compromised nodes on a path collude to make an educated
hop. For each traffic flow, since there is no relation betweguess as to the source and destination of a flow.

flows, an adversary may have difficulty in discovering the To characterize the probability that a set of internal com-
flow. Furthermore, when a destination receives a packet,pliomised nodes collaborate on discovering anonymity we firs
broadcasts a random packet as a response, hiding its rate figerive a general equation which can be applied to each case of
neighboring nodes. This random packet is not distinguighatynonymity (source/destination and communicating paioteN
from a transformed packet by Hints. Neighboring nodes maat because protocol behavior is unique to its design and
discard the packet since it does not match. the environment in which it is run, we ignore their affect on
During route discovery, Hints are used to transform a RREfonymity. For example, knowing the timing charactersstic
in the same way. Otherwise, an adversary may discovelofa RPC call may provide some additional information
route through tracing RREP messages. A destination or gfon which to infer correlations between the sources and
intermediate node having a routing entry replies to a RRE§stinations.
packet. It encrypts a RREP packet with a key shared withthg foliowing notation is used in the remainder of our
a next hop toward a source, and computes the Hint for tﬁﬁalysis.
encrypted RREP. It broadcasts the RREP.
« N: Total number of nodes
Random Time-To-Live (RTTL): The TTL field is used « C: Number of compromised nodes in the network
for discarding packets which have not found a destinatione L: Average path length
and circulated through the network. In MANETSs, the TTL « ND: Number of uncompromised nodes disclosed by
is set to the length of a path by a source node. Each node intermediate compromised nodes en route
on the path decreases the value by 1. Thus, the TTL valuee NP: Number of intermediate nodes on multiple paths
reveals the position of a node on a path from a source or a e€stablished between the source and destination
destination. The receiver anonymity set may be reduced to @ NC: (N —C) - ND
set of nodes neighboring a compromised node from a set of p: probability that a node is compromised
all possible receivers. o Py =P ,: probability that the first/last hop node guesses
To prevent compromised nodes from learning their position & source/destination correctly, respectively
on a path, we propose a Random Time-To-Live (RTTL). A » Fi,s=Fi,: probability that an intermediate node guesses
source node generates a random value and sets the TTL field & source or a destination correctly
with the sum of this random value and path length, RTTL. The ® Pi+ri=Fit:,: probability that the first/last hop node
RTTL should be less than the maximum hop count (Network and intermediate nodes together guess linkability of the
diameter). The source includes the initial random value in source correctly and destination
the encrypted data packet. Intermediate nodes decreases TTe Pr+:4: probability that the first and last hop nodes
field value of a packet by 1 as they do in the normal packet together guess linkability of the source and destination
forwarding. This TTL field does not release the position of ~ correctly
a node due to the random value. A destination decrypts thee Fi+i,.: Probability that intermediate nodes together guess

received packet and checks if the received RTTL is valid. linkability of the source and destination correctly
Let P(A = s) and P(A = r) denote the probability that
V. SECURITY ANALYSIS an adversary discovers a source or a destination. Becaese th

values are the same, we discuss the probabififyl = s)

In Section 1ll, we presented a classification of attackers. below Let P(A — (s,r)) denote the probability that an

this section, we initially characterize the anonymity pdad dversary discovers the source and destination pair.
by PPCS against attacks by internal compromised nodaes

analytically. We then argue informally about the anonymity 1) Generalization: We assume that the probability of a
provided by our system against eavesdropping attacks. compromised node being able to exploit a vulnerability is de
pendent on its position on a path. In particular, the firstlastl

hop nodes on a path may have a higher probability of finding a
A. Internal Attackers source or destination, respectively, than an intermediatie

In this subsection we examine the effectiveness of PP@8 the path depending on the characteristics of the security
against collaborating adversarial nodes. Internal comjsed S°lution.
nodes learn information by eavesdropping and by being on thel© this end we derive the probability of four cases of node
forwarding path of a flow. As discussed in the next subsectiofPmpromise as Table V-A.1.
limited information is gained by eavesdropping becauséeft We determine the probabilites ofP(CH), P(HC),
packet transformations and the local broadcasts. P(CC), andP(H H) for a path that has compromised nodes



TABLE |
CLASSIFICATION OF NODE COMPROMISE

The probabilityP(A = s) is

CH | the first hop of a source is compromised and zero or more P(A=35)= Pry + Pyo + Pre + P,
other compromised nodes are on the path, but not the last hop. ( ) coH HO ce HH
HC | the last hop is compromised and zero or more other compromised L1 Ik k L—2
nodes are on the path, but not the first hop node. =Py Z(l —p)" p
CC | the first and last hop nodes are compromised, as well as b—1 k=1
zero or more compromised nodes on the path. L—2
HH | the first and last hop nodes are not compromised nodes, Lk k(L2
but one or more compromised nodes are on the path + Pf»s Z(l - p) p k—2 )
k=2
L-1
L—-2
, _ \L—k k
| £ P S ()t <k;—1>
in each case. §:12
— L-2
L_ .
. L2 +P. Y (1-p) kpk( . )
P(CH) = (1-p) ‘kpk<k1> p
Lk wf(L—2 The first two terms correspond to the first two terms in
P(HC) = (1-p)""p k—1 equation 2. The last two terms correspond to the last two
L—_9 terms in equation 2. Note that we do not need to account
P(CC) = (1—p)t=rp* (k - 2) for intermediate nodes compromised in the scenarios cdvere

by the first two terms in equation 2 because of the manner
P(HH) = (1 _p)L—kpk (L_2> in which compromised nodes will collaborate. That is, if
two nodes on a path are compromised and collaborate, they
can compare the TTL field of the packets they receive and
Let Poy|Prc|Poc|Parr denote the probability that andetermine who is closer to the source. This is the only node

adversary discovers target anonymity in each case. that can correctly guess the source if an optimal guessing
policy is used as discussed directly below.
Pey = P(AICH)P(CH) _ First, pongider an optimgl anonymity solutio_n in which no
p — P(AIHO\P(HC |nformat|0_n is Iea_\ked. In this case a c_ompro_m|sed node does
HO (4] )P(HC) not know its previous or next hops, or its position on a pdth. |
Pecc = P(A[CC)P(CO) only knows of other compromised nodes. In this situatios, th
Pyy = P(A|HH)P(HH) best an adversary can do is guess the source from the set of

uncompromised nodes. The probability of guessing cosrectl

H 1
In these equations?(A|X) is the probability that anonymity 'S ™v—cy- . _ o
is discovered given that the compromise scenakiohas Now consider an non-ideal anonymity solution in which an
adversary can identify its position on the path, but not othe

occurred.
. . nodes on the path except for its direct previous and next.hops
The probability that an adversary discovers target anotyym‘f the node ispthe firstphop (informatiI(D)n learned by seein%
is defined

the TTL in the reverse path), it knows its previous hop is

the traffic source. If a node is not the first hop on a path,

P(A) = Pcu + Poc + Puc + Pun (2) its best guess is a random choice of all nodes in the network

not counting the nodes it knows to be compromised or the
This is a measure of the effectiveness of compromised nodesdes that compromised nodes can rule out as the source,
In disjoint multi-paths environments, the probability then such as their next hop nodes or previous hop nodes if they

adversary discovers anonymity is defined as follows: are not first on the path. We call this set U, which B&é€' =
N —C—ND members. Thus the probability of an intermediate
Pu(A)=1—(1- P(A)" 3) node guessing correctly Iﬁ%

Finally, consider the situation provided with RTTL is used
where R is the numper pf disjoint paths established betwe%vgtw,n bif%gﬁnlgt t?elﬁ ﬁeslsgozir:ioid\ger:s?hré/ Egtor\:v STIPE elrsefc;?efhg
the source and destination. different guessing strategy will be used. The adversarée® h

2) Source/Destination Anonymity Compromised internal two choices. First, they can make a random guess of all nodes
nodes collaborate to determine a source using explicitinfan set/, in which case their chance of guess correcﬁig.
mation such as the flow pseudonym, TTL value, and next apdpetter strategy is simply to guess its previous hop as being
previous hop nodes. the source. Although the adversary does not know its place

Let us suppose that there is more than one compromisauthe path, it has % chance of being the first hop node and
node on a routing path. These nodes conspire to discovethas guessing correctly. Even if several nodes on the path ar
source of traffic.P; , and P; ; are the probabilities that the compromised and collaborate, the only information they can
first hop and intermediate nodes guess a source, respgctivielarn is which adversary is closest to the source, and ghess t



previous hop to that node, i.e., they will all guess the same
node. The only way that the random guess strategy will be
better for an individual node is iNC < L, i.e., the average
path length is greater than the number of uncompromised
nodes in the network which is an unlikely scenario.

Based on the discussion above, we assume the following
three strategies to guess the source node on a path: (1) In an Fig. 4. Non-Disjoint Multi-Paths
ideal environment, adversaries make a random guess from the
set of non-compromised nodes; (2) If an adversary is on g path
and it knows its position on the path, it will guess its prexio  Figure 5 (a) compares the probability that an adversary may
hop as the source if it is the first hop node, otherwise it wiuess a source in disjoint multi-path and non-disjoint ipath
make a random choice from the dét (3) If an adversary is environments wheré disjoint multipaths exist and the average
on a path, and it does not know its position on the path, gath length is5. This result demonstrates that MPRF in PPCS
will always guess its previous hop on the path as the sourceduces the effectiveness of an adversary.

Based on these strategies, we can now evaliiate and  In summary, Table Il shows the effect of using PPCS on
P; s and determine the impact of PPCS. In cases in whithe probability that intermediate and first hop nodes guess a
an adversary knows its position on the paffy,, = 1 and source correctly.

P = ﬁ In cases in which an adversary does not know

its position on the path, such as if RTTL is used with PPCS, TABLE Il
Pss =1and P, = 0. This is because all adversaries will IMPACT OF PPCSON PROBABILITY
always guess the previous hop of a first adversary (the santiobability ierfect _ ,F\:gcs PPCS (Previous Hop Policy)
. . . . . nonymity|

guess), so in cases in which the first hop nodg is an agvers ary, Single T Disjoint Non-Disjornt
all guess will be correct, and in cases in which the first hop Path | Multipath | Multipath
node is not an advers_ary, all guesses Willlbe incorr_ect. Py T ~ |1 1 Mo

We now extend this analysis to consider the impact pfP; e o ~c |0 0 0

MPRF on security. PPCS establishes multiple paths between
the source and destination. With the assumption that each o _ ] )
path of theR paths is disjoint, the probability an adversary For destination anonymity, the analysis and equations are

discovers a source or destination is similar. o . N
R 3) Source and Destination Unlinkability: If the path
Pp(A=s)=1-(1-PA=5s))" (5) between a source and destination is known, the source and

In a disjoint multi-path environment, intermediate nodesen destination pair is also discovered. The probability that a
only one previous and next hop nodes. Since intermedieﬁ@versar}’ dlscovers the source and destination pair inghesin
nodes do not know their position on a path, compromiséfth environment is

nodes have the same probabily ;, = 1 and P; ; = 0 which P(A = (s,7)) = P(A = (s,r)|CH)P(CH)
is used to computé,,, (A = s).
Figure 5 (a) Ehows (the eff)ectiveness of compromised nodes +P(A=(s,m)[HC)P(HC)
in a disjoint multiple-path environment. An adversary has a + P(A = (s,r)|[CC)P(CC)
higher probability of guessing the source in a multiple @igj +P(A=(s,r)|JHH)P(HH)
path environment since more information may be open to more L—1 I_9
compromised nodes. =P ) (1- p)l’kpk< )
However, MPRF uses multiple non-disjoint paths. Thus k=1 k-1
every intermediate node may have multiple forward and back- L-1 I _9 (6)
ward hops for a flow. Furthermore, the first hop node on one + Py (1 —p)EFpk <k 1)
path may be a non-first hop node on a different path of which k=1 N
it is a part. As Figure 6 (b) shows, compromised notéas L—2 L_2
two previous hops (nodé and2). These multiple incoming + Pryag Z(l —p)FFp" <k: B 2)
links increase the number of choices for guessing, and hence k=2
reduce the probability of an adversary guessing correctly. L2 Lk wf(L—2
In Figure 4, the addition of each dotted link increases the + Piig Y (1=p)""p ( L )
k=1

incoming degree of the corresponding noded(, 7, and3).

From this, we can compute the average incoming degree oPa; denotes the probability that nodes en route guess the

node, 2244, where NP is the number of nodes on disjointsource and destination pair.

multipaths and is the number of added directed links. As discussed in the previous section, if an adversary knows
Hence, the probability that an intermediate node detersninigs position on a path, the probability that the first/lasp mode

a node from candidate previous hop nodesg"=. P;. determines a source or a destination is 1. The probability th

becomes%. P, 5 is still 0 since intermediate nodes beyondther intermediate nodes guess a source/destination lescom

the first hop will always guess wrong. ﬁ since intermediate nodes know that their previous/next
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Fig. 5. Probability of an adversary

hop is not the source/destination and may guess one node ahd receiver of a packet, due to the local broadcasting of

set of possible sources/destinations. Therefore, ifr'mdiate packets. This, combined with the fact that the packet has bee

nodes know their positionf;,;; and P4, are ch P;1;; transformed, limits eavesdroppers from obtaining infdroma

is (NC) and Py is 1. about the relationship between the incoming and outgoing
If the adversary does not know its position on a path becays&cket of a node.

of RTTL, the same guessing strategy as previously discussedror example, in Figure 6, let us suppose that nddelays

is used. ThusPyy;,; is 1, andP;4 ;| Pt | Pi+i,; become0. traffic to nodel, A, and4 where A denotes a compromised
By extending the above single path case to a disjoint multitermediate node. Five nodes are in transmission range of

path, the probability of discovering the source and deitihna node A. Node A may receive a portion of the traffic that

pair is is relayed by nodeé. In PPCS, all five neighboring nodes

broadcast packets for relaying, after transforming usitgt.H

Pr(A=(s,7)) =1— (1= P(A=(57))" (") Hence the compromised nodé may not learn how much

In disjoint multi-path environments, intermediate nodeseh traffic node5 relays to which next hop unless all neighboring
the same probability as the single path to guess the souf@dles are compromised and collaborate.

and destination pair. Figure 5 (b) shows the probabilityt tha
an adversary discovers the communicating pair in a disjoint
multi-path environment.

In a non-disjoint multi-path environment, we can apply the
same reasoning as for the source anonymity case to determine
that Pf+l L is (N]\;’I—Di-z)z and ]Dth l|Pz+l l|Pz+z ; become?.

As Figure 5 (b) shows, an adversary has a lower probability e
to discover the communicating pair in non-disjoint Multi- () estabiished Paths in Transmission Range
path environments than disjoint multi-path environmeftss
verifies that MPRF of PPCS reduces the effectiveness of
internal compromised nodes, while providing defense again
eavesdropping attacks.

(b) Multiple Forward and Backward Next

Fig. 6. Local Broadcasting and Eavesdropping
MPRF in PPCS spreads traffic over multiple paths, pre-
venting eavesdroppers from learning the source, degsimati
] or communicating pair by counting broadcast packets. Eaves
B. Eavesdropping droppers located in different areas see different amouhts o
Since nodes in MANETSs share a common broadcast chdmmeadcast traffic with varying delay. Thus, a global eavesdr
nel, they overhear all communication in transmission rangeer is be unable to discover significant information abowteno
Hence, an adversary may learn information by collecting amdentity or flows.
analyzing overheard data without revealing its existeAcget Understanding eavesdropping requires a model of traffic tha
of local eavesdroppers form a global eavesdropper to coveerrcompasses the amount of information an adjacent eaves-
path. They may have a dedicated communication channeld@pping node can observe, and distribution of information
exchange information. sent through that victim and intermediate nodes, and the
In PPCS, an intermediate node en route uses a Hint ftequency and structure of the underlying traffic. We are
prevent correlation between forwarded packets. The irgernturrently developing a analytical model for this exceetling
diate node broadcasts the transformed packet locally. Té@mplex environment. For brevity, we defer the initial mxle
eavesdroppers may not learn which node is the local sendtaucture and results to future work.
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packet delay, and routing overhead with different pausegim

In this section, we evaluate the effect of PPCS on tHéder a random waypoint mobility model.
performance of routing and data transmission. We performedVPRF increasingly degrades the packet delivery ratio as
our simulation in ns2 [7]. Specifically, we evaluate the etfffe mobility increases. Since each packet takes a differerit, pat
of MPRF in which multiple paths are established and eadi@ckets are more vulnerable to link failure or network cange
packet on a flow may take a different path.

As a baseline multi-path routing protocol we use ad hoc ofiteased 3% and 5% in S-MPRF and MPREF, respectively. This
demand multipath distance vector routing (AOMDV) [17]. Tdesult shows that the impact of changing node pseudonyms is
implement MPRF, we modified AOMDV to relax the node/linksmall. The fact that multiple paths are susceptible to bnepk
disjointness requirement and to randomly choose a next H@p each flow, increases the routing overhead to required to
node at each intermediate node. Finally, to determine tReercome these failures. As shown in Figure 7 (c), there is a
impact of randomly changing the node pseudonym during t#@% increase in routing overhead in MPRF over AOMDV.
life of a flow, we modified MPRF to create a version that uses In traditional routing protocols, packets are transmitbed
stable node pseudonym, called S-MPRF. Table VI summariZé¢ shortest path. With MPRF packets are randomly distibut
the simulation environment.

TABLE Il

SIMULATION PARAMETERS

Simulation Time

900 seconds

Number of nodes| 50

Area 900X900

Speed Maximum 20 m/sec
Mobility model Random Waypoint Model

Routing Protocol

Ad hoc On-demand Multipath Distance Vect
Routing (AOMDV)

Dr

Packet size

512 bytes

Traffic pattern

10 CBR/UDP connections (4 packets/s)

We measured

tion. Figure 7 (a) shows that the packet delivery ratio is de-

to across multiple paths. Because some paths will be longer
than the shortest path, the end-to-end packet delay will in-
crease. Figure 7 (b) shows a 51% increase in packet delivery
delay in MPRF and S-MPRF.

We discuss the tradeoffs between the security and perfor-
mance in the next section.

VIl. DISCUSSION

In this section we discuss the trade-offs of MPRF. Accord-
ing to the analysis in Section V-A, as the number of paths in-
creases, the probability of an internal adversary comsiomi

packet delivery ratio (PDR), end-to-ermhonymity increases. While using non-disjoint paths isdvett
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