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Abstract

Nodes forward data on behalf of each other in mobile ad howarés. In a civilian application, nodes are
assumed to be selfish and rational, i.e., they pursue theirsal-interest. Hence, the ability to accurately measure
traffic forwarding is critical to ensure proper network cgt@yn. These measurements are also often used to credit
nodes based on their level of participation, or to deted. IBast solutions employ neighbor monitoring and reporting
on node forwarding traffic. These methods are not applicablavilian networks in which neighbor nodes lack
the desire or ability to perform the monitoring function.cBuenvironments occur frequently in which neighbor
hosts are resource constrained, or in networks where dinattantennas are used and reliable eavesdropping is
difficult or impossible.

In this paper, we propose a protocol that uses nodes on thepd#t to securely produce packet forwarding
reports. Reporting nodes are chosen randomly and secretlyas malicious nodes cannot modify their behavior
based upon the monitoring point. The integrity and autloéytof reports are preserved through the use of secure
link layer acknowledgments and monitoring reports. Theustihess of the reporting mechanism is strengthened by
forwarding the report to multiple destinations (source dedtination). We explore the security, cost, and accuracy
of our protocol.

Index Terms

Ad Hoc Network, Security, Civilian Application, HMAC Chain

I. INTRODUCTION

The establishment of a wireless infrastructure is nondkivespecially in volatile environments where
node mobility dominates. Occasionally, erecting fixed asfructures is not feasible due to location or
temporal validity. For example, it is not possible to buildvereless tower in the middle of a hostile
battlefield. Furthermore, the tower cannot be moved as atlagirogresses. In other mission-oriented
scenarios such as search and rescue, terrestrial obstaglesavalanche prone mountains, inhibit the
creation of fixed access points.

In the absence of a fixed infrastructure, mobile ad hoc nésvgMANETs) can be used. By not
requiring a fixed infrastructure or centralized control d@mmunication, MANETSs are well suited for the

aforementioned scenarios. Within the network, multi-hegphp are created between nodes that formerly



could not communicate. Ideally, each node selflessly fae/a@ach packet to the next node in the path.
As nodes move, they leave and join various communicatidgsJithus promoting many ephemeral paths.

Reliable operation in a MANET requires explicit cooperatlmetween nodes. While this is feasible to
assume for mission-oriented scenarios, careful congidaraeeds to take place when applying MANETS
to civilian applications. In a civilian mobile ad hoc netwprcommunicating nodes will use any relay
points present. It is conceivable that selfish or maliciondes exist in these networks. Additionally,
reliability can be severely impacted by network congestod mobility. Therefore, there is a need to
detect selfish or malevolent behavior and promote cooperditetween nodes.

One method for detecting malicious behavior is to genemgents on traffic flow between nodes. This
information can be used to not only detect misbehavior, kad 8 indicate good network citizens. By
identifying nodes that play fairly, a payment scheme canrbplemented in order to further promote
cooperation. Traffic reports can also be used to detecteeitks.

Previously proposed monitoring and reporting solutiomg o@ neighboring nodes to eavesdrop on data
transmissions in order to generate reports. While this mak well in networks with trusted nodes, i.g.,
in military settings, it is not feasible for civilian ad hoetworks. Furthermore, such techniques may
also fail in military settings if directional antennas arged, since nodes cannot reliably monitor data
transmissions.

In this paper, we propose a secure random reporting profocd civilian ad hoc network, in which
the source and destination collect reports from intermedi@des on the routing path. Every delivered
data packet initiates a report from one intermediate nodeithrandomly chosen by a source node. The
chosen node then integrates its self-report into the pdokfdre forwarding the transmission. We use
a symmetric-key construction for selecting the reportimglen that efficiently prevents disclosure of the
selected node’s identity from all adversaries except thlastecan mount large scale traffic analysis attacks.
Note that reports may become lost due to mobility and coresin order to provide robustness in the

face of loss, the report is sent to the either source, destmeor both.



Because only the selected node modifies the report field, éemsng nodes may observe incoming
and outgoing packets of a node and determine when a node hasatgd a report. To thwart this attack,
an efficient report wrapping scheme is proposed along wihsttcure random reporting protocol.

While the secure random reporting protocol provides seoneerselection, as well as integrity and
authenticity of reports, it does not guarantee that the-repldrt is accurate. Although nodes cannot
manipulate others’ reports, they may not be trusted to ge@eccurate reports. To rectify this inadequacy,
we propose a forgery detection scheme that provides prdadelivery implemented by secure network
layer acknowledgments.

We have simulated our approach using ns-2 [6]. Our resultsy ghat we accurately monitor packet
forwarding activity even in lossy networks. We further slatea malicious packet dropping to look at the
effectiveness of our secure random reporting protocol.

The rest of this paper is organized as follows. Section lleses previous research in malicious node
detection and cooperation in ad hoc networks. Section Ificdbes possible threats in civilian ad hoc
networks. Section IV presents an overview of the proposedaw reporting protocol. This scheme is then
strengthened in Section V as we extend it to provide repaegiity, node selection confidentiality, and
prevention of falsified reports. Next, Section VI providesisation results and computational overhead

of the secure random reporting protocol. Finally, Sectidhdéncludes.

II. RELATED WORK

Detection of malicious behavior and collection of cooperahistory for crediting are two motivating

factors for monitoring nodes. This section discusses ptevresearch in these areas.

A. Detection of Malicious Behavior

The Watchdog/Pathrater [12] scheme proposes the use ofchdeay for detecting misbehaving nodes,
and a pathrater to help the routing protocol avoid detectésbehaving nodes. The design utilizes

intermediate nodes along the routing path, wherein a nodgssa packet to an intermediate downstream



node and verifies the node that forwards it. If the node doésemd the packet within a predefined period,
it is declared as misbehaving, and the monitoring node estthe source. Pioneering the area of intrusion
detection in ad hoc networks, Zhang and Lee [20], [21] prepgeneral architecture, in which all nodes
participate in the monitoring of data transmission. Eactienis responsible for monitoring a transmission
range and cooperating with neighboring nodes in order teafi@ttrusions. Zhang and Lee later proposed
a second scheme to reduce the number of nodes involved irtariagi[1]. In this cluster-based scheme,
a cluster head (CH) is elected for monitoring data traffic imitihe transmission range. The elected CH is
responsible for monitoring all neighboring nodes and chregktatistics. AODVSTAT [18] implements an
intrusion detection system (IDS) within the AODV [15] rougi protocol. The system monitors for routing
message drops, data-packet drops, MAC/IP spoofing, androesdepletion attacks. In AODVSTAT, an
IDS monitors all observable transmissions from neighbbliste that all of the above schemes require
some level of communication eavesdropping. These sokutawa not feasible in our target environments
because reliable eavesdropping is not possible.

Awerbuch et al. [2] propose an alternate scheme that usegriatliate nodes on the data path. If a
source does not receive an ACK from a destination, the sowegm$ probing all intermediate nodes. This
causes each node along the path to send an ACK back to the sbunfoetunately, due to the dynamic

characteristics of MANETS, data paths can change frequemikssibly before the failed link is found.

B. Cooperation

Many times, cooperation between nodes cannot always bectexpwithout incentives. Several algo-
rithms have been proposed that use payment schemes. A noddengaid via a credit for behaving
cooperatively or excluded/penalized for misbehaving.

Sprite [23] proposes an incentive system where selfish na@esncouraged to cooperate. In Sprite, each
node is motivated to honestly report its actions, even irptiesence of selfish node collusion. Intermediate
nodes retain receipts of received messages. The recelgnssent to the CCS (Credit Clearance Service)

as proof of forwarding, and the CCS then charges/credits basdte received reports.



CORE [14] uses a collaborative reputation mechanism to eageunodes to cooperate. The reputation
is calculated via both direct and indirect observation byodenand its neighboring nodes, respectively,
within the transmission range. In similar scheme, CONFIDAJS], each node monitors nodes existing
one hop away. If a node detects and concludes malice, it gersean ALARM message to either a source
or a friend. This, in turn, causes misbehaving nodes to beuéxd from the community.

All of the aforementioned detection and cooperation sctserequire the observation of neighboring
nodes. Additionally, these schemes deal only with detaatiocooperation. Our reporting protocol targets
more general applications, including both detection ofiomals behavior and crediting for cooperation.

The information provided by the reporting scheme is alsal\fiir detecting data bottlenecks.

I1l. THREAT MODEL

When considering civilian ad hoc networks, there is a poaéitr malicious behavior from self-interest
and maliciousness. This section discusses these threhtsoanthey pertain to packet forwarding activity
and report collection. The discussion illuminates the $e¢heats to which we aim to be resilient.

It is important to note that the high loss and delay prevalemtireless and mobile networks exacerbates
the problem of detecting selfish/malicious nodes. If a nadgsi packets and moves, it is difficult to detect
whether the packet loss is from mobility or selfishness/omalisness. Likewise, in a congested network,
packets are dropped because of packet buffer overflowsinBisshing between selfish/malicious drops
and congestion is difficult. Regardless of the reasons fokgidoss, a source node may wish to avoid
particular nodes due to the mere occurrence of lost packeisther it be the result of selfish/malicious
behavior or simply network congestion.

Most forms of non-cooperation result @enial of service (DoS). In the extreme case, an ill-performing
node would simply refrain in participating in routing, anente would never be placed on a path. Possibly
more damaging, a similar attack would allow the node to atcagposition on the path, but it would not
forward data packets. Our protocol does nothing to prevewtetect attacks on the routing protocol, but

rather focuses on accurate reporting of packet forwarding.



Nodes may also drop packets selectively. For example, alselfide may choose not to forward packets
for a specific source or destination, or conversely, simalyf a source or destination by dropping traffic
for others when they are in competition. Similarly, the nede choose particular applications to drop or
show preferential treatment. Finally, a node may randombpgackets in order to simply save energy.

Note that only a few well-selected drops are necessary tiywvasiuce the throughput between a source
and destination: each drop causes the congestion congotithim to aggressively throttle traffic [7].
Connection recovery is slow, and the attacker gains advaniatt little effort [19].

More subtle attacks exist. In credit based systems, a nodefibefrom forwarding more packets than
its neighbors. To gain an advantage, a malicious node sja&e packets. This expends the energy of all
forwarding nodes, thereby rendering them incapable of &oatimg future legitimate packets. The known
defense for this attack is to use interleaved hop-by-hopeatication schemes [24], [25], where fake
packets are filtered mid-transmission. This paper does dauhrieas this type of attack.

Existing proposed cooperation schemes for civilian ad hetworks use rewards or penalties to encour-
age cooperation. Rewards and penalties are dictated bytsepiomobile node behavior. The credit for
relaying other traffic might be money, more bandwidth, orhleigpriority service. The policy motivates
mobile nodes to cheat, manipulate, or drop the reports sotlieg get more credit and avoid being
penalized. Defending against potential forwarding andiagepttacks on the reporting data is a challenging

issue for monitoring the packet forwarding activity.

IV. OVERVIEW OF RANDOM REPORTINGPROTOCOL

For the purposes of this paper, it is assumed that dynamicesaauting (DSR) [9] is used. The DSR
routing protocol provides a full path between the source @estination. It is reasonable to assume that
the source and destination nodes are trusted, as they asntities responsible for the data traffic. The
protocol focuses on the secure reporting of forwardingviies for the data transmission.

Each intermediate node only needs to keep track of its owrribation, instead of observing the

actions of other nodes. Using intermediate nodes in thisnerais rational when dealing with a civilian
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Fig. 1. Random Reporting Protocol: source S and destination D

ad hoc network. The rest of this section provides an overagéthe Random Reporting Protocol. While
alone the Random Reporting Protocol is not secure, Sectiortrgdinces the Secure Random Reporting
Protocol.

One naive approach for generating self reports is that eadd on a path periodically sends a report to
the source/destination of a flow. This simple periodic répgrscheme functions well for static networks,
but it does not work well for dynamic networks, or networkghmmalicious nodes. First, the scheme’s
quality is highly dependent on report transmission fregyeAdditionally, rapid changes due to mobility
or congestion quickly degrade its effectiveness, becaggerts may be lost or paths may change before
reports are gathered. Since reliable transmission is natagteed, the disappearance of a node’s report
may cause it to be incorrectly viewed as an anomalous or sbeg@oint, even if it has correctly forwarded
all data packets. The report data is transmitted via the gaatteas normal data. This allows a selfish or
malicious node to know the source of any report. The node lsan trop or change particular reports

for their own self interest.



A. Random Reporting Node Selection (RRNS)

In order to address the aforementioned problems with padlgipulation and dynamic networks, we
propose a Random Reporting Node Selection (RRNS) method. Foy paeket, the source randomly
chooses one intermediate node to send a report to the desiinghis is accomplished by coupling each
data packet with a report, so that when the report is recdiwyethe destination, the relaying activity of
intermediate nodes can be dynamically observed.

In RRNS, if the path consists of intermediate nodes, any node can be chosen with probabjlity

Figure 1-(a) illustrates RRNS where node 2 has been randonolgech In general:

1) For all packet, sourceS randomly chooses (uniform distribution) intermediate eegdto send a
report. S attaches a report requeBIR to p, identifying n; as the chosen node.

2) For a packep with RR for n;, n; attaches reporR to p before forwarding to destinatiof.

3) DestinationD receivesp, including R from all intermediate nodes, and periodically analyzes the

reports, looking for traffic deviations.

The idea of choosing a random node is motivated by micro-gaym8], [13], in which a randomly
chosen transaction is used for a merchant to deposit someranod money. Applied to RRNS, the
randomly chosen intermediate node should add to the fomgrpacket the number of packets it has
forwarded since joining the path.

Since the intermediate node is selected randomly, otheesq@de unable to predict the selection
schedule. This prevents nodes from timing their attacksdgimize their duration. While the randomness
provides better reports, the described scheme is vulreetabhttack. Without taking precautions, reports
may be manipulated by downstream nodes with selfish inteniti®ection V addresses this by introducing
secret node selection. In summary, RRNS is advantageousjd®eiagathers reports from nodes in real
time and has very low communication overhead, due to thelocmupf reports with every data packet.

We quantify this overhead in Section VI.



B. Random Reporting Node and Direction Selection (RRNDS)

In RRNS, if packets are lost due to congestion or mobility, tastidation will only receive the reports
sent before the anomaly occurred. If malicious intermediades are located close to the destination
and drop packets which select nodes before them, the déstimaay receive reports only from these
malicious nodes. Thus, the destination may misinterpretdbation of the problem.

Random Reporting Node and Direction Selection (RRNDS) is pmghds make RRNS more robust.
RRNDS extends Step 2 of RRNS by randomly deciding the directiosetal the report at the chosen
node. If the report is sent towards the destination, it iacited to the data packets, just as in RRNS. On
the other hand, if a source-bound direction is chosen, arggpeeport message is transmitted, or it may

be piggybacked on traffic on the reverse path. Figure 1-(byvshthis scheme.

C. Random Bidirectional Reporting (RBR)

The report in RRNDS is transmitted to either the source or tistirddion. Unfortunately, the amount
of report information received by the destination or sousceeduced in RRNDS. Due to this shortage of
reports, the source or destination may not precisely apalye relaying activity of intermediate nodes.

We address this problem by modifying Step 2 of RRNS to trandmaitreport to both the source and
destination. This technique, shown in Figure 1-(c), is meig to as Random Bidirectional Reporting
(RBR). In the figure, node sends a report to the destination and source node. Simulatsults reported
in Section VI show that bidirectional reporting improveseefiveness in the face of mobility.

Additionally, for both RRNDS and RBR, if the communication betwesurce and destination is
bidirectional, source-bound reports are attached to datkgis destined for the source. This reduces

communication overhead.

V. SECUREREPORTINGPROTOCOL

The random reporting protocols discussed in Section IV aged upon random node selection. If

intermediate nodes (selfish or malicious) discover a paickdtiding a report and the selected node, the
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information may be manipulated or dropped.

This section proposes an efficient construction that cdadha node selection from other intermediate
nodes. In civilian mobile ad hoc networks, the intermedraides cannot be assumed to be honest; lying
may provide more credit. Thus, in order to assure the validitnode reports, a chain of HMACs on the
link layer acknowledgments is proposed. This addition phes forgery detection.

The following notations are used in the secure reportingooa and forged report detection schemes.

o ID;: Identifier of noden,.

. K,;: a pair-wise key between nodg andn;.

« hash(x): Cryptographic hash function computation for

e« 00 HMAC(Ksp, DATA|ID;) computation result for the data add;.

« DATA: Data transmitted between the source and destination.

« Ry: Report for the forward traffic.

o R, Report for the backward traffic.

o Hp: HMAC result over forward and backward reporfé; = HMAC(K, R¢|Ry).

o Fg,,(X)/Dg,;(X): Encription/Decryption forX with a symmetric keyK;;

Mobile devices are less powerful in computation and have teefyaof limited lifetime. Therefore,
symmetric cryptography is often more appropriate for n®laevices in ad hoc networks. The secure
random reporting protocol requires three pairs of symmekays: source and destination, source and
intermediate nodes, and destination and intermediatesn@tshemes for distributing symmetric keys in
ad hoc networks have been proposed [11], [5], and thus willbeodiscussed. Any efficient symmetric
key management scheme can be used for distributing syninietyis to mobile nodes; its choice does

not impact our results.

A. Secure and Random Reporting Protocol

DSR allows the source node to know the full routing path. Thheree node chooses one intermediate

node n; uniformly at random, and computéBoken, which is added to the data packet. Theken
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contains the node selection information which is not disetb The use of all M AC' in the computation
of the Token provides randomness and secrecy in the node selection. €élbetedd node identifier may
be contained in the encrypted data so that a destinatioty elistovers it by decrypting the data packet,

while other nodes cannot. The source performs the folloveipgrations:

Source:
- Choose one intermediate node
- Computec = HMAC(Ksp, DATA|ID;),
- ComputeH; = hash(Kg;|o)
- Generatél'oken = o & H;
— first intermediate node:DAT A, o, Token)]

When a node receives a packet, it needs to determine if it isghdomly selected node. At the
same time, no other nodes can be allowed to know which nodédas chosen. Upon receiving a data
packetDAT A, o, Token), an intermediate node; computesH; = hash(K;s|oc) and XORs it with the
receivedToken. If the result of the XOR operation is equal to the receivedhe node knows it was
chosen. This is only satisfied at nodgsince the source used a pairwise kgy,;. Since the above test
in other intermediate nodes is not satisfied, they do not rigémeeports.

The chosen intermediate node sends its report by attaching it to the data packet. The tefor
includes the number of packets the node forwarded for theceaand destination. For integrity purposes,
the chosen intermediate node compukesh with its report R and its pair-wise symmetric key shared

with the destination.
Hp = hash(K;p|R)
Report = [R, Hp]
This scheme is resilient to another nodg replacing Token = o & H; with ¢ & H,, because the

resulting HMAC(Kgp, DAT A|IDy,) is not equal to the received = HMAC(Ksp, DATA|ID;).

Without knowing Ksp, the noden; cannot change to masquerade as a selected node. When receiving a
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TABLE |

RANDOM AND SECURE REPORTING

Source:
- Choose one intermediate node
- Computec = HMAC(Ksp, DATA|ID;)
- ComputeH; = hash(Kg;|o)
- ComputeToken = o ® H;
- Send the packetDAT A, o, Token)
Intermediate Node n;:
- ComputeH; = hash(K;s|o)
- XOR H; with Token — H; ® Token = H; ® 0 ® H';, where H’; is received
- Check if XOR(Token, H;) == o
- If n; is chosen,
o ComputeHp = hash(K;p|R)
0 GenerateReport = [R, Hp] and attach it to the data packet
— next hop node{DAT A, o, Token, Report]
Destination:
- Evaluate ifhash(Kp;|R) = Hp to find out the chosen node.
- Save the report and check whether there exists a misbehavio
- If the report is not valid, ignore the report.

data packet, the destination checks thand the received repoR are valid, i.e. ifhash(Kp;|R) = Hp
ando = HMAC(Kps, DATA|ID;) are satisfied.

From a security point of view, if the selected node generategxtra-packet, neighboring nodes may
learn that the node generates a report. To deal with thidgmgla data packet has two report fields: forward
report and backward report. For example, the node selegtadibstination-bound packet generates reports
for both the forward and backward flows. The forward repordfieontains a report that the selected
node relayed for the source-to-destination flow and the wadk report field includes a report for the
opposite flow. Now, the selected node computes the HMAC fah beport fields onceReport has the
format|[Ry, Ry, Hr = HM AC(K,p, R¢|R,)]. The source-bound report is processed in a similar way. The
source-bound packet h&By, R,, Hr = HMAC(K,s, Rf|Ry)], where R; and R,, are the reports for the

destination-to-source traffic flow and source-to-desiomatraffic flow, respectively.
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The key idea of node selection is to conceal the node setefioon other nodes. Table | summarizes

the basic idea of secure random reporting protocol.

B. Report Wrapping Scheme

While the secure random reporting protocol protects thetiyenf the selected node from in-path
adversaries, it is susceptible to traffic analysis. If aneaslary can overhear traffic going in and out of
noden;, determining whether or not; was selected is trivial. If the incoming and outgoing dataslo
not match,n; has attached a report. Therefore, if this adversary is diveer® fromn;, it can selfishly
strip out the report.

In the Internet, a great deal of research has been done tadpramonymous communication using
a proxy function (Mix, Jundo, and Onion Router) [4], [17], [1®ifferent approaches [10], [22] in
ad hoc networks have been proposed, considering featudds agI mobility, congestion, and energy
and computation limitations. These existing solutions tnprovide anonymous communication for data
packets. Our goal is to provide anonymity of the reportingenrom eavesdropping nodes. We propose an
efficient transformation scheme in which eavesdroppingesaday not discover whether a node generates
a report.

Every node on the routing path encrypts the received repeld, fi; = Ex,,(y;—1) Wherey,_; is a
received report field generated by the previous node. Unliker intermediate nodes, the selected node
first encrypts the report field as other nodes, and XORs theyptad report field with its report value.
Figure 2 shows how each intermediate node processes the figlth The encryption key that nodes use
is a symmetric key shared with the destination node. Althoting initial value ofR; and R, at a source
node is0O, o which is a message authentication code makes the encryggett random. The encrypted
report field is a random value to other nodes en route and eéxmgsEng nodes, since they don’'t know

the symmetric key of other nodes.

A destination knows all the nodes en route and the selectdd (). The destination can generate the
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Yo = Erg,(Ry|Rolo)  yh=1y2 @ [Ry|Ry|Hg] Ys = Ex,p, (y3)
€ @ @ ©) @ )
Yo Y1 A us Y4
Y1 = EKlD (y()) Ys = EK3D (yQ)

(a) Report transformation in each intermediate node
Y2 = By, (B, p (B, (010]0)))
Y3 = Dryp (Diypp (Y1)
[Rf|RylHR] = y2 @ Yy = yo © y2 ® [Rf| Ry | HR]

(b) Operstions at destination node

Fig. 2. Report transformation against traffic analysis attack

encrypted report field value,(= Fx,,(v:—1)) by repeatedly encrypting the report field, from a source to
a selected node in sequence, with symmetric keys. At the siame it decrypts the received report field
until it recovers the report field transmitted by the seleatede,R;'= y; & [Rs|R,|Hg]. The destination
node XORs two valuesy( & R;’) which outputs the reporfR;|R,|H] generated by the selected node
n;.

The scheme above explains how the destination-bound réplattis processed in every node. For the
source-bound report field, the operations every node pseseme the same as the destination-bound report.

Let z; denote the source-bound report field that a nedgenerates. The report field is = Ex, (zi1).

C. Report Forgery Detection Scheme

Even if the report transmission is secure, we still need a twayalidate the report provided by the
selected node. To address this, a report forgery detectioense is proposed. This scheme combats both
a report forgergy attack and some colluding attacks.

In wireless networks, the link layer provides an acknowtadgt (ACK) by which a receiving node
confirms to a sending node that it received the packet suctigs3he sending node waits for an ACK
from the receiver. If it does not receive an ACK after retraitng a packet several times, it considers
the link to the receiving node broken and sends a ROUTE ERRO$sage back to the source node. If
this occurs, the source node will change the data path.

This property of the link layer protocol is used to providegiery detection of reports. Each data packet
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DATA, Rep(k, o)
S&——®A DATA. ® © ) Node ID | Reported Chained HMACs
ACK, a9 ag = HMAC(K zp, SE%IO) A ap = HMAC(KBD, Seqk|ak_1)
DATA
ACK, a; a1 = HMAC(K sp, Seq |ag) B ar = HMAC(Kcp, Segy|ax-1)
: C ap = HMAC(KD, Seqklak,l)

DATA —
ACK, ox ax = HMAC(K 5p, Seq/ax_1) Flow(S, D) Table at destinatiorD

Fig. 3. Chained HMACs to Detect Report Forgery

is sent in a link layer frame. For each data packetuccessfully received in framg, the receiver sends
an ACK(jy, seg;) anda;, which is an HMAC ofa;_; andseg;. Intermediate nodes generate self-reports
for each flow defined by the source and destination addrelsgeanediate nodes may relay data packets
for multiple flows. They generate ACKs with HMAC chains for thacket sequence number pertaining
to the flow.

For the HMAC’s symmetric key, the receiv& uses the pair-wis&'rp shared with the destination. The
forgery detection scheme does not use a key shared betweeneighboring nodes in order to prevent
these nodes from colluding and allowing one node to manieulze HMAC.

Figure 3 provides an example communication flow of the refusgery detection scheme. Data transfer
begins with initial packet DATAO. For thifirst packet, node B computesay = HM AC(Kpp, seq|0).
Node B then sends tod both a link layer ACK and the computed,. After the initial packet, nodds

uses the previous HMAGy; ,, in the computation ofy;.
a; = HMAC(Kpp, seq;|a;_1)

When nodeA is randomly chosen to send a report for data paékdioth &£ and o, are transmitted. In
the case of Figure 3, since the report direction is towardgl#stination, the report is attached to a DATA
transmission.

Mobility is fundamental to MANETS. When a path changes, thstidation may not have the initial

sequence number for a particular path. Therefore, fofiteereport in a path, noded must includexy,
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the initial sequence numbet,, the sequence number map, and the number of packets it hagréead.
Since the destination knows the symmetric k&y;p, it can verify oy was created correctly. The most
recent HMAC, «;, can then be verified by computing the HMAC chain from

Single malicious node:The chained HMACs are intended to detect if nodes forge tlegonts. The
forgery detection scheme protects against two types ofehelior. In Figure 3, nodd may try to cheat
by sending a report saying it forwarded 100 packets wheraltyrenly forwarded 50 packets. In order for
A to cheat under the described scheme, it must pravige Since generation af,q requires knowledge
of Kgp, only known by nodeB and D, A cannot fake the report. The only way fdr to learnayq is
for node B to tell it. This only occurs after forwards B 100 packets.

The forgery detection scheme also protects against a madichodeB. In one case, nodé3 may
purposefully choose to not send an ACK to nadlelf this occurs, noded will send a ROUTE ERROR
to the source node, and a new data path will be chosen. If, @ottrer hand, nod® sendsA an ACK,
but purposefully generates the wrong HMAC, for the initiglor the intermediatey;, node A will report
the wrongag or «; to the destination.

Fortunately, the destination can determinevif or o; is incorrect. Since the destination can compute
HMAC(Kpgp, seq|0) = ay, if the resultingay does not match the received,, it can detect that nod8
is misbehaving. Similarly, the destination can computeand compare it to the received,. As shown in
Figure 3, the destination retains knowledge of the statedmping a table consisting of the node identifier
and the most recently received HMAG;. The destination determines the expeatgedy calculating the
HMAC chain.

ar, = HMAC(Kgp, seqx—1| ... HMAC(Kpp, seqir1|a;))

If the receivedo’;,, does not match the computed,, the destination can determine B is behaving
maliciously.
To support both source/destination-bound reports, aviecenode generates and attachgsand G,

to an ACK, whereg is HMAC(Kpgs, seqx|fr—1) in the example above which is computed with the
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symmetric key to the source.

Another concern is that malicious nodes may replay repditte. proposed secure random reporting
protocol collects reports from intermediate nodes en rdkgeping track of the routing path of packets.
The addition of a sequence number counters replay attacken3ure packets in different sessions have
different sequence numbers, the source uses a combindtibie gsession identifier and packet sequence
number. This prevents report replay, as the report vabdasicheme uses the sequence number field to
computeay.

Colluding nodes: In addition to preventing report forgery, the chained HMA&esme prevents nodes
in collusion from dropping packets. Nearby colluding nodesy exchange information to determine the
random node selection. There are two collusion scenariosoh-adjacent nodes and by adjacent nodes.
In the former scenario, if a node that is not in collusion aodated between two colluding nodes is
selected to generate the report, the colluding nodes may ttie packet and generate a false report that
they transmit. In this case, malicious behavior is easitgcted since the colluders do not have the chained
HMACs generated by the cooperative node.

In the second colluding scenario, adjacent nodes, e.g. daged 3 in Figure 2 (a), may collude to
drop packets and generate reports as if they forwarded alpditkets. Since they may release their keys
to each other, this colluding attack may result in forgedorepackets, i.e., the chained HMACs may
appear to contain valid information. The last colluding @odowever, which is adjacent to a cooperative
node, cannot generate a report stating that it forwardethalpackets to the non-colluding node. In order
to generate this report, the node neegsthat can be generated only by the cooperative node when it
receivesk packets. Hence, the last colluding node will be detectedchbyfdrgery detection scheme. The
source and destination nodes will not use paths that indlnidenode. While detection of compromised
nodes that are not at the end of the colluding group may notolssilple initially, if these nodes remain
on the path, they will eventually be detected using the sarobniques. To limit a colluding attack by

adjacent nodes, other approaches such as game theoretinexii23] may be used to encourage nodes
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not to collude. This is out of the scope of this paper. Sectibrexamines the resulting computational

overhead.

VI. RELIABILITY AND COMPUTATIONAL OVERHEAD

In order to analyze the reliability of the proposed repgtathemes, we simulated our protocols using
ns-2. These simulations illustrate the robustness of the R&Rother related schemes. Additionally, we

explore the cost of the underlying cryptographic constomst based on empirical data.

A. Smulation Environment

The experimental testbed is as follows. Table Il shows tharpaters of the ns-2 simulations. Mobile
nodes use IEEE 802.11 MAC with a transmission range of 250dditdnally, the CMU scenario
generation tool [6] was used to create a network consistfrg0omobile nodes in an 1500X300 range.
A random waypoint mobility model with speeds of 20 was usetse

We examine the effects of mobility and traffic loads on threeuse random reporting protocols. We
run simulations with 4 different pause times to study theafiof mobility. We include 25 and 30 CBR

background traffic flows in our simulations. All points are thaveraged value over 5 runs.

TABLE 1l

SIMULATION PARAMETERS

Simulation Time 900 seconds

Number of nodes | 50

Packet Size 512 bytes

Mobility Random waypoint mobility model and 20 meter/sec.

Routing Protocol | Dynamic Source Routing (DSR)

Transport Protocol UDP

The observation period is a fixed time during which the desitbm and source observe the reports
to analyze the network properly. A basic observation peabden seconds was used. Traffic flows are
defined by the source and destination addresses. In ordefat & the dynamic characteristic of path

changes, the reports were collected based on the flow and Plaith is required because a flow may
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change its path due to a link failure caused by mobility orgastion. As the path changes, the source
and destination keep track of the flow state, the current pttte, and the active path list that consists
of paths transmitting the flow traffic during the observatperiod.

When a node encounters a link failure and sends a RERR (ROUTE ERR@835age to the source,
the appropriate sequence number and report are includée indtification. Until the source receives the
RERR, it continues to use the current path to transmit data.efdrey, all packets containing sequence

numbers higher than the notified packet on the path caussRERR are lost.

B. Smulation Results and Discussions

Packet loss occurs due to mobility, congestion, and maigcaropping. Identifying the source of packet
loss is difficult due to the random nature of its occurrendee €ffectiveness of the protocol (shown in
the following figures) is the percentage of experiments doatectly identify the malicious nodes. In this
conservative model, the adversary behaves only slighfferdnt than well behaved nodes: nodes that
more aggressively drop packets will be detected more easily the protocols will be more effective.

The simulation was performed with two different attack t&gses for dropping packets: fixed dropping
rate (simple attack: Case 1) and by matching the maliciouppiing rate with the naturally occurring
average dropping rate for the network under its current itiomd (Case 2). For each case, we devised
a simple detection algorithm which is described below. Tle¢edion algorithms themselves are not
important; they are for illustrative purposes only to qufgrthe impact of the report protocol variants.

Case 1:We set the dropping rate of a malicious node to a fixed valuem#&@asured the average packet
loss rate over the simulation time, excluding malicious eodWe had ten background traffic sources
generate 4 packets/sec and a target source generate abpatkZ8s/sec. Results showed a 12% average
packet loss (caused by congestion and mobility) from thiseliae test. Using the measured average
packet loss as a guideline, a second battery of experimantdaded an adversary that dropped 17% of

the received packets at different speed; we chose a sliglgher value (17%) than the average (12%) to
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Fig. 4. Effectiveness vs. Mobility in a fixed attacking rate

accommodate the variance of packet loss rate. We desigaatedode that the reports showed to have
a loss rate greater than 12% as anomalous.

Figure 4 shows the impact of mobility on the effectivenesdhaf three protocols under this simple
attack. In the static case, all three protocols showed apnstld00% detection rate. However, as mobility
is introduced, the effectiveness of RRNS decreases shamudyg $he reports embedded in data packets
are lost. By contrast, the RBR protocol remains highly effectiv all experiments. In RBR, the report
is transmitted to both the source and destination. The @ahintransmission improves the robustness of
reports in the presence of mobility. We will discuss the @ffeness of RRNDS below.

Case 2:With low traffic load and low mobility, if a malicious node dgye too many packets, a source
or destination may easily detect malicious behavior. Spaths change frequently due to high mobility
or congestion, it is not easy to estimate how long a path veilubed for data transmission. Considering
this, we assume that an adversary may have information abeuretwork statistics and use it to schedule
packet drops. One policy that an adversary may employ isdp packets at the rate of the average packet
drops due to natural congestion or mobility. This way, aneasiary may reduce the possibility of being
detected.

To simulate this adversary model, we evaluated averageepdass rate and its standard deviation at
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Fig. 5. Effectiveness vs. Mobility/Loads

each scenario, leaving out malicious drops. The averagkepdoss rate has a different value at four
pause times (30, 120, 180, and 300 seconds) under 25 and 30 GiBrdwand traffic sources. Every
traffic source generates 4 packets/sec. A designated madioiode en route dropped packets at the average
packet loss rate measured at a specific condition. The detedgorithm in the source and destination used
the average packet loss rate plus its standard deviatioeteridthe malicious dropping. Although more
sophisticated algorithms can be used to detect the masiaiwopping, we picked this simple detection
algorithm to evaluate the robustness of three random riegoptotocols for illustration purpose.

Figure 5 shows the effectiveness of three random reportiogols under the intelligent attack strategy,
and with 25 and 30 CBR background traffic sources respectivaly.effectiveness is degraded as mobility
decreases. In a stable network (low mobility and low traffiad), the average packet loss rate is very
low, and thus adversary’s dropping is also very low. Undé&s ttondition, the subtle packet dropping is
not easily distinguishable from the normal packet loss. Bysame reasoning, the effectiveness under 30
background traffic sources is better than under 25 backgrsonrces.

In both attack strategies, RRNDS showed higher effectivetiess RRNS even though the source and
destination receive only about half of the reports, i.ee #ame total number of reports are received.

This can be explained by the additional information that are® node has. In addition to source-bound
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reports, the source node knows how many packets it traresimgthd receives some useful information
from RERRs, by which the source can evaluate the number of lasepaby a link failure on the path.
The destination only receives reports included in the sssfodly received packets.

To evaluate the effect of the extra information, we simuladescenario with a 120 second pause time.
In this case, the source received almost half of the repoidsl87 RERRs in RRNDS. RRNDS was 1.4
times as effective as RRNS. To confirm the effect of the additiorformation, we also simulated a special
case in which all reports are transmitted only to the sourcehis case, the source receives successful
reports and extra information from RERRs. This improves thec#iffeness of RRNDS and RRNS by
56% and 280% respectively, but is still lower than RBR’s effestess. While sending all reports to the
source appears to be advantageous, this is vulnerable oo @ropping attack by downstream nodes.
When the communication is uni-directional (source-to-desibn), the selected node has to generate an
extra packet to send a report to the source node. A downstneal of the selected node knows that the
packet is a report and drops the packet. Moreover, in the eabedirectional communication, as the
effectiveness of RBR shows, the reports transmitted to ba#tcton can help the detection algorithms

in the source and destination.
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Fig. 6. Effectiveness in Random Reporting Protocols

We further simulated adversaries mounting attacks of beidength. As shown in Figure 6, RRNS
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was the least effective. Most of the undetected drops in RRNSroed where the source changes to a
new path, one intermediate node on the new path drops paeketshen the data path changes due to the
following link failure. This does not allow any reports tcah the destination, and the forwarding activity
cannot be discovered. The results also show that RRNDS impieRRNS’s effectiveness by 150%. The

RBR protocol achieves near perfect effectiveness underkatiaicall lengths.

C. Overhead

The secure random reporting protocol requires three newsfi@loken, Report, and HMAC chain.
Both theT oken and HMAC chain are the same size as the cryptographic hagltoitt bytes for MD5).
The Report is composed of the number of forwarded packets for forwadikmckward flows (2x4 bytes)
and its cryptographic hash output (16 bytes). The totallmead incurred by the secure random reporting
protocol is 56 bytes which is only 3% of maximum data packee.sOn the other hand, the existing
eavesdropping schemes require a separate packet traisnissnform other nodes of the reports. This
separate packet transmission incurs additional trangmistelay and energy consumption. Our reporting
protocol removes all these extra costs by embedding a repdeta packet with small overhead in packet
size.

One possible concern of the Secure Random Reporting Prototted computational overhead. Depend-
ing on the chosen cryptographic function, the overhead waity. To test the performance of HMAC and
encryption/decryption, we wrote a module for the Linux 2e8riel, using the available cryptographic API.
Tests were performed on a Pentium 3 800MHz, 192MB RAM systemyus stock Linux 2.6.11 kernel
compiled by GCC 3.3. The tests covered MD5, SHA1, and SHA25édlifunctions with varying key
sizes (64bit, 128bit, 160bit, and 256bit). AES CBC encryptiearyption is also evaluated with varying
key size (128bit, 192bit, and 256bit). All obtained resuitsre the average raw cycle count over 1000
test runs. The high number of tests runs was chosen to ensane ancurate results.

In our simulation, the longest path has ten intermediateesofor this longest path, we estimate the

computational overhead of the secure reporting protoce®kexpected, there was no performance difference
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for varied key sizes, therefore, the average raw cycle ctarhe key sizes was used. Finally, using the
cpu_khz value of 647894, actual time latencies were calculated.

Table IlIl shows the computation time for individual caldidas, which emulated the actual data used
by the protocol. This shows the results of the case that atrépta includes forward and backward report
values and the report is transmitted to both the source asithd&on. As described earlier, the input data
for each stage of the HMAC chain consists of a sequence nuarizethe output of a previous HMAC.
Thus, the total input data size for the HMAC chain is four yter the sequence number and the number
of bytes outputted by each cryptographic digest functiod8v 16 bytes, SHA1 = 20 bytes, SHA256
= 32 bytes). The HMAC data column in the table represents #eehead for performing the HMAC on
the Maximum Transmission Unit (MTU), 1500 bytes.

In the report wrapping scheme, every intermediate nodeyptgithe report field, and a destination
performs encryption and decryption of that field. The refiett (40 bytes) consists of 2 reports (forward
and backward2 x 4 bytes) and a hash computation result of two reports (32 bpteSHA256). AES

encryption/decryption of the report field take$905 ps. This turns out to bé5.81 us overhead.
TABLE Il

HMAC COMPUTATIONAL OVERHEAD (647,894KCYCLES/SEQ)

Algorithm HMAC Chain HMAC Data Total

MD5 7.037 s 29.950s 271.01ps
SHA1 19.108us 86.614 us 746.468us
SHA256 20.308us 95.606 s 800.452us

The total computational cost consists of four factors: tWdACs of data packets at the source and
destination, two chained HMACsyf and ;) at each intermediate node, a hash computatifokef
checking) at each of the intermediate nodes and the daetinand encryption/decryption of the report
field at each node and the destination. According to the te®il computational overhead above, the
secure random reporting protocol, report wrapping andeiigrgletection schemes have less than 856.262

s overhead. Under optimal circumstances, it takes 65 milisds to transmit data from the source to
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the destination (10 intermediate nodes). The total HMAChhasd AES computation takes only 1.3%

of the total time §56.262u5/65.856ms = 0.856262/65.856).

VIl. CONCLUSIONS

Most military applications of MANETSs target mission oriedt scenarios such as battle fields and
emergency rescue. In these scenarios, mobile nodes sativeperate with each other to achieve a goal.
This is different than civilian mobile ad hoc networks, wierodes are not necessarily cooperative.

In this paper, we propose an anonymous and secure randomtimgpprotocol for a civilian ad hoc
network, in which the source and destination collect repbdm intermediate nodes on the routing path.
Every data packet initiates a report from one intermediatéerthat is randomly chosen by a source node.
Through a symmetric cryptographic construction, we enshat the node selection is not disclosed to
other intermediate nodes.

We devise a chained HMAC scheme on the link layer acknowlexigsnto verify the validity of the
received report. Furthermore, an efficient report wrap@olgeme is proposed to prevent eavesdropping
nodes from learning the reporting node selection by anady#tie report field going in and out of a node.

From both security and performance perspectives, the se@andom reporting protocol is advantageous
for gathering the forwarding activities of mobile nodes ivil@an ad hoc networks. The protocol has a small
communication overhead due to the increase in packet simedaby including the real time reports with

data transmission. Our simulation results demonstrat@rtmising possibility of the reporting protocol.
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