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1 Introduction

Information flow policies (labels and lattices) are not stated in terms that administrators and developers
articulate security goals (natural language). This raises an important question central to the proposed
investigation, “how do you translate higher level policies into information flow implementation?” Our
approach is to develop models and algorithms that enable this translation.

Consider the following simple access control policy: Any principal of the group ifPlayers can
read a sensitive account balance from a local file owned by them. We assert that principal Alice is
authenticated by password and is a member of the group i fPlayers. One possible implementation
of this policy using information flow would proceed using delegation; that is, 1fPlayers delegates
to Alice (and the other members) through the principal hierarchy. To enforce the access rights, the
program implements an openLocalFile function whose input is labeled (can only be called with
data of equal or higher sensitivity than) 1 fPlayers and returns a file object labeled with the calling
principal.

The high-level policy is implemented by the information flow enforcement. The principal hierarchy
ensures the group rights are enforced; no one other than the group members can call the function that
reads the local file because they cannot produce input data of the correct label. The returned balance
object is labeled with the sensitivity of the calling principal. Jif guarantees that no principal other than
the caller (and the principals it delegates to) can access the object, and thus nobody can else read it (even
other members of the group). The compilation of the code is a formal witness to this isolation.

Such information flow policy enforcement is not a panacea; it cannot combat poor operational prac-
tices, bad cryptography, or bad policy. However, as in this case, it can prove that the code written to
implement that policy does implement that policy. What remains is discovering how to formalize and
automate the mapping from high-level policies to low-level policy implementations.

2 Testing Policy Equivalence

The above examples raise an important question, “how do you know that an information flow implemen-
tation is equivalent to the high-level policy?” A key first task in this work is to develop a system for
evaluating exactly this property of policy equivalence. In the context of this work, we initially restrict
ourselves to a definition of a high-level policy as a formulation of authentication (requirements) and ac-
cess control policy and restrict information flow policy to confidentiality. Broadly speaking, policy has
been used in different network contexts as a vehicle for representing, among many others, authoriza-
tion [1, 2, 3,4, 5, 6,7, 8, 9], peer or group session security [10, 11, 12, 13, 14, 15], quality of service
guarantees [16], and network configuration [17, 18]. Access control policies, such as those formulated in
an access control matrix by Lampson [19] and later by Graham and Denning [20], specify discretionary
access control by stating the rights subjects have on a particular object [21, 22, 23, 24, 25, 26, 27, 28, 29].



Policy Statements

[user] when [constraint] indicates the [user] is authenticated using the
[constraint] method.

[user] reads [object] states that the [user] can read the [object].

[delegator] delegatesto [user] indicates [user] may assume all rights of the
[delegator].

Balance Policy
Alice when password
ifPlayers reads balance
ifPlayers delegatesto Alice

Figure 1: A high-level policy specification and formulation of the balance policy
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Figure 2: A low-level policy implementation.

Similar formalisms have been given for other kinds of isolation and detection policy [15, 30]. Several
have considered correctness policy enforcement based on formal models [31, 32, 33, 34, 35, 36, 37, 38].
However, these efforts are largely limited to single systems and few have provided meaningful enforce-
ment guarantees.

One of the central issues in the construction and use of any policy is the analysis of safety [39, 40, 41].
In the context of access control policy, safety determines if a policy system can reach a state in which
a particular right is granted to a subject who does not initially have that right. Safety has been studied
in many policy systems [42, 43, 27, 41, 44, 45, 46, 6]; it remains undecidable for many useful policy
systems. Li and others have extended this analysis into a broad spectrum of security analysis, where
other system properties are scrutinized [40, 47], e.g., availability. Closely related to policy equivalence,
there is a considerable body of literature studying the comparative expressive power of access control
systems [48, 49, 50, 51, 52, 53, 54]. Recently, Tripunitara and Li introduced a unified state transition-
based modeling framework for comparing access control schemes [29]. The approaches that follow are
guided in spirit by these works, and will exploit and extend their theoretical machinery as available and
possible.

We define policy equivalence in a manner similar to prior works in expressive comparison: two
policies are equivalent if for all possible system states they provide the same access. Equivalence is
a syllogism of soundness and completeness, where soundness states that all accesses rejected by the
high-level policy should be rejected by the low-level policy and completeness property requires that all
accesses allowed by the high-level should be allowed by the low-level policy.

We now informally define an expository approach to test equivalence for limited confidentiality pol-



icy models. Illustrated in Figure 1, a model of high-level policy consists of access control statements,
delegation, and authorization requirements/constraints (credentials/process needed to assume a principal
identity). The figure also illustrates a simple language syntax (with obvious semantics) its use in the
balance policy.

Our vastly simplified model of an information flow policy is built upon the principal hierarchy, the
program call graph, the required principal identity assumption constraints, and the return value labels on
functions themselves. In this model, the implementation is represented by a graph (isomorphic to the call
graph) where an each edge is annotated with the tuple (caller, output data : level). At each function
in the code there exists an opportunity to assume another principal identity, we create a loop edge at the
node labeled with the governing constraint. An information flow implementation of the balance policy is
illustrated in figure 2. The semantics of this policy are straightforward: the simplified information flow
controlled program ensures that every function is called by a principal with at least caller level (via
input labels and as dictated by the principal hierarchy), and that the function returns an object of type p
with label 1evel. This model is realistic: one can easily construct a Jif program governed in this way.
Because Jif performs all flow analysis within a function, we need only model the function’s external
behavior.

For each principal and set of satisfied constraints, there exist a set of data items to which they will
have access known as the access set. In the case of the high-level policy, this set can be quickly iden-
tified by computing the transitive closure of the delegations of the principal identities satisfied by the
constraints. Because the constraints above are monotonic, the access sets for a program state in which
multiple constraints are satisfied is simply the union of the access sets of the individual executions.

We now compute the access sets of the information flow policy via simulated execution as follows:
begin at the main node with the public (L) principal with an empty access set for each principal identity.
The algorithm then simulates the recursive traversal of all arcs that are labeled with principal identity.
This process is repeated until all possible transitions are exhausted. Note that there may appear to be a
potential for infinite recursion due to cycles in the graph and alternating principal identity assumption.
This is not an issue because the total access cannot increase on successive visits under the same identity.

For principal p and satisfied constraints ¢, denote the access set of the high-level policy as H(p, ¢)
and the policy implementation as L(p, ¢). We formulate an equivalence test as:

Yu; € U, Cj € cui | H(ui, Cj) = L(ui,cj)
Note again that because of the monotonicity of the constraints, we need only check each constraint access
individually, rather than all possible subsets of C' U ().
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