Mitig ating Attacks on

OpenFunctionalityin

SMS-CapableCellular Networks

Patrick Traynot William Enck, Patrick McDaniel, and ThomasLa Porta
Systemsand InternetiInfrastructureSecurity Laboratory
Networking and Security ResearctCenter
Departmeniof ComputerScienceand Engineering
The Pennsylania StateUniversity
University Park, PA 16802
{traynor enck, mcdaniel,tlp} @cse.psu.edu

Abstract—The transformation of telecommunications net-
works from homogeneous closed systems providing only voice
services to Internet-connected open networks that provide voice
and data services presents significant security challenges. For
example, recent research illustrated that a carefully crafted
DoS attack via text messaging could incapacitate all voice
communications in a metropolitan area with little more than
a cable modem. This attack highlights a growing threat to these
systems; namely, cellular networks are increasingly exposed to
adversaries both in and outside the network. In this paper, we
use a combination of modeling and simulation to demonstrate
the feasibility of targeted text messaging attacks. Under realistic
network conditions, we show that adversaries can achieve block-
ing rates of more than 70% with only limited resources. We then
develop and characterize five techniques from within two broad
classes of countermeasures - queue management and resource
provisioning. Our analysis demonstrates that these techniques can
eliminate or extensively mitigate even the most intense targeted
text messaging attacks. We conclude by considering the tradeoffs
inherent to the application of these techniques in current and next
generation telecommunications networks.

Keywords: telecommunications,sms, denial-ofservice,
open-functionality

|. INTRODUCTION

In addition to traditional voice communicationscellular
systemsoffer a wide variety of dataand text/short messag-
ing services(SMS). Cellular providers have introducedSMS
gatevays betweenthe phone networks and the Internet to
increasethe reach (and volume) of text messaging.These
gatevays are partially responsiblefor the soaring usageof
text messagig. Somebve billion text messagesre senteach
month in the United Statesalone[1]. Indeed,for signibcant
numbersof users,text messaginghas becomethe primary
meansof communication2].

Suchinterconnectiity is not without serioussecuity risks.
The cellularinfrastructurewasdesignedo operateasa homo-
geneousand highly controlled system.Interconnectiity with
the Internd invalidatesmany of the assumptionsiponwhich
the phonenetworks were desigred. Thesefailing assumptions
lead to critical vulnerabilities. Enck et al. [3] shaved that,
under a simple modd, small but carefully crafted volumes
of text messagesould be usedto incapacitateal cellular
communicationsin large metropolitan areas.Particularly in

times of crisis, the cost of the maliciously-driven loss of
cellular communicationcoud be immeasurable.

In this paper we considerboth the reality and mitigation
of previously postulatedattacks on text messaging.Using
analyticalmodelingandhighly detailedsimulationof the GSM
air interface,we shav that the simple model descibed in the
original study underestimatethe trafbc volumesnecessaryo
to effect a high-impact attack by approximatelya factor of
three. However, while the specibcestimatesmadeby Enck
et al. were not perfect, we found their qualitatve arguments
of feasibility to hold undera rangeof realistictrafbc models.
In short, our Pndingsdemonstratehat cellular networks are
in fact quite vulnerableto SMS-basedattacks mourted by
adwersarieswith evenlimited resourcesSpecibcallyanattack
capableof preventing the large majority of voice commu-
nicationsin a metropolitanareais indeedpossiblewith the
bandwidthavailableto a single cablemodem.

In the presenceof this reality, we have developed bve
techniquegrom within two broadclasseof countermeasures,
queue management andresource provisioning, to combatthese
attacks.Our goal is to insulate voice call requestsand the
delivery of high priority text messags from the attack. We
apply well-knowvn queueingtechniquesincluding variants of
WeightedFair Queueing WFQ), andWeightedRandomEarly
Detection(WRED), which arewell testedfor addressingrafbc
overload in the Internet. Theseschemesattemptto provide
differentiatedserviceto voice and data, and herce alleviate
resourcecontention.

The second class of solutions reapportionthe wireless
mediumusing the novel Strict ResourceProvisioning (SRP),
Dynamic ResourceProvisioning (DRP) and Direct Channel
Allocation (DCA) algorithms Our modeling and simulation
analysef the countermeasuredemonsratestheir utility: the
effect of the solutionsrangedfrom partial attackmitigation for
both Bows to total eliminationof attack-relatedroice blocking
and the successfuldelivery of high priority text messages.
A further exploration of the deployment of thesesolutions
highlightsa numberof security performanceand compleity
tradeofs. We disaussthesetradeofs throughoutand malke a
numberof recommendationto the community

In this work, we malke the following contritutions:



o Network/Attack Characterization: We createa realisfc
characterizatiorof systembehaior undertamgetedSMS
attacks.Such characterizationslually ascertaintheir ex-
istenceand develop a proHe of the effect of an atteck
undervarying trafbc intensty andarrival models.

o Current Countermeasure Analysis: We brieRy consider
popularly adwertisedsolutionsto targetedtext messagig
attacks.Principally we bnd that the currently deployed
OedgeolutionsGrelargely ineffective againstall but the
most nad\e attack.

¢ Countermeasure Development and Evaluation: We
develop and charaterize a numberof countermeases
adaptedfrom well-establishedqueueingtechniqies and
novel channelallocationstratgies. Our analysisdemm-
stratesthat theseattackscan be effectively mitigatedby
altering the trafbc handling disciplinesat the air inter-
face. Hence, counteringtheseattacksneed not requie
a substantie changeto internal structureor operationof
cellularnetworks, but canbe handledentirely by software
changesat the basestation

The remairder of this paperis organized as follows: Sec-
tion Il discusseselatedwork; Sectionlll providesanovervien
of cellular signalingnetworks andcharacterizetargetedSMS
attacks;SectionlV offers a numberof mitigation stratgies
and modelstheir ability to mitigate theseattaks; SectionV
detailsthe attackand mitigation simulations;and SectionVI
offers concludingremarksand future work.

Il. RELATED WORK

Physical disconnectionfrom extemal networks has long
beenone of the most effective meansof providing security
for telecommuicationsystemsAccordingly, securityin these
networks hastraditionally centeredaroundthe prevention of
fraudulentaccessand billing. The changingneedsof users,
however, have forced the gradual erosion of well debPned
network borders. Whether due to new accesspatternsor
the adwent of new services(e.g. data networking via the
Internet), systemsthat oncerelied upon isolation as a major
portion of their defensesre no longerableto do so. Because
fundamentalassumpgbns about the underlying architecture
of the critical communicationsinfrastructurehave changed,
securitymeasuresaddressingnew classesf threatsresulting
from the interconnetion of networks are essentib Similar
obsenationsandcorncernshave beenexpressedn the National
Stratg)y to SecureCyberspacg4].

Telecommunicationgetworks are not the only systemsto
suffer from vulnerabilities relatedto expandedconnectvity.
Systemsincluding Bank of America® ATMs and 911 emer
geny servicesfor Bellevue, Washingtonwere both made
inaccessibleby the Slammer worm [5]. Although neither
systemwas the target of this attack, simply being connected
to the Internet made them experiencesignibcantcollateral
damage Systemdessdirectly connetedto the Internethave
also been subjectto attack. Byers, et al. [6] demonstrated
onesuchattackusingsimpleautomatedscriptsanrd webforms.
Immensevolumesof junk postalmai could then be usedto
launch Denial of Service (D0S) attackson individuals

The typical targets of DoS attadks, however, are more
traditional online resourcesin 2000, for example,userswere
unableto reach Amazon, eBay and Yahoo! as their seners
were bombardedvith over a gigabit per secondof trafPc [7].
Sincethat time, sitesrangingfrom software vendors[8] and
news serviceg9] to online casinog10] have all fallen victim
to suchattacks.While signipcantresearchhasbeen dedicated
to categorizing[11], mitigating[12], [13] andeliminating [14]
theseattacks,no solutionshave seenwidespreadmplementa-
tion. Becauseof the varioustransformation®f datatransiting
betweenthe Internet and telecommunicationsieéworks, the
directapplicatbn of theabove techniquesvould beineffective.

Whether accidentalor the result of malicious behaior,
denialof serviceincidentshave beenstudiedanddocumented
in telecommunicationsetworks. The National Communica-
tions System publisheda study on the effects of text mes-
sagesduring emegeng situations.Given realistic scenarios
for usage,this technicalbulletin agued that SMS resources
neededto be increased100-fold in order to operateunder
suchconditions[15]. Operdors have also reportedproblems
with connectvity during holidays due to increasedvolumes
of SMS trafbc [16]. Enck, et al. [3] demonstratedhat an
adwersary would be able to causethe same congestionin
tamgeted metropolitan areasby injecting a relatively small
amountof trafPc. While a numberof solutionswere proposed
in that work, nonehave yet beenmeasuredand compared.

I11. SYSTEM/ATTACK CHARACTERIZATION
A. Message Delivery Overview

In the following subsectionwe provide a high-level, sim-
plipedtutorial on text messge delivery in cellular networks.

1) Message Insertion: Messagesnay be submittedinto the
systemfrom cell phonesoperatingwithin the systemyvia web
portals managedby the service providers, or from external
sourcessuchasemail etc. We focuson delivery from external
sources,but the messge Row for all types of messagess
similar.

An Internet-originatedSMS messagecan be generatechy
ary one of a numberof External Short Messaging Entities
(ESMEs).ESMEsincludedevicesandinterfacesrangingfrom
email and web-tasedmessagingportals to sewice provider
websitesand voice mail servicesand can be atteched to
telecommunicationgsetworks either by dedicatedconnection
or the Internet. Whena messagés injectedinto the network, it
is deliveredto the Short Messaging Service Center (SMSC).
Theseseners are responsiblefor the execution of a Ostore-
and-forwardOprotocol that eventually delivers text messages
to their intendeddestination.

The contentsand destinationinformationfrom the message
are examined by the SMSC and are then copied into a
properlyformattedpaclet. At this point, messagesriginating
in the Internetandthosecreatedin the network itself become
indistinguishable Formattedtext messagesarethenplaced in
an egressqueuein the SMSC and await service.

2) Message Routing: Beforean SMSC canforward a text
messagedo a targetedmobile device, it must brst determine
the location of that device. To accomplishthis, the SMSC
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Fig. 1. A high level descriptionof SMS delivery in an SS7network.
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Fig.2. An overview of SMSmessagelelivery onthewirelessor air interface.
Incomingvoice calls would follow a similar procedureexceptthatthey would
receve a TCH after usingthe SDCCH.
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gueries a databaseknown as the Home Location Register
(HLR). The HLR is responsiblefor storing subscriberdata
including availability, billing information, available services
and current location. With the help of other elementsin the
network, the HLR determineghe routing informationfor the
targeted device. If the desired phoneis not available, the
SMSC stores the messageuntil a later time for subsequent
retransmission Otherwise, the SMSC receves the address
of the Mobile Switching Center (MSC) currently providing
serviceto thetargetdevice. The MSC deliversthetext message
over the wirelessinterfacethroughits attachedBase Stations
(BS). Figure 1 illustratesthe path describedabove.

3) Wireless Delivery: An areaof coveragein a wireless
network is calleda cell. Eachcell is typically partitionedinto
multiple (usually three) sectors.We characterizethe system
on a per sectorbasisthroughoutthe paper

The air interface, or radio portion of the network, is
traditionally divided into two classe of logical channés -
the Control Channels (CCHs) and Traffic Channels (TCH).
TCHs carry voice trafbc after call setuphasoccurred.CCHSs,
which transportinformation about the network and assistin
call setup/SMSddivery, are subclassibedurther In orderto
alert a taigeteddevice that a call or text messages available,
a messageés broadcasbon the Paging Channel (PCH). Note
that multiple basestationsbroadcasthis pagein anattemptto
quickly deternine the sectorin which the targetedrecipientis
located. Upon hearingits temporaryidentiberon the PCH,
available devices inform the network of their readinessto
acceptincoming communicationausing the slotted ALOHA-
based Random Access Channel (RACH) uplink. A device
is then assigneda Standalone Dedicated Control Channel
(SDCCH)by listeningto the Access Grant Channel (AGCH).
If atext messagds available, the base station authenticates
the device, enablesencryption, andthen deliversthe contents
of the messag@ver the assignedSDCCH.If insteada call is
incoming for the device, the SDCCH s usedto authenticate
the device and negotiatea TCH for voice communications.

Figure 2 offers an overview of the wireless portion of
messagelelivery.

TABLE |
COMMONLY USED VARIABLES

Arrival rate of voice calls
Arrival rate of text messages

!cal |

|
'sms
MUSD CCH ,cal | Servicerate of voice calls at SDCCH
UT CH cal | Servicerate of voice calls at TCH

Servicerate of text messageat SDCCH
Call trafbc intensity
SMS trafbc intensity

HUspccH,sM s
"call
"sms

TABLE I
SYSTEM AND ATTACK PARAMETERS

120 sec[17]
1.5sec[17]
4 sec[15]

50,000calls/city/hr
.2525calls/sector/sec

T
Hrep
T
HspccH cal I
T

T
HspccH,sms
!call

''SM s ,attack 495 msgs/city/sec
9 msgs/sector/sec
''sM sregular 138.6K/city/hr

0.7 msgs/sector/sec

B. System Vulnerability

All large scale attacks, whethe targeting the digital or
physical doman, evolve in the following phasesrecognition
(identibcationof a vulnerability), reconnaissance (Characteri-
zation of the conditionsnecessaryo attackthe vulnerability),
exploit (attackingthe vulnerability) andrecovery (cleanupand
forensics).We approachtargeted SMS attacksin the same
fashion.Enck, et al. [3] provide a methodologyfor executing
suchan attack;we summarze it here.

The vulnerabilityin GSM cellular networks that allows for
targetedtext messagaattacksto occuris the result of band-
width allocatian on the air interface.Under normal operating
conditions,the small ratio of bandwidthallocatedto control
versustrafbc datais sufecientto deliver all messagesvith a
low probability of blocking. However, becausdext messages
use the sane control channelsas voice calls for delivery
(SDCCHs),contentionfor resourceoccurswhen SMStrafbc
is elevated.Given a sufecientnumberof SMS messagessach
of which require on averagefour secondsfor delivery [15],
arriving voice calls will be blocked for lack of available
resources.

Sendingtext messageso every possiblephonenumberis
not an effective meansof attackinga network. The haphazard
submissionof messagess in fact more likely to overwhelm
gatevays betweenthe Internet and telecommuniations net-
works than to disrupt cellular senice. An adwersary must
efbciently blanket only the targetedareawith messageso as
to reducethe probability of less effective collateraldamage.
The information to achieve such a goal, however, is read-
ily available. Using tools including NPA-NXX Area Code
Databases|nternet searchengires and even feedbackfrom
service provider websites,an attacler can easily constructa
Onhit-list®f potentialtargets.Armed with this information,an
adwersarycanthenbegin exploiting the bandwidthvulnerabil-
ity.

Theexploit itself involvessaturating sectorgo their SODCCH
capacityfor someperiod of time. In so doing, the majority
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of attemptsto establishvoice calls are blocked. For all of
Manhattanwhich would typically be provisionedwith 12 SD-
CCHsper sector a perfectlyexecutedattackwould requirethe
injectionof only 165 mesagegersecondpr approximately3
messages/sector/secoBgcauseovntime in telecommunica-
tionsnetworks hashistorically provenexpensve [18], we more
fully characterize¢heseattackssuchthateffective solutionscan
be developed.

C. Network Characterization

We beggin by developing charactedations of the GSM
air interface under a range of standardoperatingconditions.
To achieve theseends,we have developeda detailed GSM
simulator The design considerationsand veribcationof its
accurag are discussedn our previous work [19] A cellular
deployment similar to that found in Manhattan[15] is used
as our baselinescenario.Each of the 55 sectorsin the city
has 12 SDCCHs. We assumeboth call requestsand text
messagearrive with a Poissondistribution andthat TCH and
SDCCHbholdingtimesareexponentidly distributedaroundthe

lin reality, only the highest capacity sectors would be so over
provisioned [15], making this a conserative estimatefor every sectorin a
city.
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conditions(100K calls/hr 276K msgs/hour).

appropriateneangseeTablesl andlIl) unlessexplicitly stated
otherwise. Such values are well within standardoperating
conditions[20], [21], [1].

Figure 3 illustratesthe blocking ratesfor trafbc channels
underfour different voice trafbc loads. Most relevant to the
currentdiscussioris the noneisterce of call blocking on SD-
CCHs.The absencef suchblockingreinforcesthe robustness
of the design of GSM as a voice communicationsystem.
Specibcally the only points of congestionin the systemare
the trafbc channelsthemseles. Figure 4 further supportsthe
blocking databy illustrating very low SDCCHutilization rates
for offeredloadsof both 50 and 100K calls/hour.

Elevated loads may representignibcantpublic gatherings
(e.g. concers, celebrations),holiday spikes or large-scale
emepgencies.Blocking on other channelsbegins to become
obsenable only undersuch extreme circumstanceskFigure 5
highlights an emepgeng situation in which the call and
SMS rate spikes from 50K calls/hour to 100K calls/hour
and 138K msgs/hour to 276K msgs/hour, respectely.
Figure 6, which shavs the channelutilization data for the
OemagengyOscenariofeinforcesthatit is only underextreme
duressthat otherchannelsin the systembegin to saturate.
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D. Attack Characterization

In order to judge the efbcagy of any countermeasuragainst
tagetedSMS attacksit is necessaryo fully characterizesuch
an event. We seekto understandhe obsenred conditionsand
the subtleinterplayof network componentgivenawide range
of inputs. We use the simulator describedin the previous
subsectiorand the parametersn Table Il to understandsuch
attacks.

To isolatetheimpactof blockingcausedy SDCCHconges-
tion, we do not include pre-SDCCHqueues;we examinethe
impactof suchqueus in SectonsIV andV. If a call request
or text messag arrives when all SDCCHs are occupied,the
requestis blocked.

A sector is obsened for a total of 60 minutes,in which
the middle 30 minutes are exposedto a targeted SMS at-
tack. The SMS attackintensity is varied between4 and 13
times the normal SMS load, i.e., Asyps = 165 msgs/sec
(3 messages/secondfgor) to Asyrs = 495 msgs/sec (9
messages/second/secfol)ll results are the averageof 1000
runs,eachusingrandomlygeneratedrafbc patternsconsistent
with the above parameters.

We brst replicate the attack presentedin our previous
work [3], [19]. To do this, a burstof 12 SMS messagefs sent
in sequentiaframesonce every four secondsto eachsector
The SDCCHholdingtime for eachmessigeis madedetermin-
istic andsetto exactly 4 secondsThis bursty behaior quickly
loadsall SDCCHs.Whereagelecommuitationsnetworks are
traditionally designedto experienceblocking probabilitiesof
lessthan 1% [22], [23], [24], this attackis consistantlyable
to prevent more than 90% of all calls from being completed
dueto SDCCHblocking. Figure 7 shaws the blockingin such
a system.

Becausedelay variability is likely throughoutthe network,
and becauseSDCCH holding times will not be deterministic
due to varying processingtimes and errors on the wire-
less links, this perfect attack would be difbcult to achiee
in real networks. Accordingly, we investicate a numker of
Row arrival characteristicswhile consdering exponentially
distributed SDCCH holding times. Figure 8 illustrates the

2BgcauseDoS attackson the Internetfrequentlyexhibit morethananentire
year®volume of trafbc [7], suchan increases relatively insignibcant.
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Fig. 8.  The blocking probability for trafoc exhibiting deterministically
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Fig. 9. The utilization of SDCCHsand TCHs for an attack exhibiting a
Poissoninterarrival at a rate of 495 messages/second.

effectivenessof attackswhenmessgesarrive with a Poisson,
bursty or deterministicallyuniform distribution. Notice that,
due to the addition of variability, bursty attacksare the least
successfubf the three.This is becausét is unlikely that 12

text messagesrriving back-to-backwill all Prd unoccupied
SDCCHs.Thus blocking occurson the attack messagesand
legitimate trafbc that arrives betveen bursts has a higher
probability of Pndingan available SDCCH.The mosteffective

attack is when messagesrrive uniformly spaced;however,

due to variable network delay suchan attackwould also be
difbcultto realize.

Our remaining experiments therefore assumea Poisson
distribution for the arrival of text messagesWe use an
attackintensity of 495 msgs/sec, which is equalto 9 mes-
sages/second/sectandyields a blocking probability of 71%.
For this case we shov the SDCCH and TCH utilization
in Figure 9. This bgure conbrmsthe effectivenessof the
attack: during the attack,the SDCCH utilization is near 1.0,
and the TCH utilization drops from close to 70% down
to approximately20%. This shaows that although TCHs are
available for voice calls, they cannot be allocated due to
SDCCH congestion.Our experimens conbrm that, at this
rate, no otherbottlenecksn the systemexist, including other
control channelsor the SS7signaling links.



IV. MITIGATION TECHNIQUES

Voice communicationshave traditionally receved priority
in telecommuniations systems.Becausevoice has beenthe
dominantmeansby which peopleinteractvia the® networks,
providersallow for the degradationof other servicesin order
to achieve high availability for the voice services.Thereare,
however, an increasingset of scenariosn which the priority
of servicesbagins to change.

On Septemberl1th, 2001, service providers experienced
signibcantsumges in usage.Verizon Wireless reported the
numberof calls madeincreasedby more than 100% above
averagelevels. Cingular Wirelessexperiencedan increaseof
over 1000%for calls boundfor the greaterWashingtonD.C
area[15]. In spiteof theincreasedall volume,SMS messages
were still receized in even the mostinundatedareasbecause
the control channelsusedfor their delivery remaned uncon-
gestedIn bothemegeng andday-to-daysituationsthe utility
of text mesaginghas increasedto the samelevel as voice
communicationgor signikcantportionsof the population[2].

For this reasonattractive mitigation solutionsmustnot only
protect voice servicesfrom tamgeted SMS attacks, but also
allow SMS serviceto continue.In particular differentiated
servicefor text messagelelivery based uponthe sourceof the
SMStrafbcis desirable For instance authenticatednessages
originatedby emepgeny respondersshould be given higher
priority than messagesubmited by unauthenticatedources.

There are three traditional approabes to combatingcon-
gestion.The brstis rate limitation of the trafbc source- in
this casethe interfaceson which messageare submittel. The
network can also be protectel by sheddingtrafoc or using
schedulingmechanismskinally, resourcesnay be reallocated
to alleviate the network bottleneck.We examine thesesolu-
tions below.

A. Current Solutions

Cellular providers have introduceda numberof mitigation
solutionsinto phonenetworks to combatthe SMSbasedDoS
attacks. These soluions focus on rate limiting the source
of the messagesnd are ineffective against all but the least
sophisticatechdwersary To illustrate,the primary countermea-
sure discovered by the authorsof the original study was a
persourcevolume restriction at the SMS gatevay [3]. Such
restrictionswould, for example,allow only 50 messagefrom
a single IP addressThe ability to spoofIP addressesndthe
existenceof zombie networks renderthis solution impotent.
Another popular deployed solution blters SMS trafbc based
on the textual content. Similar to SFAM bltering, this ap-
proachis effective in eliminating undesirablarafbconly if the
contentis predictdle. However, an adwersarycan bypassthis
countermeasurby generatingegitimate looking SMS trafbc
from randomly generatedsimple texts, e.g. 0 will meet you
at Trader Joe’s at 5:00pm. -AliceO

Note that theseand the overwhelming majority of other
solutionsdepbyedin responsé¢o the SMSvulnerabilitycanbe
classibedas edge solutions. Ineffective by construction,such
solutionstry to regulate the trafbc Rowing from the Internet
into the provider network at its edge.Provider networks cover

huge geogephic areasand consistof hundredsof thousands
of network elements.Any compronised elementcan be a
conduitfor malicioustrafbc. Moreover, if left unregulated,the
connectionsetweenprovider networks can also be exploited
to inject SMS trafbc.

Rate limitation is largely unattractve even within the core
network. The distributed nature of Short MessagingService
Center{SMSCs) throughwhich all text messageBow, makes
it difbcult to coordinatereal-time bltering in responseto
targetedattacks.

Therefore,for the purposesof this discussionwe assume
thatanadwersaryis ableto successfullysubmita large number
of text messagemto a cellular network. The defenseselow
arededicatedo protectingthe resourcehatis being exploited
in the SMS attackbthe bandwidthcondrainedSDCCHs.Note
that the Internetfacesa similar conundrum:once dominant
perimeterdefensesrefailing in the faceof dissolvingnetwork
borders,e.g., as causedby wireless connectiity and larger
andmore geograplgally distributed networks [25]. As is true
in the Internet, we must look to other methodsto protect
telecommunicationsetworks.

In the following sectionswe discussmitigation techniques
basedon queue management and resource provisioning. For
each soluion we provide some basic analysisto provide
insight; the motivation for paramegr selectionis coveredin
more detail in SectionV.

B. Queue Management Techniques

1) Weighted Fair Queueing: Becausave cannotrely onrate
limitation at the sourceof messagesye now explore network-
basedsolutions.Fair Queueing26] is a schedulingalgorithm
thatsepaatesf3ows into individual queuesaandthenapportions
bandwidth equally between them. Designedto emulate bit-
wise interlearing, Fair Queueingseavices queuesin a round-
robin fashion. Paclets are transmittel when their calculated
interleaved Pnishing time is the shortestBuilding priority into
sucha systemis a simple task of assigningweightsto 3ows.
Known asWeighted Fair Queueing (WFQ) [27], thistechnique
canbe usedto give incomingvoice calls priority over SMS.

We provide a simplibPedanalysisto characterizehe perfor
manceof WFQ in this scenarioWe apply WFQ to the service
gueuesf the SDDCH. We createtwo waiting queuespnefor
voicerequestandonefor SMSrequeststespectiely. Thesize
of the call queueis 6 and the size of the SMS queueis 12
(discussedn SectionV). To determire the relative blocking
probability and utilization of the voice and SMS Rows, we
begin by assuminghe conditionssetforth in Tablesl andll.

WFQ can be approximatedas a generalprocessor sharing
system(GPS)[28]. The averageservie rate of suchsystems
is the weightedaverageof the serviceratesof all classs of
servicerequestsln our casewe have two typesof requests:
voice calls with A..; = 0.2525 calls/sector/sec and an
averageservicetime on the SDCCHof .}, = 1.5 seconds,
andSMSrequestwvith Agprs = 9.7 msgs/sector / sec (attack
trafc+ regulartrafbc)andp gy, ¢ = 4 secondsTherefore for
our system,;~* = 3.94 seconds.

Although our systemhas multiple servers (SDCCHs),and
is thusan M/M/n systembecauset is operatingat high loads



duringanattack,it maybeapproximatedy an M/M/1 system
with its p = n,u! , Whereu! is theserviceratecalculdedabove.
Usingthesevalues,andaccountingor theweightingof 2:1 for
servicingcall requeststhe call trafbc intensity Acair/teanr =
pear = 0.04, andthe expectedcall queueoccupang is about
1%. Becausehe ps)s5 is muchgreaterthanl, its SMS quaue
occupanyg is approxmately 100%. Whencombined the total
gueueoccupang is approximatel 67%.

These numbers indicate that the WFQ-basedapproach
would sufbciently protect voice calls from tamgeted SMS
attacks SectionV offersadditionalinsightthroughsimulation.

2) Weighted Random Early Detection: Active queueman-
agementasreceved a greatdeal of attertion asa congestion
avoidancemechanisnin theInternet.Random Early Detection
(RED) [29], [30], oneof the betterknown techniquedrom this
beld, is a particularly effective meansof coping with poten-
tially damagingquantitiesof text messagedihile traditionally
usedto addressICP congestionRED helpsto preventqueue
lockout and RED drops paclets arriving to a queuewith a
probability thatis a function of the weightedqueueoccupang
average,Qq.4. Paclkets arriving to a queue capacity belov
a threshold,t,,,;,, are never dropped.Packets arriving to a
gueuecapady abose somevaluet,,,, are alwaysdropped.
Betweent,,,;, andt,,.., packets are droppedwith a linearly
increasingorobabilityup to Pyyop maz- This probability Pyy.op,
is calculatedas follows?:

Pdrop = Pdrop,maw é(Qavg ! tmzn)/(tmaw ! tmwl) (l)

The adwantagedo this approachare twofold: brst, lockout
becomesmore difbcult as paclets are purposefully dropped
with greaterfrequeng; secondlybecasethe capacityof busy
gueuesstays closerto a moving averageand not capacity
spacetypically existsto accommodat sudderburstsof trafbc.
However, one of the chief difbcultieswith traditional RED is
that it eliminatesthe ability of a provider to offer quality of
service(QoS) guaranteesbecauseall trafbc enteringa queue
is droppedwith equal probabllity. Weighted Random Early
Detection (WRED) solwves this problem by basing the prob-
ability a given incoming messagds droppedon an attribute
suchasits contents sourceor destination Arriving messages
not meeting some priority are thereforesubjectto increased
probability of drop. The dropping probability for eachclass
of messages tunedby settingt, iority min aNdtprioritymas
for eachclass.

We consider the use of auhentication as a means of
creating messagingpriority classes.For exanple, during a
crisis, messagsinjectedto a network from the Internetby an
authenticatednunicipdity or from emegeng persamnelcould
receve priority over all othertext messageshA numberof mu-
nicipalities alreadyuse suchsystemsfor emegeng [31] and
trafbc updated32]. Messagedrom authenticatediserswithin
the network itself receve secondanypriority. Unauthenticated
messagesriginating from the Internd are deliveredwith the
lowest priority. Such a systemwould allow the informative
messagesi.e. evacuation plans, additionalwarnings,etc.) to

3Somevariantsof RED additionally incorporatea count variable. Equa-
tion 1 is the simplestversionof RED debnedby RFC 2309[30].

be quickly distributedammgstthe population.The remaining
messagesvould then be deliveredat ratios correspondingto
their priority level. We assumehatpaclet priority markingoc-
cursat the SMSCssuchthat additionalcomputationaburden
is not placedon basestations

Here, we illustrate hov WRED can provide differentiated
service to different classesof SMS trafbc using the attack
scenariodescribe in Tablesl andIl. We maintain separate
gueueswhich are sened in a round robin fashion,for voice
requestsand SMS requests.We apply WRED to the SMS
gueue.In this exampk we assumelegitimate text messages
arrive at a sectorwith an averagerate of 0.7 msgs/sec with
thefollowing distribution: 10%high priority, 80% mediumpri-
ority, and10% low priority. The attackgeneratesinadditional
9 msgs/sec.

To accommodatsudderburstsof high priority SMStrafbc,
we choosean SMS queuesize of 12. Becausewe desire
low latengy delivery of high priority messagesye target an
averagequeueoccupany Qqug = 3.

To meetthis objective, we mustsett o, min aNdtiow, maz-
For M/M/n systemswith a Pnite queueof sizem, the number
of message the queue,Ng, is:

p

No = P, 2
Q=Ftaoy (2
where: (mp)™
_ po(mp
Fo = ml(1! p) @)
where:
m—1 -
(mp)"  (mp)™
o= 4)
— nl ml(1! p)

Setting N = 3, we derive a taget load p;4rger = 0.855.
Prarget 1S the utilization desiredat the SDCCHs. Thus, the
paclet dropping causedby WRED must reducethe actual
utilization, pactuar OF Asars/(psas @), causediy the heary
offeredload during an attack,to p;qy4c:. Therefore:

(®)

where Py, is the overall droppingprobability of WRED. For
trafbc with averagearrival rate of Agys = 9.7 msgs/sec,
Pactual = 3.23. Solving for Py,,p,

Ptarget = pactual(l ! Pdrop)

ptarget

Pirop =11 — 0.736

(6)
Pactual
Py-o, Canbe calculatedfrom the dropping probabilitiesof
the individual classef mesagedy (Ao, = 9.07):

-1 med T Pdrop,low - low

(7

Becausewe desie to deliver all messageof high and
medium priority, we set Pyyop high = Parop,med = 0. Using
Equation7, we Pnd Py op 100 = 0.787. This value is then
usedin conjunctionwith Equation1 to determinet;ow min
andtlow,maz-

The desired average queueoccupany, (q.q, is 3. From
equationl, ;5. min MUust be an integer less than the aver
age queueoccupagy. This leaves three possiblevalues for
tiow,min: 0, 1, and2. The bestpbtis found whent;s. min = 0

Pdr op,hi gh * ! hi gh + F)drop,med

Pdrop = 1
+ SM S
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Fig. 10. The probability thatincomingcalls and SMS messageare blocked
in a systemimplementingSRP We vary the numberof SDCCHsthat will
acceptSMS requestsrom 1 to 12(all).

andt;ou,maez = 4, resultingin 75% droppingof low priority
trafbc.

Using this methodit is possibleto setthresholdsto meet
delivery tamgets. Of course,dependingon the intensity of an
attack,it may not be possibleto meetdesiredtargetsaccording
to Equation7, i.e., it may not be possibleto limit blocking
to only low priority trafec. While the methodoutlined here
provides just an approximatesolution, given the quantization
errorin settingt;ow,min aNdt;ow max (they mustbe integers),
we believe the methodis sufbcient. We provide more insight
into the performanceof WRED in SectionV.

C. Resource Provisioning

Noneof the abore methodsdealwith the systembottleneck
directly; rather they strive to affect trafpc beforeit reaches
theair interface.An alternatve stratgyy of addressingargeted
SMS attacksinsteadfocuseson the redlocation of the avail-
able mesagingbandwidth.We thereforeinvesticate a variety
of techniquesthat modify the way in which the air interface
is used.

To analyzethesetechniqus we resortto simple Erlang-B
gueueinganalysis.We presenta brief backgroundhere. For
more details see Schwartz [28]. In a systemwith n seners,
and an offered load in Erlangsof A, the probability that an
arriving reques is blocked becausall serversare occupiedis
given by:

A™
n!

I=n—1 A]
=0 ar

P = (8)

The load in Erlangsis the sameas the utilization, p, in a
gueueingsystem;it is simply the offered load multiplied by
the sewice time of the resource.The expectedoccupang of
the senersis given by:

E(n)=p(1! Pp) ©)

1) Strict Resource Provisioning: Under normal condi-
tions, the resaurcesfor servicesetupand delivery are over
provisioned. At a rate of 50,000 calls/city/hour in our

0.9
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Fig. 11. The probability of an incoming call/messagélocking in a sector
for a varying numberof SDCCHs

baselinescenariofor example,the calculatedaverageutiliza-
tion of SDCCHsper sectoris approximately2%. Given this
obseration, if a subsetof the total SDCCHs can be used
only by voice calls, blocking dueto targetedSMS attackscan
be signibcantlymitigated. Our brstair interface provisioning
technique, Strict Resource Provisoning (SRP), attemptsto
addresghis contentionby allowing text messages$o occupy
only a subsetof the total humberof SDCCHsin a sector
Requestdor incoming voice calls can competefor the entire
setof SDCCHs,including the subsé usedfor SMS. In order
to determineappropriateparameterdor systemsusing SRR
we apply Equations8 and 9.

To isolate the effectivenessof SRP, we considera system
with no queue.Figure 10 shaws the blocking probabilitiesfor
a systemusing SRP when we vary the numberof SDCCHs
that will acceptSMS requestsfrom 1 to 12 (all). Because
incoming text message®nly compete with voice calls for a
subsetof the resourcesary reslting call blocking is strictly
a function of the size of the subsetof voice-only SDCCHs.
The attacksof intensity 165, 330,and 495 msgs/city/sec (3,
6, and9 messiges/second/sectdnpve virtually no impacton
voice calls until the full complementof SDCCHsare made
availableto all trafbc. In fact, it is not until 10 SDCCHsare
madeavailableto SMStrafbc that the blocking probability for
incoming voice calls reachesl%.

By limiting the numberof SDCCHsthat will sene SMS
requeststhe blocking for SMS is increasedWhen only six
SDCCHsareavailableto text messageshlocking probabilities
for SMS are as high as 84%. Becausesignibcantnumbersof
peoplerely upon text messging as their primary meansof
communication,such parametersshould be carefully tuned.
We will discussthe impactof additioral factorsafter examin-
ing the resultsof simulationin SectionV.

2) Dynamic Resource Provisioning: While SRP reprovi-
sionscapacityon existing SDCCHs,otherover-provisionedre-
sourcesn thesectorcould be manipulatedo alleviate SDCCH
congestionFor example,at a rate of 50,000calls/hour, each
sectorusesan averageof 67% of its TCHs. If a smallnumber
of unusedTCHs could be repurposedhs SDCCHs,additional
bandwidthcould be provided to mitigate suchattacks.

Our secondair interfacetechnique,Dynamic Resource Pro-



visioning, attemptsto mitigatetargetedtext messaing attacks
by temporarily reclaiming a numberof TCHs (up to some
limit) for useas SDCCHSs.This approachis highly practical
for a number of reasons.First, increasingthe bandwidth
(762 bits/second)of individud SDCCHsis difbcult without

makingsignibPcantthangego eitherthe radio encodingor the

architectureof the air interfaceitself. Becausemajor changes
to the network are extremely expensve and typically occur
over the courseof mary years,suchbxes are not appropriate
in the shortterm. Secondly dynamicallyreclaimingchannels
allows the network to adjust itself to current conditions.
During busy hours sud as morning and evening commutes,
for example channelstempoarily usedas SDCCHscan be

returnedto the pool of TCHs to accommodatelevatedvoice

trafbc needs.Lastly, becauseSDCCHs are assignedvia the

AGCH, allocatng incoming requeststo seemingly random
timeslotsrequiresalmostno changeso handsetsoftware.

Figure 11 demonstrateghe blocking probability for in-
coming calls and text messagesn a sector using DRP to
add a variable number of SDCCHs. Again, no queuewas
used. The ability of an attacler to block all chanrels is
signibcantlyreducedas the number of SDCCHs increases.
Attackers are therefore forced to increase the intensity of
their attackin order to maintainits poteng. For attacksat
a rate of 165 msgs/sec, doubling the numberof available
SDCCHsreduceghe calculatedblocking causedby an attack
by two ordersof magnitude.The blocking probability caused
by attacksat higherrates, in which the numberof Erlangsis
greaterthan the numberof SDCCHSs,decreasei roughly a
linear relationshipto the number of SDCCHsadded.

One potential dravback with DRP is that by subtracting
TCHs from the system.,it is possibleto increasecall block-
ing becauseof TCH exhaustion.In fact, the reclamationof
TCHs for useas SDCCHsincreaseghe blocking probability
for voice calls from 0.2%6 in the basescenario(45 TCHs,
12 SDCCHs)to 1.5% where 40 SDC(Hs are available (a
reductionto 40 TCHSs). SectionV offers additional insight
into the tradeofs inherentto this scheme.

3) Direct Channel Allocation: The ideal meansof elim-
inating the competitionfor resourcedetweencall setupand
SMSdelivery would bethroughthe separatiorof sharednech-
anisms. Specibcally delivering text messagesand incoming
call requestsover mutually exclusive setsof channelswould
prevent these Bows from interfering with each other The
challengeof implementingsucha medanismis to do sowith-
out requiring signibcantrestructumg of the network archi-
tecture.As previously mentioned,suchfundamentaichanges
in network operationare typically too expensve and time
consumingto be consideredin the shortterm. While the SRP
techniqueprovides a rudimentarysepaation, it is possibleto
further isolatethesetwo typesof trafbc.

As mentionedin the previous section,DRP is easily im-
plementablebecausehe AGCH specibeghe location of the
SDCCH allocatedfor a specibcsession.After call requests
Pnishusingtheir assignedDCCH,they areinstructedo listen
to a specibcTCH. Becausehe useof a TCH is the eventual
goalof incoming voicecalls, it is thereforepossibleto shortcut
the use of SDCCHs for call setup. Incoming calls could

thereforebe direcied to a TCH, leaving SDCCHs exclusively
for the delivery of SMS messagesThis technique which we
refer to as Direct Channel Allocation (DCA), removes the
sharedSDCCH channelsas the systembottleneck.

Calculatingblocking probabilitiesfor a systemimplement-
ing DCA is a simple matterof analyzingSDCCH and TCH
blocking for the two independenfiows. For 165 msgs/sec,
text messagedave a calculatedblocking probability of ap-
proximately 20%. This value increasedo 68% as the attack
intensityincreaseso 495msgs/sec. Voicecalls, atanaverage
rate of 50,000 calls/hour, have a blocking probability of
0.2%. Note that becausethe shared bottleneck has been
removed, it becomesextremely difpcult for targeted text
messagin@ttackso have ary effecton voicecommunications.
In SectionV, we will highlight thesenew potential points of
contention.

V. RESULTS AND DISCUSSION

In order to characterizeeach of our proposedmitigation
techniques,we simulate attacks against networks with the
parametersof Tables| and Il unles otherwisenoted. The
RACH parametersisedoptimal settings[33], andwe recorded
no blocking occurreddue to RACH or SS7 signaling link
overloadduring ary simulations

A. Queue Management Strategies

In the following two subsectionsve presentour simulation
resultsfor WFQ andWRED. For both solutions,we maintain
gueuesof size6 and 12 for call requestsand SMS messages,
respectrely. We experimentedwith several valuesof queue
size and found theseto provide a good balance between
additionallatengy androbustnessNote thatbecause¢hearrival
rate of SMS messageds greaterthan the processingrate
(p > 1), no Pnite queuecan prevent dropping.

1) Weighted Fair Queueing: Buffering aloneis not sufp-
cientto protectagainstcongestior{26], [34]. We apply WFQ
with aweightof 2 for callsand1 for SMS message® ensure
voice calls receve a suitableamountof SDCCH bandwidth.

Figure 12 illustrates the resuling blocking for a sector
implementingWFQ. The preferentiaktreatmenbf voice trafpc
eliminatesthe blocking previously seenin anunprotectedsys-
tem.Incomingtext messagedjowever, continueto experience
roughly the sameblocking (72%) obsenedby all trafbcin the
baseattackscenarioAs is shavn in Figure13, the queueitself
doesnothingto prevent congestion.Total queueutilization is
65%. As two-thirds of the queuespaceis available to text
messagingthis represents neartotal averageoccumng of
the SMS queueand a virtually unusedvoice trafbc queue.
Suchanobsenationconbrmsour analyticalresults This bgure
alsodemonstratethe ability to protect voice servicesasTCH
utilization is not loweredduring the attack.

The advantageto implementingthe WFQ mechanismis
not only its relative simplicity, but also its effectivenessin
preventing degradationof voice servicesduring targetedSMS
attacks. Unfortunatey, the granularity for prioritizing text
messagess insufbcientto provide adequateserviceto those
usersrelying upontext messagingstheir dominantmeansof
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Fig. 12. Thesimulatedblocking probability for a sectorimplementingWFQ.
Notice that voice calls are unafectedby the attack,whereasthe majority of
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Fig. 13. The simulatedutilization for a sectorimplementingWFQ. Notice
that TCH utilization remainsconstantthroughoutthe attack.

communication Accordingly, if usersbelieve that their trafbc
is unlikely to be delivered,their faith in text messagingas a
reliable servicewill decreaseWhile bnergranularity can be
provided by addingonequeueper SMSclass, this solutionwill
resultin inefbcientmemory use and compleity. We discuss
meansof addingsuchgranularitythroughthe useof WRED.

2) Weighted Random Early Detection: The useof a priori-
tized droppingpolicy allows a systemto offer similar prioriti-
zationto WFQ while maintainingonly a single queue.In our
implementationof WRED, we maintainone queuefor voice
requestgsizeof 6) and onequeuefor SMS messageésize12)
andapplyWRED to the SMS queue We differentiatethe SMS
trafbcby settingdifferentthresholdgor eachclass.We assume
that SMS trafbcis marked upgreamas having high, medium,
or low priority. We assgn the thresholdsas (tnigh,mez =
thighﬁmin = 12)1 medium(tmed,maw = 107tmed,min = 6) and
low (tlow,’m,aw = 47 tlow,'rnin = O) prlorlty These priorities
correspondlirectly to emegeng priority users,network cus-
tomersandInternet-originatednessagesespectiely. Q4.4 IS
maintainedasa simple weightedaveragewith a weightof 0.8
on the mostrecentsample.

Figure 14 givesthe blocking for eachof the threepriorities
of text messageBecausevoice callsnever block in thesesim-
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Fig. 14. The simulated blocking probability for a sector implementing
WRED. Unlike WFQ, only Internet-originatedext messagesire droppedat
an elevatedfrequeng.
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Fig. 15. The simulatedutilization for a sectorimplementingWWRED. Notice
that the queueoccupang stayslow dueto the decreasedgbriority of Internet-
originatedmessages.

ulations,we omit themfrom this graph.Both high andmedium
priority Rows also do not experience blocking throughout
the simulations.The blocking of Internet-originatednessages
averages’ 7%, approximatelythe sameblocking probability
experiencedby all incoming mesagesin the base attack
scenarios.Service queueutilization, shavn in Figure 15, is
20%. With a total quele capacityof 18, this correspondgo
an averageoccupang of 3.88 messagesAlso notice that the
TCH occupang is maintainedthroughoutthe attack.

The parametersused in this simulation are the sameas
thosein SectionlV. We setthe mediumpriority thredoldsto
allow somelossat very high loads to protectthe high priority
trafbc underextreme circumstanceshut becauseour average
gueueoccupang is about3.9, no droppingof mediumpriority
messagesccurs This matchesvell with our analyticalresults.

SystemsamplementingWWRED not only matchthe elimina-
tion of voice call blocking seenthrough the use of WFQ,
but also offer signibcantlyimproved performancein terms
of messageddivery. Implementirg this solution, however,
facesits own challengesThe authenticationof high priority
messagesfor example, would requre the use of additional
infrastructure High priority message originating outsidethe
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Fig. 17. Channelutilization underSRP

network, such as emegeny messagedglistributed by a city,
may require the use of a dedicatedline and/or the use of
a public key infrastructure(PKI) for authenticationBecause
of historical difpculties effectively achieving the latter [35],
implementingsuch a systemmay prove difpcult. Even with
such protections,this mechanisnifails to protectthe system
agquinstinsiderattecks. If the machineresponsibldor sending
high priority messagesnto the network or user phonesare
compromisedy malware,systemamplementing??WRED lose
their messagingperformanceimprovementsover the WFQ
solution. Note that neworks not boundingpriority to specibc
geographicregions can potentially be attacled through ary
compromisechigh priority device.

B. Air Interface Strategies
1) Strict Resource Provisioning: Before characterizinghe

SRPtechnique,careful consideratiorwas given to the selec-
tion of operatingparaneters.Becausenary MSCsarecapable
of processig up to 500K calls/hour, we engineerour solu-
tion to be robustto large spikesin trafbc. We thereforeallow
SMS trafbc to use 6 of the 12 total SDCCHSs,which yields
a blocking probability of 1% of voice calls by the SDCCH
when voice trafbc requestsreach250, 000 calls/hour. (Note
that calls would experiencean averageblocking probability of
71% due to a lack of TCHs with requestsat this intensity)
Becausethesenetworks are designedto operatedependably
during elevated trafbc conditions,we believe that the above
settingsare realistic.

The blocking probabilitiesfor SMS and voice Bows in a
sectorimplementing SRP are shavn in Figure 16. Because
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Fig. 19. Channelutilization underDRP

SRP preventstext message$rom competingfor all possible
SDCCHs,voice cdls experienceno blocking on the SDCCHs
throughoutthe durationof the attack.Text messages)owever,
are blocked at a rate of 83%. Channelutilization, illustrated
in Figure 17, givesadditionalinsightinto network conditions.
Becausecalling behaior remainsthe sameduring the attack,
theresourcesallocatedby the network aremorethansufecient
to provide voice serviceto users.By design,SDCCH utiliza-
tion plateauswell belov full capacity While the SDCCHs
usedby text messagebave an averageutilization of 97%, the
SDCCHsusedby incoming voice calls averagea utilization
of 6.3%. This underuse of resourcesrepresentsa potential
loss of utility asthe majority of text messageg¢legitimate or
otherwise)go undelivered.

The difbcultywith this solutionis correctparanetersetting.
While theoreticalresultsindicatethat allocating10 SDCCHs
only increasescall blocking to 1%, voice trafbc volumes
RBuctuatethroughaut the day. Provisioning resourcesn a static
fashionmust accountfor worst-casescenariosand therefore
leadsto conserative settings.While protectingthe network
from anattack,sucha mechanisrmay actuallyhinderthe efb-
cieng/ of normaloperationWhentrafbcchannelsarenaturally
saturatedasmay be commonduringanemegency or elevated
trafbc scenariodiscussedn Section 11I-C, such hard limits
actually prevent usersfrom communicating.Furthermore as
unsustainedwurstsof text messagesre generallyinnocuous,
such a limitation may directly impact the provider® ability
to generaterevenue as use perceptionof SMS as a real-
time serviceerodes Detemining the correctbalancebetween
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Fig. 20. Blocking for a sectorimplementingDCA

insulationfrom attacksand resourceutilization becomesion-
trivial. Accordingly, we look to our othertechnguesfor more
completesolutions.

2) Dynamic Resource Provisioning: Althoughit is possible
to reclaim arny numberof TCHsfor useasSDCCHsunderthe
DRP mechanismyve limited the candidatenumberof channels
for this corversionto two. In theseexperimentsa single TCH
was repurposednto 8 SDCCHsevery 10 minutesduring the
attack. This separationwas designe to allow the network
to returnto steady state betweenchannelallocatons. While
converting only two channelsis not emough to completely
eliminateattacksat high intensities,our goal is to understand
the behaior of this mechanism

The blocking probabilities for SMS and voice RBows in
a sectorimplementingthe DRP techniqueare illustrated in
Figure 18. As TCHs are corverted for use as SDCCHs,
the blocking probabilitiesfor both incoming SMS and voice
requestsfall from 72% to 53% and eventually 35%. This
representsa total reduction of the blocking probability by
approximatelyhalf. Call blocking dueto TCH exhaustionwas
not obsened despitethe reducednumberof available TCHs.
Figure 19 illustratesa gradualreturntowards pre-attackTCH
utilization levels as additional SDCCHs are allocated. The
effects of the reprovisioning are also obvious for SDCCH
utilization. The downward spikes representhe suddeninf3ux
of additional, temporarily unusedchannels.While SDCCH
utilization quickly returnsto nearlyidenticallevels after each
reallocation, more voice calls can be completeddue to a
decreas@robability of the attackholding all SDCCHs at ary
giventime.

As was a problem for SRR determning the correct pa-
rametersfor DRP is a difbcult undert&ing. The selectionof
two TCHs for conversionto SDCCHsillustratesthe utility
of this mechanismput is not sufbciert for real settings.To
reducethe blocking probability on SDCCHsbelow the values
obsenred for TCHs, a total of 48 SDCCHswould have to
be made available. This leaves 39 TCHSs, which restts in
a call blocking probability of 2.1% due to TCH exhaustion.
Elevationsin thevolumeof voicecallswould likely requirethe
releaseof somenumberof reclaimedTCHs to be repurposed
to their original use.

Thedecisionto convertchannelds alsonon-trivial. Whereas
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the decision to reallocate channelsat specibctimes was
decidedstaticallyin our simulation,dynanically determining
theseparametersvould prove signibcantlymore challenging.
Basingreclamationdecisionson small obseration windows,
while offering greaterresponsienessmay resultin decreased
resourceuse due to thrashing.If the obseration window
becomedgoo large,anattackmayendbefore appropriateaction
canbetaken.As wasobsenredfor SRR, the staticallocationof
additional SDCCHsfacessimilar in3exibility problems.Low
resourceutilization under normal operatingconditionsagain
represents potentialloss of opportunityandrevenue.

3) Direct Channel Allocation: To simulatethe DCA mech-
anism,incoming voice calls skip directly from the RACH to
the next available TCH. An averageof 1.5 additionalseconds
was addel to eachincoming call durationto accountfor the
processingformerly occurringon an SDCCH. As is shavn
in Figure 20, voice calls arriving in a sedor implementing
the DCA schemeexperienceno additional blocking during
a tameted SMS attack. Figure 21 conbrmsthe results in
the previous bPgureby shaving the constantTCH utilization
throughoutthe durationof the attack.No additionalassistance
is provided for the delivery of text messagesinderDCA.

While removing the bottleneckon the sharedpath of SMS
delivery and voice call setup, DCA potentially introduces
new vulnerabilitiesinto the network. One adwvantageof using
SDCCHs to perfom call establishmentis that users are
authenticatedbeforethey areassignedrCHs. Underthe DCA
model, however, valuable trafbc channelscan be occupied
before users are ever authenticatedUsing a single phone
plantedin atargetedarea,anattacler could simply respondo
all pagingmessageandthenignoreall futurecommunications
from the network. Becausethere are legitimate reasonsto
wait tens of seonds for a phoneto reply to a page, an
attacler couldforcethe network to open andmaintainstatefor
multiple connectionsthat would eventually go unused.Note
thatbecausgagingfor individual phonesoccursover multiple
sectorsa singleroguephonecould quickly createa black-hole
effect. Suchanattackis very similar to the classicSYN attack
obsenred throughoutthe Internet. While seeminglythe most
complete,the potential for additiond damagemadepossible
becausef the DCA approachshouldbe carefully considered.
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C. Combining Mechanisms

Thereis no Gilver-bulletOfor maintaininga high quality
of servicefor both text messagingand voice calls during a
targeted SMS attack. As the above techniqguesdemonstrate,
eachpotential soluion hasits own weaknessesThe combi-
nation of suchsolutions,however, offers techniquesobug to
a wider array of threats.We examinetwo examplesin which
the fusion of mechanismgprovides additionalprotections.

While directly addressinghe bandwidthissuethat makes
targetedSMS attaks possible the DRP techniqueacksgran-
ularity to separatencomingvoice and SMS requestsWRED,
on the other hand, provides such trafbc classibcationbut is
unableto reactto attacksoriginating from trustedsoures. To
illustratethe beneptof layeringthesetechniquesye increase
the volume of legitimate trafec to 2 msgs/sector/sec, with
90% of that trafbc being medium priority and the remaining
10% split equdly betweenhigh andlow priority Rows. Such
anincreasevould be representatie of the elevatedvolumesof
messagesentfrom crovdedeventssuchasconcertsor public
celebrationssuch as New Year® Eve gatherings.Figure 22
shaws the resut of the combinationof the two techniques
duringan attack.Becausef the naturallyincreased/olumeof
legitimate trafbc, subscribetto-subsdber trafbc experiences
approximately5% blocking in a sector only implementing
WRED. As DRP activatesandaddsadditional SDCCHs,only
the attacktrafbc is dropped.Sucha techniquemay be espe-
cially valuableduring an emepgeng, as additionalbandwidth
canbe provisionedto clientsless likely to be malicious.

Anotherpotentally benebciatombinations SRPandDRP.
Given high volumesof voice trafbc, a provider may not be
able to repurposeenoughSDCCHSsto eliminate the effects
of a targeta text messagingattack. Instead,a subsetof the
total channelscould be resened for voice requests.In so
doing, voice blocking due to tamgetedtext messagingattacks
could be eliminated All additional channelscould be added
to reduceblocking for text messagedrigure 23 illustratesan
attack scenarioin which two TCHSs are reclamed for useas
SDCCHswith 18 of 24 total SDCCHsmadeavailableto SMS.
Note both the elimination of call blocking and the gradual
reductionof blocking ratesfor text messages.

Othercombinationsare lessuseful. Integrating WRED and
SRR for example,would simply reducethe bandwidthmade
availablefor even high priority mechanismsAccordingly, the
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network may experiencedecreasedhroughputfor legitimate
messageshan under either schemealone. The use of DCA
with ary other mechanismfails to prevent the vulnerability
introducedin the previous subsectin, and thereforedoesnot
warrantfurther investication.

While no susceptibleexampleswere uncovered during the
courseof this researchthe combnation of ary of the abore
mitigationtechniqueshouldalsobe cardully consideredThis
fusion may lead to the creationof new or magnibcationof
previously mentionedvulnerabilities. Accordingly, additional
testing on developmentnetworksstould be conductedbefore
suchintegration could occur

VI. CONCLUSION

We have demonstratedhe feasibiity of tamgetedtext mes-
sagingattacksand consideredmeasiresto combatthem. Our
analysis shows that adwersarieswith limited resourcescan
causecall blocking probabilitiesto riseto asmuchas70%, ef-
fectively incapacitating cellularnetwork. Suchvulnerabilities
neednot be fatal. Our proposedcountermeasuresan mitigate
or eliminatetheseattackssimply by changingheway in which
call and SMS requestsare hardled.

The attacks discussedthroughout are representatie of
growing andincreasinglyproblematicclassof vulnerabilities.
The connectity betweenthe Internet and traditional voice
networksintroducesnew avenuedor exploit: onceconbnedo
exploiting only inert hosts,remoteadwersariescan debilitate
the serviceswe dependon to carty on our daily lives.In a
broadersense,the ability to control the physical world via
the Internetis inherently dangerousand more so when the
affected componentsare part of critical infrastructure.This
work provides some preliminary solutions and analysis for
these vulnerabilities. Essential future work will seek more
generalsolutionsthat addresshesevulnerabilitiesin current
and next generatiometworks.
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