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Abstract— The transformation of telecommunications net-
works from homogeneous closed systems providing only voice
services to Internet-connected open networks that provide voice
and data services presents significant security challenges. For
example, recent research illustrated that a carefully crafted
DoS attack via text messaging could incapacitate all voice
communications in a metropolitan area with little more than
a cable modem. This attack highlights a growing threat to these
systems; namely, cellular networks are increasingly exposed to
adversaries both in and outside the network. In this paper, we
use a combination of modeling and simulation to demonstrate
the feasibility of targeted text messaging attacks. Under realistic
network conditions, we show that adversaries can achieve block-
ing rates of more than 70% with only limited resources. We then
develop and characterize five techniques from within two broad
classes of countermeasures - queue management and resource
provisioning. Our analysis demonstrates that these techniques can
eliminate or extensively mitigate even the most intense targeted
text messaging attacks. We conclude by considering the tradeoffs
inherent to the application of these techniques in current and next
generation telecommunications networks.

Keywords: telecommunications,sms, denial-of-service,
open-functionality

I . INTRODUCTION

In addition to traditional voice communications,cellular
systemsoffer a wide variety of data and text/short messag-
ing services(SMS). Cellular providers have introducedSMS
gateways betweenthe phone networks and the Internet to
increasethe reach (and volume) of text messaging.These
gateways are partially responsiblefor the soaring usageof
text messaging. SomeÞve billion text messagesaresenteach
month in the United Statesalone [1]. Indeed,for signiÞcant
numbersof users,text messaginghas becomethe primary
meansof communication[2].

Suchinterconnectivity is not without serioussecurity risks.
Thecellular infrastructurewasdesignedto operateasa homo-
geneousand highly controlledsystem.Interconnectivity with
the Internet invalidatesmany of the assumptionsupon which
the phonenetworks weredesigned.Thesefailing assumptions
lead to critical vulnerabilities.Enck et al. [3] showed that,
under a simple model, small but carefully crafted volumes
of text messagescould be used to incapacitateall cellular
communicationsin large metropolitan areas.Particularly in

times of crisis, the cost of the maliciously-driven loss of
cellular communicationscould be immeasurable.

In this paper, we considerboth the reality and mitigation
of previously postulatedattacks on text messaging.Using
analyticalmodelingandhighly detailedsimulationof theGSM
air interface,we show that the simplemodeldescribed in the
original studyunderestimatedthe trafÞc volumesnecessaryto
to effect a high-impact attack by approximatelya factor of
three. However, while the speciÞcestimatesmadeby Enck
et al. were not perfect, we found their qualitative arguments
of feasibility to hold undera rangeof realistic trafÞc models.
In short, our Þndingsdemonstratethat cellular networks are
in fact quite vulnerable to SMS-basedattacksmounted by
adversarieswith even limited resources.SpeciÞcally, anattack
capableof preventing the large majority of voice commu-
nicationsin a metropolitanareais indeedpossiblewith the
bandwidthavailable to a single cablemodem.

In the presenceof this reality, we have developed Þve
techniquesfrom within two broadclassesof countermeasures,
queue management andresource provisioning, to combatthese
attacks.Our goal is to insulate voice call requestsand the
delivery of high priority text messages from the attack.We
apply well-known queueingtechniquesincluding variantsof
WeightedFair Queueing(WFQ), andWeightedRandomEarly
Detection(WRED), whicharewell testedfor addressingtrafÞc
overload in the Internet. Theseschemesattempt to provide
differentiatedserviceto voice and data, and hence alleviate
resourcecontention.

The second class of solutions reapportion the wireless
mediumusing the novel Strict ResourceProvisioning (SRP),
Dynamic ResourceProvisioning (DRP) and Direct Channel
Allocation (DCA) algorithms. Our modeling and simulation
analysesof thecountermeasuresdemonstratestheir utility: the
effect of thesolutionsrangedfrom partialattackmitigation for
bothßows to total eliminationof attack-relatedvoiceblocking
and the successfuldelivery of high priority text messages.
A further exploration of the deployment of thesesolutions
highlightsa numberof security, performance,andcomplexity
tradeoffs. We discuss thesetradeoffs throughoutand make a
numberof recommendationsto the community.

In this work, we make the following contributions:
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• Network/Attack Characterization: We createa realistic
characterizationof systembehavior undertargetedSMS
attacks.Suchcharacterizationsdually ascertaintheir ex-
istenceand develop a proÞle of the effect of an attack
undervarying trafÞc intensity andarrival models.

• Current Countermeasure Analysis: We brießyconsider
popularlyadvertisedsolutionsto targetedtext messaging
attacks.Principally, we Þnd that the currently deployed
ÒedgesolutionsÓarelargely ineffective againstall but the
mostna¬õve attack.

• Countermeasure Development and Evaluation: We
develop and characterize a numberof countermeasures
adaptedfrom well-establishedqueueingtechniques and
novel channelallocationstrategies.Our analysisdemon-
stratesthat theseattackscan be effectively mitigatedby
altering the trafÞc handling disciplinesat the air inter-
face. Hence,counteringtheseattacksneed not require
a substantive changeto internalstructureor operationof
cellularnetworks,but canbehandledentirelyby software
changesat the basestation.

The remainder of this paperis organized as follows: Sec-
tion II discussesrelatedwork; SectionIII providesanoverview
of cellular signalingnetworks andcharacterizestargetedSMS
attacks;SectionIV offers a numberof mitigation strategies
and modelstheir ability to mitigate theseattacks; SectionV
details the attackand mitigation simulations;and SectionVI
offers concludingremarksand future work.

I I . RELATED WORK

Physical disconnectionfrom external networks has long
beenone of the most effective meansof providing security
for telecommunicationsystems.Accordingly, securityin these
networks has traditionally centeredaroundthe prevention of
fraudulentaccessand billing. The changingneedsof users,
however, have forced the gradual erosion of well deÞned
network borders. Whether due to new accesspatterns or
the advent of new services (e.g. data networking via the
Internet),systemsthat oncerelied upon isolation as a major
portion of their defensesareno longerableto do so.Because
fundamentalassumptions about the underlying architecture
of the critical communicationsinfrastructurehave changed,
securitymeasuresaddressingnew classesof threatsresulting
from the interconnection of networks are essential. Similar
observationsandconcernshave beenexpressedin theNational
Strategy to SecureCyberspace[4].

Telecommunicationsnetworks are not the only systemsto
suffer from vulnerabilities related to expandedconnectivity.
Systemsincluding Bank of AmericaÕs ATMs and 911 emer-
gency services for Bellevue, Washingtonwere both made
inaccessibleby the Slammer worm [5]. Although neither
systemwas the target of this attack,simply being connected
to the Internet made them experiencesigniÞcantcollateral
damage.Systemslessdirectly connected to the Internethave
also been subject to attack. Byers, et al. [6] demonstrated
onesuchattackusingsimpleautomatedscriptsand webforms.
Immensevolumesof junk postalmail could then be usedto
launchDenial of Service (DoS) attackson individuals.

The typical targets of DoS attacks, however, are more
traditionalonline resources.In 2000,for example,userswere
unable to reachAmazon, eBay and Yahoo! as their servers
werebombardedwith over a gigabit per secondof trafÞc [7].
Sincethat time, sitesrangingfrom software vendors[8] and
news services[9] to online casinos[10] have all fallen victim
to suchattacks.While signiÞcantresearchhasbeen dedicated
to categorizing[11], mitigating[12], [13] andeliminating[14]
theseattacks,no solutionshave seenwidespreadimplementa-
tion. Becauseof the varioustransformationsof datatransiting
betweenthe Internet and telecommunicationsnetworks, the
directapplicationof theabove techniqueswouldbeineffective.

Whether accidentalor the result of malicious behavior,
denialof serviceincidentshave beenstudiedanddocumented
in telecommunicationsnetworks. The National Communica-
tions System publisheda study on the effects of text mes-
sagesduring emergency situations.Given realistic scenarios
for usage,this technicalbulletin argued that SMS resources
neededto be increased100-fold in order to operateunder
suchconditions[15]. Operators have also reportedproblems
with connectivity during holidays due to increasedvolumes
of SMS trafÞc [16]. Enck, et al. [3] demonstratedthat an
adversary would be able to causethe same congestionin
targeted metropolitan areasby injecting a relatively small
amountof trafÞc.While a numberof solutionswereproposed
in that work, nonehave yet beenmeasuredandcompared.

I I I . SYSTEM/ATTACK CHARACTERIZATION

A. Message Delivery Overview

In the following subsection,we provide a high-level, sim-
pliÞed tutorial on text message delivery in cellular networks.

1) Message Insertion: Messagesmaybesubmittedinto the
systemfrom cell phonesoperatingwithin thesystem,via web
portals managedby the service providers, or from external
sourcessuchasemail, etc.We focuson delivery from external
sources,but the message ßow for all types of messagesis
similar.

An Internet-originatedSMS messagecan be generatedby
any one of a numberof External Short Messaging Entities
(ESMEs).ESMEsincludedevicesandinterfacesrangingfrom
email and web-basedmessagingportals to service provider
websites and voice mail services and can be attached to
telecommunicationsnetworks either by dedicatedconnection
or theInternet.Whena messageis injectedinto thenetwork, it
is deliveredto the Short Messaging Service Center (SMSC).
Theseservers are responsiblefor the execution of a Òstore-
and-forwardÓprotocol that eventually delivers text messages
to their intendeddestination.

The contentsanddestinationinformationfrom the message
are examined by the SMSC and are then copied into a
properlyformattedpacket. At this point, messagesoriginating
in the Internetandthosecreatedin the network itself become
indistinguishable.Formattedtext messagesare thenplaced in
an egressqueuein the SMSCand await service.

2) Message Routing: Before an SMSC can forward a text
messageto a targetedmobile device, it must Þrst determine
the location of that device. To accomplishthis, the SMSC
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Fig. 1. A high level descriptionof SMS delivery in an SS7network.
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Fig. 2. An overview of SMSmessagedeliveryon thewirelessor air interface.
Incomingvoicecallswould follow a similar procedureexceptthat they would
receive a TCH after using the SDCCH.

queries a databaseknown as the Home Location Register
(HLR). The HLR is responsiblefor storing subscriberdata
including availability, billing information, available services
and current location. With the help of other elementsin the
network, the HLR determinesthe routing information for the
targeted device. If the desired phone is not available, the
SMSC stores the messageuntil a later time for subsequent
retransmission.Otherwise, the SMSC receives the address
of the Mobile Switching Center (MSC) currently providing
serviceto thetargetdevice.TheMSCdeliversthetext message
over the wirelessinterfacethroughits attachedBase Stations
(BS). Figure1 illustratesthe path describedabove.

3) Wireless Delivery: An areaof coveragein a wireless
network is calleda cell. Eachcell is typically partitionedinto
multiple (usually three) sectors.We characterizethe system
on a per sectorbasisthroughoutthe paper.

The air interface, or radio portion of the network, is
traditionally divided into two classes of logical channels -
the Control Channels (CCHs) and Traffic Channels (TCH).
TCHs carry voice trafÞc after call setuphasoccurred.CCHs,
which transportinformation about the network and assistin
call setup/SMSdelivery, are subclassiÞedfurther. In order to
alert a targeteddevice that a call or text messageis available,
a messageis broadcaston the Paging Channel (PCH). Note
thatmultiple basestationsbroadcastthis pagein anattemptto
quickly determine the sectorin which the targetedrecipientis
located.Upon hearing its temporaryidentiÞeron the PCH,
available devices inform the network of their readinessto
acceptincoming communicationsusing the slotted ALOHA-
basedRandom Access Channel (RACH) uplink. A device
is then assigneda Standalone Dedicated Control Channel
(SDCCH)by listeningto the Access Grant Channel (AGCH).
If a text messageis available, the basestation authenticates
the device, enablesencryption,and thendelivers the contents
of the messageover the assignedSDCCH.If insteada call is
incoming for the device, the SDCCH is usedto authenticate
the device andnegotiatea TCH for voice communications.

Figure 2 offers an overview of the wireless portion of
messagedelivery.

TABLE I

COMMONLY USED VARIABLES

! cal l Arrival rateof voice calls
! S M S Arrival rateof text messages

µS D C C H ,cal l Servicerateof voice calls at SDCCH
µT C H ,cal l Servicerateof voice calls at TCH

µS D C C H ,S M S Servicerateof text messagesat SDCCH
" call Call trafÞc intensity

" S M S SMS trafÞc intensity

TABLE II

SYSTEM AND ATTACK PARAMETERS

µ! 1
T C H 120 sec[17]

µ! 1
S D C C H ,cal l 1.5 sec[17]

µ! 1
S D C C H ,S M S 4 sec[15]

! call 50,000calls/city/hr
.2525calls/sector/sec

! S M S,a ttack 495 msgs/city/sec
9 msgs/sector/sec

! S M S,r egu l ar 138.6K/city/hr
0.7 msgs/sector/sec

B. System Vulnerability

All large scale attacks, whether targeting the digital or
physical domain, evolve in the following phases:recognition
(identiÞcationof a vulnerability), reconnaissance (characteri-
zationof the conditionsnecessaryto attackthe vulnerability),
exploit (attackingthevulnerability)andrecovery (cleanupand
forensics).We approachtargeted SMS attacks in the same
fashion.Enck, et al. [3] provide a methodologyfor executing
suchan attack;we summarize it here.

The vulnerability in GSM cellular networks that allows for
targetedtext messageattacksto occur is the result of band-
width allocation on the air interface.Undernormaloperating
conditions,the small ratio of bandwidthallocatedto control
versustrafÞc datais sufÞcientto deliver all messageswith a
low probability of blocking. However, becausetext messages
use the same control channelsas voice calls for delivery
(SDCCHs),contentionfor resourcesoccurswhen SMS trafÞc
is elevated.Givena sufÞcientnumberof SMSmessages,each
of which require on averagefour secondsfor delivery [15],
arriving voice calls will be blocked for lack of available
resources.

Sendingtext messagesto every possiblephonenumberis
not an effective meansof attackinga network. The haphazard
submissionof messagesis in fact more likely to overwhelm
gateways betweenthe Internet and telecommunications net-
works than to disrupt cellular service. An adversary must
efÞcientlyblanket only the targetedareawith messagesso as
to reducethe probability of less effective collateraldamage.
The information to achieve such a goal, however, is read-
ily available. Using tools including NPA-NXX Area Code
Databases,Internet searchengines and even feedbackfrom
serviceprovider websites,an attacker can easily constructa
Òhit-listÓof potentialtargets.Armed with this information,an
adversarycanthenbegin exploiting thebandwidthvulnerabil-
ity.

Theexploit itself involvessaturatingsectorsto theirSDCCH
capacityfor someperiod of time. In so doing, the majority
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Fig. 3. Blocking characteristicsof a network under a variety of trafÞc
intensities.
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Fig. 4. Channelutilization characteristicsof a network undera variety of
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of attemptsto establishvoice calls are blocked. For all of
Manhattan,which would typically beprovisionedwith 12 SD-
CCHsper sector, a perfectlyexecutedattackwould requirethe
injectionof only 165messagespersecond,or approximately3
messages/sector/second.Becausedowntime in telecommunica-
tionsnetworkshashistoricallyprovenexpensive [18], wemore
fully characterizetheseattackssuchthateffectivesolutionscan
be developed.

C. Network Characterization

We begin by developing characterizations of the GSM
air interfaceundera rangeof standardoperatingconditions.
To achieve theseends,we have developeda detailedGSM
simulator. The design considerationsand veriÞcationof its
accuracy are discussedin our previous work [19] A cellular
deployment similar to that found in Manhattan[15] is used
as our baselinescenario.Each of the 55 sectorsin the city
has 12 SDCCHs1. We assumeboth call requestsand text
messagesarrive with a Poissondistribution andthat TCH and
SDCCHholdingtimesareexponentially distributedaroundthe

1In reality, only the highest capacity sectors would be so over-
provisioned [15], making this a conservative estimatefor every sectorin a
city.
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appropriatemeans(seeTablesI andII) unlessexplicitly stated
otherwise.Such values are well within standardoperating
conditions[20], [21], [1].

Figure 3 illustratesthe blocking ratesfor trafÞc channels
under four different voice trafÞc loads.Most relevant to the
currentdiscussionis thenonexistenceof call blockingon SD-
CCHs.The absenceof suchblockingreinforcestherobustness
of the design of GSM as a voice communicationsystem.
SpeciÞcally, the only points of congestionin the systemare
the trafÞc channelsthemselves.Figure 4 further supportsthe
blockingdataby illustratingvery low SDCCHutilization rates
for offered loadsof both 50 and100K calls/hour.

Elevated loadsmay representsigniÞcantpublic gatherings
(e.g. concerts, celebrations),holiday spikes or large-scale
emergencies.Blocking on other channelsbegins to become
observable only undersuchextremecircumstances.Figure 5
highlights an emergency situation in which the call and
SMS rate spikes from 50K calls/hour to 100K calls/hour
and 138K msgs/hour to 276K msgs/hour, respectively.
Figure 6, which shows the channelutilization data for the
ÒemergencyÓscenario,reinforcesthat it is only underextreme
duressthat otherchannelsin the systembegin to saturate.
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D. Attack Characterization

In order to judge theefÞcacy of any countermeasureagainst
targetedSMSattacks,it is necessaryto fully characterizesuch
an event. We seekto understandthe observed conditionsand
thesubtleinterplayof network componentsgivena wide range
of inputs. We use the simulator describedin the previous
subsectionand the parametersin Table II to understandsuch
attacks.

To isolatetheimpactof blockingcausedby SDCCHconges-
tion, we do not include pre-SDCCHqueues;we examinethe
impactof suchqueues in SectionsIV andV. If a call request
or text message arrives when all SDCCHs are occupied,the
requestis blocked.

A sector is observed for a total of 60 minutes,in which
the middle 30 minutes are exposedto a targeted SMS at-
tack. The SMS attack intensity is varied between4 and 13
times the normal SMS load, i.e., λSMS = 165 msgs/sec
(3 messages/second/sector) to λSMS = 495 msgs/sec (9
messages/second/sector)2. All resultsare the averageof 1000
runs,eachusingrandomlygeneratedtrafÞcpatternsconsistent
with the above parameters.

We Þrst replicate the attack presentedin our previous
work [3], [19]. To do this, a burstof 12 SMSmessagesis sent
in sequentialframesonceevery four secondsto eachsector.
TheSDCCHholdingtime for eachmessageis madedetermin-
istic andsetto exactly 4 seconds.This burstybehavior quickly
loadsall SDCCHs.Whereastelecommunicationsnetworksare
traditionally designedto experienceblocking probabilitiesof
less than 1% [22], [23], [24], this attack is consistantlyable
to prevent more than 90% of all calls from being completed
dueto SDCCHblocking.Figure7 shows theblocking in such
a system.

Becausedelay variability is likely throughoutthe network,
and becauseSDCCH holding times will not be deterministic
due to varying processingtimes and errors on the wire-
less links, this perfect attack would be difÞcult to achieve
in real networks. Accordingly, we investigate a number of
ßow arrival characteristicswhile considering exponentially
distributed SDCCH holding times. Figure 8 illustrates the

2BecauseDoSattackson theInternetfrequentlyexhibit morethananentire
yearÕs volumeof trafÞc [7], suchan increaseis relatively insigniÞcant.
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effectivenessof attackswhenmessagesarrive with a Poisson,
bursty or deterministicallyuniform distribution. Notice that,
due to the addition of variability, bursty attacksare the least
successfulof the three.This is becauseit is unlikely that 12
text messagesarriving back-to-backwill all Þnd unoccupied
SDCCHs.Thus blocking occurson the attack messages,and
legitimate trafÞc that arrives between bursts has a higher
probabilityof ÞndinganavailableSDCCH.Themosteffective
attack is when messagesarrive uniformly spaced;however,
due to variablenetwork delay, suchan attackwould also be
difÞcult to realize.

Our remaining experiments therefore assumea Poisson
distribution for the arrival of text messages.We use an
attack intensity of 495 msgs/sec, which is equal to 9 mes-
sages/second/sectorandyields a blocking probability of 71%.
For this case we show the SDCCH and TCH utilization
in Figure 9. This Þgure conÞrmsthe effectivenessof the
attack:during the attack,the SDCCH utilization is near1.0,
and the TCH utilization drops from close to 70% down
to approximately20%. This shows that althoughTCHs are
available for voice calls, they cannot be allocated due to
SDCCH congestion.Our experiments conÞrm that, at this
rate,no otherbottlenecksin the systemexist, including other
control channelsor the SS7signaling links.
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IV. MITIGATION TECHNIQUES

Voice communicationshave traditionally received priority
in telecommunications systems.Becausevoice has beenthe
dominantmeansby which peopleinteractvia these networks,
providersallow for the degradationof other servicesin order
to achieve high availability for the voice services.Thereare,
however, an increasingset of scenariosin which the priority
of servicesbegins to change.

On September11th, 2001, service providers experienced
signiÞcantsurges in usage.Verizon Wireless reported the
numberof calls madeincreasedby more than 100% above
averagelevels. Cingular Wirelessexperiencedan increaseof
over 1000%for calls boundfor the greaterWashingtonD.C
area[15]. In spiteof theincreasedcall volume,SMSmessages
were still received in even the most inundatedareasbecause
the control channelsusedfor their delivery remained uncon-
gested.In bothemergency andday-to-daysituations,theutility
of text messaginghas increasedto the samelevel as voice
communicationsfor signiÞcantportionsof the population[2].

For this reason,attractive mitigationsolutionsmustnot only
protect voice servicesfrom targeted SMS attacks,but also
allow SMS service to continue. In particular, differentiated
servicefor text messagedelivery baseduponthesourceof the
SMS trafÞc is desirable.For instance,authenticatedmessages
originatedby emergency respondersshould be given higher
priority thanmessagessubmitted by unauthenticatedsources.

There are three traditional approaches to combatingcon-
gestion.The Þrst is rate limitation of the trafÞc source- in
this casethe interfaceson which messagesaresubmitted. The
network can also be protected by sheddingtrafÞc or using
schedulingmechanisms.Finally, resourcesmaybe reallocated
to alleviate the network bottleneck.We examine thesesolu-
tions below.

A. Current Solutions
Cellular providers have introduceda numberof mitigation

solutionsinto phonenetworks to combatthe SMS-basedDoS
attacks. These solutions focus on rate limiting the source
of the messagesand are ineffective against all but the least
sophisticatedadversary. To illustrate,theprimarycountermea-
sure discovered by the authorsof the original study was a
per-sourcevolume restrictionat the SMS gateway [3]. Such
restrictionswould, for example,allow only 50 messagesfrom
a single IP address.The ability to spoof IP addressesandthe
existenceof zombie networks renderthis solution impotent.
Another popular deployed solution Þlters SMS trafÞc based
on the textual content. Similar to SPAM Þltering, this ap-
proachis effective in eliminatingundesirabletrafÞconly if the
contentis predictable. However, an adversarycanbypassthis
countermeasureby generatinglegitimate looking SMS trafÞc
from randomlygeneratedsimple texts, e.g. ÒI will meet you
at Trader Joe’s at 5:00pm. -AliceÓ

Note that theseand the overwhelming majority of other
solutionsdeployedin responseto theSMSvulnerabilitycanbe
classiÞedas edge solutions. Ineffective by construction,such
solutionstry to regulate the trafÞc ßowing from the Internet
into theprovider network at its edge.Provider networkscover

hugegeographic areasand consistof hundredsof thousands
of network elements.Any compromised elementcan be a
conduitfor malicioustrafÞc.Moreover, if left unregulated,the
connectionsbetweenprovider networks canalsobe exploited
to inject SMS trafÞc.

Ratelimitation is largely unattractive even within the core
network. The distributed natureof Short MessagingService
Centers(SMSCs),throughwhichall text messagesßow, makes
it difÞcult to coordinate real-time Þltering in responseto
targetedattacks.

Therefore,for the purposesof this discussion,we assume
thatanadversaryis ableto successfullysubmita largenumber
of text messagesinto a cellular network. The defensesbelow
arededicatedto protectingtheresourcethat is beingexploited
in theSMSattackÐthebandwidthconstrainedSDCCHs.Note
that the Internet facesa similar conundrum:once dominant
perimeterdefensesarefailing in thefaceof dissolvingnetwork
borders,e.g., as causedby wirelessconnectivity and larger
andmoregeographically distributednetworks [25]. As is true
in the Internet, we must look to other methodsto protect
telecommunicationsnetworks.

In the following sectionswe discussmitigation techniques
basedon queue management and resource provisioning. For
each solution we provide some basic analysis to provide
insight; the motivation for parameter selectionis covered in
moredetail in SectionV.

B. Queue Management Techniques
1) Weighted Fair Queueing: Becausewecannotrely onrate

limitation at thesourceof messages,we now explorenetwork-
basedsolutions.Fair Queueing[26] is a schedulingalgorithm
thatseparatesßows into individual queuesandthenapportions
bandwidth equally between them. Designedto emulatebit-
wise interleaving, Fair Queueingservices queuesin a round-
robin fashion.Packets are transmitted when their calculated
interleavedÞnishing time is theshortest.Building priority into
sucha systemis a simple taskof assigningweightsto ßows.
Known asWeighted Fair Queueing (WFQ) [27], this technique
canbe usedto give incomingvoice calls priority over SMS.

We provide a simpliÞedanalysisto characterizethe perfor-
manceof WFQ in this scenario.We apply WFQ to theservice
queuesof theSDDCH.We createtwo waiting queues,onefor
voicerequestsandonefor SMSrequests,respectively. Thesize
of the call queueis 6 and the size of the SMS queueis 12
(discussedin SectionV). To determine the relative blocking
probability and utilization of the voice and SMS ßows, we
begin by assumingthe conditionsset forth in TablesI andII.

WFQ can be approximatedas a generalprocessorsharing
system(GPS)[28]. The averageservice rateof suchsystems
is the weightedaverageof the serviceratesof all classes of
servicerequests.In our casewe have two typesof requests:
voice calls with λcall = 0.2525 calls/sector/sec and an
averageservicetime on the SDCCH of µ−1

call = 1.5 seconds,
andSMSrequestswith λSMS = 9.7 msgs/sector/sec (attack
trafÞc+ regular trafÞc)andµ−1

SMS = 4 seconds.Therefore,for
our system,µ−1 = 3.94 seconds.

Although our systemhasmultiple servers (SDCCHs),and
is thusanM/M/n system,becauseit is operatingat high loads
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duringanattack,it maybeapproximatedby anM/M/1 system
with its µ = nµ

!
, whereµ

!
is theserviceratecalculatedabove.

Usingthesevalues,andaccountingfor theweightingof 2:1 for
servicingcall requests,the call trafÞc intensity λcall/µcall =
ρcall = 0.04, and the expectedcall queueoccupancy is about
1%. BecausetheρSMS is muchgreaterthan1, its SMSqueue
occupancy is approximately 100%.Whencombined,the total
queueoccupancy is approximately 67%.

These numbers indicate that the WFQ-basedapproach
would sufÞciently protect voice calls from targeted SMS
attacks.SectionV offersadditionalinsightthroughsimulation.

2) Weighted Random Early Detection: Active queueman-
agementhasreceived a greatdealof attention asa congestion
avoidancemechanismin theInternet.Random Early Detection
(RED) [29], [30], oneof thebetterknown techniquesfrom this
Þeld, is a particularly effective meansof coping with poten-
tially damagingquantitiesof text messages.While traditionally
usedto addressTCP congestion,RED helpsto prevent queue
lockout and RED drops packets arriving to a queuewith a
probability that is a function of theweightedqueueoccupancy
average,Qavg. Packets arriving to a queuecapacity below
a threshold,tmin, are never dropped.Packets arriving to a
queuecapacity above somevalue tmax are always dropped.
Betweentmin and tmax, packets are droppedwith a linearly
increasingprobabilityup to Pdrop,max. This probability, Pdrop,
is calculatedas follows3:

Pdrop = Pdrop,max á(Qavg ! tmin)/(tmax ! tmin) (1)

The advantagesto this approachare twofold: Þrst, lockout
becomesmore difÞcult as packets are purposefully dropped
with greaterfrequency; secondly, becausethecapacityof busy
queuesstays closer to a moving averageand not capacity,
spacetypically exists to accommodate suddenburstsof trafÞc.
However, oneof the chief difÞcultieswith traditionalRED is
that it eliminatesthe ability of a provider to offer quality of
service(QoS) guaranteesbecauseall trafÞc enteringa queue
is droppedwith equal probability . Weighted Random Early
Detection (WRED) solves this problem by basing the prob-
ability a given incoming messageis droppedon an attribute
suchas its contents,sourceor destination. Arriving messages
not meeting somepriority are thereforesubject to increased
probability of drop. The dropping probability for eachclass
of messageis tunedby settingtpriority,min and tpriority,max

for eachclass.
We consider the use of authentication as a means of

creating messagingpriority classes.For example, during a
crisis,messagesinjectedto a network from the Internetby an
authenticatedmunicipality or from emergency personnelcould
receive priority over all othertext messages.A numberof mu-
nicipalities alreadyusesuchsystemsfor emergency [31] and
trafÞcupdates[32]. Messagesfrom authenticateduserswithin
the network itself receive secondarypriority. Unauthenticated
messagesoriginating from the Internet aredeliveredwith the
lowest priority. Such a systemwould allow the informative
messages(i.e. evacuationplans,additionalwarnings,etc.) to

3Somevariantsof RED additionally incorporatea count variable.Equa-
tion 1 is the simplestversionof RED deÞnedby RFC 2309[30].

be quickly distributedamongstthe population.The remaining
messageswould then be deliveredat ratios correspondingto
their priority level. Weassumethatpacketpriority markingoc-
cursat the SMSCssuchthat additionalcomputationalburden
is not placedon basestations.

Here, we illustrate how WRED can provide differentiated
service to different classesof SMS trafÞc using the attack
scenariodescribed in TablesI and II. We maintain separate
queues,which are served in a round robin fashion,for voice
requestsand SMS requests.We apply WRED to the SMS
queue.In this example we assumelegitimate text messages
arrive at a sectorwith an averagerateof 0.7 msgs/sec with
thefollowing distribution:10%highpriority, 80%mediumpri-
ority, and10%low priority. Theattackgeneratesanadditional
9 msgs/sec.

To accommodatesuddenburstsof high priority SMStrafÞc,
we choosean SMS queue size of 12. Becausewe desire
low latency delivery of high priority messages,we target an
averagequeueoccupancy Qavg = 3.

To meetthis objective, we mustset tlow,min and tlow,max.
For M/M/n systemswith a Þnitequeueof sizem, thenumber
of messagesin the queue,NQ, is:

NQ = PQ
ρ

1 ! ρ
(2)

where:
PQ =

p0(mρ)m

m!(1 ! ρ)
(3)

where:

p0 =

[
m−1∑

n=0

(mρ)n

n!
+

(mρ)m

m!(1 ! ρ)

]−1

(4)

SettingNQ = 3, we derive a target load ρtarget = 0.855.
ρtarget is the utilization desiredat the SDCCHs.Thus, the
packet dropping causedby WRED must reducethe actual
utilization, ρactual or λSMS/(µSMS án), causedby the heavy
offered load during an attack,to ρtarget. Therefore:

ρtarget = ρactual(1 ! Pdrop) (5)

wherePdrop is theoverall droppingprobabilityof WRED.For
trafÞc with averagearrival rate of λSMS = 9.7 msgs/sec,
ρactual = 3.23. Solving for Pdrop,

Pdrop = 1 !
ρtarget

ρactual
= 0.736 (6)

Pdrop canbe calculatedfrom the dropping probabilitiesof
the individual classesof messagesby (λlow = 9.07):

Pdr op =
Pdr op,hi gh · ! hi gh + Pdr op,med · ! med + Pdr op, lo w · ! lo w

! S M S
(7)

Becausewe desire to deliver all messagesof high and
mediumpriority, we set Pdrop,high = Pdrop,med = 0. Using
Equation7, we Þnd Pdrop,low = 0.787. This value is then
used in conjunction with Equation 1 to determinetlow,min

and tlow,max.
The desiredaveragequeueoccupancy, Qavg, is 3. From

equation1, tlow,min must be an integer less than the aver-
age queueoccupancy. This leaves three possiblevalues for
tlow,min: 0, 1, and2. The bestÞt is found whentlow,min = 0
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acceptSMS requestsfrom 1 to 12(all).

and tlow,max = 4, resultingin 75% droppingof low priority
trafÞc.

Using this methodit is possibleto set thresholdsto meet
delivery targets.Of course,dependingon the intensity of an
attack,it may not bepossibleto meetdesiredtargetsaccording
to Equation7, i.e., it may not be possibleto limit blocking
to only low priority trafÞc. While the methodoutlined here
provides just an approximatesolution,given the quantization
error in settingtlow,min andtlow,max (they mustbe integers),
we believe the methodis sufÞcient.We provide more insight
into the performanceof WRED in SectionV.

C. Resource Provisioning

Noneof theabove methodsdealwith thesystembottleneck
directly; rather, they strive to affect trafÞc before it reaches
theair interface.An alternative strategy of addressingtargeted
SMS attacksinsteadfocuseson the reallocation of the avail-
ablemessagingbandwidth.We thereforeinvestigatea variety
of techniquesthat modify the way in which the air interface
is used.

To analyzethesetechniques we resort to simple Erlang-B
queueinganalysis.We presenta brief backgroundhere.For
more detailsseeSchwartz [28]. In a systemwith n servers,
and an offered load in Erlangsof A, the probability that an
arriving request is blocked becauseall serversareoccupiedis
given by:

PB =
An

n!∑l= n−1
l=0

Al
l!

(8)

The load in Erlangsis the sameas the utilization, ρ, in a
queueingsystem;it is simply the offered load multiplied by
the service time of the resource.The expectedoccupancy of
the servers is given by:

E(n) = ρ(1 ! PB) (9)

1) Strict Resource Provisioning: Under normal condi-
tions, the resourcesfor servicesetupand delivery are over-
provisioned. At a rate of 50, 000 calls/city/hour in our
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Fig. 11. The probability of an incoming call/messageblocking in a sector
for a varying numberof SDCCHs

baselinescenario,for example,the calculatedaverageutiliza-
tion of SDCCHsper sectoris approximately2%. Given this
observation, if a subsetof the total SDCCHs can be used
only by voice calls,blocking dueto targetedSMS attackscan
be signiÞcantlymitigated. Our Þrst air interfaceprovisioning
technique,Strict Resource Provisoning (SRP), attempts to
addressthis contentionby allowing text messagesto occupy
only a subsetof the total number of SDCCHs in a sector.
Requestsfor incomingvoice calls cancompetefor the entire
setof SDCCHs,including the subset usedfor SMS. In order
to determineappropriateparametersfor systemsusing SRP,
we apply Equations8 and9.

To isolate the effectivenessof SRP, we considera system
with no queue.Figure 10 shows the blocking probabilitiesfor
a systemusing SRPwhen we vary the numberof SDCCHs
that will acceptSMS requestsfrom 1 to 12 (all). Because
incoming text messagesonly compete with voice calls for a
subsetof the resources,any resulting call blocking is strictly
a function of the size of the subsetof voice-only SDCCHs.
Theattacksof intensity165,330,and495msgs/city/sec (3,
6, and9 messages/second/sector)have virtually no impacton
voice calls until the full complementof SDCCHsare made
available to all trafÞc. In fact, it is not until 10 SDCCHsare
madeavailableto SMStrafÞcthat the blockingprobability for
incomingvoice calls reaches1%.

By limiting the numberof SDCCHsthat will serve SMS
requests,the blocking for SMS is increased.When only six
SDCCHsareavailableto text messages,blockingprobabilities
for SMS areashigh as84%. BecausesigniÞcantnumbersof
peoplerely upon text messaging as their primary meansof
communication,such parametersshould be carefully tuned.
We will discussthe impactof additional factorsafter examin-
ing the resultsof simulationin SectionV.

2) Dynamic Resource Provisioning: While SRP reprovi-
sionscapacityonexisting SDCCHs,otherover-provisionedre-
sourcesin thesectorcouldbemanipulatedto alleviateSDCCH
congestion.For example,at a rateof 50,000calls/hour, each
sectorusesanaverageof 67%of its TCHs. If a small number
of unusedTCHs could be repurposedasSDCCHs,additional
bandwidthcould be provided to mitigatesuchattacks.

Our secondair interfacetechnique,Dynamic Resource Pro-
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visioning, attemptsto mitigatetargetedtext messaging attacks
by temporarily reclaiming a number of TCHs (up to some
limit) for useas SDCCHs.This approachis highly practical
for a number of reasons.First, increasing the bandwidth
(762 bits/second)of individual SDCCHsis difÞcult without
makingsigniÞcantchangesto eitherthe radioencodingor the
architectureof the air interfaceitself. Becausemajor changes
to the network are extremely expensive and typically occur
over the courseof many years,suchÞxesarenot appropriate
in the short term. Secondly, dynamicallyreclaimingchannels
allows the network to adjust itself to current conditions.
During busy hourssuch as morning and evening commutes,
for example, channelstemporarily usedas SDCCHscan be
returnedto the pool of TCHs to accommodateelevatedvoice
trafÞc needs.Lastly, becauseSDCCHs are assignedvia the
AGCH, allocating incoming requeststo seemingly random
timeslotsrequiresalmostno changesto handsetsoftware.

Figure 11 demonstratesthe blocking probability for in-
coming calls and text messagesin a sector using DRP to
add a variable number of SDCCHs. Again, no queuewas
used. The ability of an attacker to block all channels is
signiÞcantlyreducedas the number of SDCCHs increases.
Attackers are therefore forced to increase the intensity of
their attack in order to maintain its potency. For attacksat
a rate of 165 msgs/sec, doubling the numberof available
SDCCHsreducesthe calculatedblocking causedby an attack
by two ordersof magnitude.The blocking probability caused
by attacksat higher rates, in which the numberof Erlangsis
greaterthan the numberof SDCCHs,decreasesin roughly a
linear relationshipto the number of SDCCHsadded.

One potential drawback with DRP is that by subtracting
TCHs from the system,it is possibleto increasecall block-
ing becauseof TCH exhaustion.In fact, the reclamationof
TCHs for useas SDCCHsincreasesthe blocking probability
for voice calls from 0.2% in the basescenario(45 TCHs,
12 SDCCHs) to 1.5% where 40 SDCCHs are available (a
reduction to 40 TCHs). Section V offers additional insight
into the tradeoffs inherentto this scheme.

3) Direct Channel Allocation: The ideal meansof elim-
inating the competitionfor resourcesbetweencall setupand
SMSdeliverywouldbethroughtheseparationof sharedmech-
anisms.SpeciÞcally, delivering text messagesand incoming
call requestsover mutually exclusive setsof channelswould
prevent these ßows from interfering with each other. The
challengeof implementingsucha mechanismis to do sowith-
out requiring signiÞcantrestructuring of the network archi-
tecture.As previously mentioned,suchfundamentalchanges
in network operationare typically too expensive and time
consumingto be consideredin the short term.While the SRP
techniqueprovides a rudimentaryseparation, it is possibleto
further isolatethesetwo typesof trafÞc.

As mentionedin the previous section,DRP is easily im-
plementablebecausethe AGCH speciÞesthe location of the
SDCCH allocatedfor a speciÞcsession.After call requests
ÞnishusingtheirassignedSDCCH,they areinstructedto listen
to a speciÞcTCH. Becausethe useof a TCH is the eventual
goalof incoming voicecalls,it is thereforepossibleto shortcut
the use of SDCCHs for call setup. Incoming calls could

thereforebe directed to a TCH, leaving SDCCHs exclusively
for the delivery of SMS messages.This technique,which we
refer to as Direct Channel Allocation (DCA), removes the
sharedSDCCHchannelsas the systembottleneck.

Calculatingblocking probabilitiesfor a systemimplement-
ing DCA is a simple matterof analyzingSDCCH and TCH
blocking for the two independentßows. For 165 msgs/sec,
text messageshave a calculatedblocking probability of ap-
proximately20%. This value increasesto 68% as the attack
intensityincreasesto 495msgs/sec. Voicecalls,at anaverage
rate of 50, 000 calls/hour, have a blocking probability of
0.2%. Note that becausethe shared bottleneck has been
removed, it becomesextremely difÞcult for targeted text
messagingattacksto haveany effectonvoicecommunications.
In SectionV, we will highlight thesenew potentialpointsof
contention.

V. RESULTS AND DISCUSSION

In order to characterizeeach of our proposedmitigation
techniques,we simulate attacks against networks with the
parametersof Tables I and II unless otherwisenoted. The
RACH parametersusedoptimalsettings[33], andwe recorded
no blocking occurreddue to RACH or SS7 signaling link
overloadduring any simulations.

A. Queue Management Strategies
In the following two subsectionswe presentour simulation

resultsfor WFQ andWRED. For both solutions,we maintain
queuesof size6 and12 for call requestsandSMS messages,
respectively. We experimentedwith several valuesof queue
size and found these to provide a good balance between
additionallatency androbustness.Note thatbecausethearrival
rate of SMS messagesis greater than the processingrate
(ρ > 1), no Þnitequeuecanprevent dropping.

1) Weighted Fair Queueing: Buffering alone is not sufÞ-
cient to protectagainstcongestion[26], [34]. We apply WFQ
with a weightof 2 for callsand1 for SMSmessagesto ensure
voice calls receive a suitableamountof SDCCHbandwidth.

Figure 12 illustrates the resulting blocking for a sector
implementingWFQ.Thepreferentialtreatmentof voicetrafÞc
eliminatestheblockingpreviously seenin anunprotectedsys-
tem.Incomingtext messages,however, continueto experience
roughly thesameblocking(72%)observedby all trafÞc in the
baseattackscenario.As is shown in Figure13, thequeueitself
doesnothing to prevent congestion.Total queueutilization is
65%. As two-thirds of the queuespaceis available to text
messaging,this representsa near total averageoccupancy of
the SMS queueand a virtually unusedvoice trafÞc queue.
SuchanobservationconÞrmsouranalyticalresults.ThisÞgure
alsodemonstratestheability to protect voiceservices,asTCH
utilization is not loweredduring the attack.

The advantageto implementing the WFQ mechanismis
not only its relative simplicity, but also its effectivenessin
preventingdegradationof voice servicesduring targetedSMS
attacks. Unfortunately, the granularity for prioritizing text
messagesis insufÞcient to provide adequateserviceto those
usersrelying upontext messagingastheir dominantmeansof
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Fig. 12. Thesimulatedblockingprobability for a sectorimplementingWFQ.
Notice that voice calls areunaffectedby the attack,whereasthe majority of
text messagesaredropped.
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Fig. 13. The simulatedutilization for a sectorimplementingWFQ. Notice
that TCH utilization remainsconstantthroughoutthe attack.

communication.Accordingly, if usersbelieve that their trafÞc
is unlikely to be delivered,their faith in text messagingas a
reliable servicewill decrease.While Þnergranularitycan be
providedby addingonequeueperSMSclass,thissolutionwill
result in inefÞcientmemoryuseand complexity. We discuss
meansof addingsuchgranularitythroughthe useof WRED.

2) Weighted Random Early Detection: The useof a priori-
tizeddroppingpolicy allows a systemto offer similar prioriti-
zationto WFQ while maintainingonly a singlequeue.In our
implementationof WRED, we maintainone queuefor voice
requests(sizeof 6) and onequeuefor SMSmessages(size12)
andapplyWRED to theSMSqueue.We differentiatetheSMS
trafÞcby settingdifferentthresholdsfor eachclass.Weassume
that SMS trafÞc is marked upstreamashaving high, medium,
or low priority. We assign the thresholdsas (thigh,max =
thigh,min = 12), medium(tmed,max = 10, tmed,min = 6) and
low (tlow,max = 4, tlow,min = 0) priority. Thesepriorities
corresponddirectly to emergency priority users,network cus-
tomersandInternet-originatedmessages,respectively. Qavg is
maintainedasa simpleweightedaveragewith a weightof 0.8
on the most recentsample.

Figure14 givesthe blocking for eachof the threepriorities
of text messages.Becausevoicecallsnever block in thesesim-
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Fig. 14. The simulatedblocking probability for a sector implementing
WRED. Unlike WFQ, only Internet-originatedtext messagesare droppedat
an elevatedfrequency.
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Fig. 15. The simulatedutilization for a sectorimplementingWRED. Notice
that the queueoccupancy stayslow dueto the decreasedpriority of Internet-
originatedmessages.

ulations,weomit themfrom thisgraph.Bothhighandmedium
priority ßows also do not experienceblocking throughout
the simulations.The blocking of Internet-originatedmessages
averages77%, approximately the sameblocking probability
experiencedby all incoming messages in the base attack
scenarios.Servicequeueutilization, shown in Figure 15, is
20%. With a total queue capacityof 18, this correspondsto
an averageoccupancy of 3.88 messages.Also notice that the
TCH occupancy is maintainedthroughoutthe attack.

The parametersused in this simulation are the sameas
thosein SectionIV. We setthe mediumpriority thresholdsto
allow somelossat very high loads to protectthe high priority
trafÞc underextremecircumstances,but becauseour average
queueoccupancy is about3.9,no droppingof mediumpriority
messagesoccurs. Thismatcheswell with ouranalyticalresults.

SystemsimplementingWRED not only matchthe elimina-
tion of voice call blocking seenthrough the use of WFQ,
but also offer signiÞcantly improved performancein terms
of messagedelivery. Implementing this solution, however,
facesits own challenges.The authenticationof high priority
messages,for example, would require the use of additional
infrastructure.High priority messages originating outsidethe
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Fig. 16. Blocking for a sectorimplementingSRP
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Fig. 17. Channelutilization underSRP

network, such as emergency messagesdistributed by a city,
may require the use of a dedicatedline and/or the use of
a public key infrastructure(PKI) for authentication.Because
of historical difÞcultieseffectively achieving the latter [35],
implementingsuch a systemmay prove difÞcult. Even with
such protections,this mechanismfails to protect the system
against insiderattacks. If the machineresponsiblefor sending
high priority messagesinto the network or user phonesare
compromisedby malware,systemsimplementingWRED lose
their messagingperformanceimprovementsover the WFQ
solution.Note that networks not boundingpriority to speciÞc
geographicregions can potentially be attacked through any
compromisedhigh priority device.

B. Air Interface Strategies
1) Strict Resource Provisioning: Beforecharacterizingthe

SRPtechnique,careful considerationwas given to the selec-
tion of operatingparameters.Becausemany MSCsarecapable
of processing up to 500K calls/hour, we engineerour solu-
tion to be robust to large spikes in trafÞc. We thereforeallow
SMS trafÞc to use 6 of the 12 total SDCCHs,which yields
a blocking probability of 1% of voice calls by the SDCCH
whenvoice trafÞc requestsreach250, 000 calls/hour. (Note
thatcallswould experienceanaverageblockingprobabilityof
71% due to a lack of TCHs with requestsat this intensity.)
Becausethesenetworks are designedto operatedependably
during elevated trafÞc conditions,we believe that the above
settingsare realistic.

The blocking probabilities for SMS and voice ßows in a
sector implementingSRP are shown in Figure 16. Because
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Fig. 18. Blocking for a sectorimplementingDRP

 0

 0.2

 0.4

 0.6

 0.8

 1

 0  500  1000  1500  2000  2500  3000  3500  4000

U
til

iz
at

io
n

Time (seconds)

SDCCH
TCH

Fig. 19. Channelutilization underDRP

SRPprevents text messagesfrom competingfor all possible
SDCCHs,voice calls experienceno blocking on the SDCCHs
throughoutthedurationof theattack.Text messages,however,
are blocked at a rate of 83%. Channelutilization, illustrated
in Figure17, givesadditionalinsight into network conditions.
Becausecalling behavior remainsthe sameduring the attack,
theresourcesallocatedby thenetwork aremorethansufÞcient
to provide voice serviceto users.By design,SDCCHutiliza-
tion plateauswell below full capacity. While the SDCCHs
usedby text messageshave anaverageutilization of 97%,the
SDCCHsusedby incoming voice calls averagea utilization
of 6.3%. This under-use of resourcesrepresentsa potential
loss of utility as the majority of text messages(legitimate or
otherwise)go undelivered.

ThedifÞcultywith this solutionis correctparametersetting.
While theoreticalresultsindicatethat allocating10 SDCCHs
only increasescall blocking to 1%, voice trafÞc volumes
ßuctuatethroughout theday. Provisioning resourcesin a static
fashionmust accountfor worst-casescenariosand therefore
leadsto conservative settings.While protectingthe network
from anattack,sucha mechanismmayactuallyhindertheefÞ-
ciency of normaloperation.WhentrafÞcchannelsarenaturally
saturated,asmaybecommonduringanemergency or elevated
trafÞc scenariodiscussedin Section III-C, such hard limits
actually prevent usersfrom communicating.Furthermore,as
unsustainedburstsof text messagesare generallyinnocuous,
such a limitation may directly impact the providerÕs ability
to generaterevenue as user perceptionof SMS as a real-
time serviceerodes.Determining the correctbalancebetween
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Fig. 20. Blocking for a sectorimplementingDCA

insulationfrom attacksandresourceutilization becomesnon-
trivial. Accordingly, we look to our othertechniquesfor more
completesolutions.

2) Dynamic Resource Provisioning: Althoughit is possible
to reclaim any numberof TCHsfor useasSDCCHsunderthe
DRPmechanism,we limited thecandidatenumberof channels
for this conversionto two. In theseexperiments,a singleTCH
was repurposedinto 8 SDCCHsevery 10 minutesduring the
attack. This separationwas designed to allow the network
to return to steady statebetweenchannelallocations. While
converting only two channelsis not enough to completely
eliminateattacksat high intensities,our goal is to understand
the behavior of this mechanism.

The blocking probabilities for SMS and voice ßows in
a sector implementingthe DRP techniqueare illustrated in
Figure 18. As TCHs are converted for use as SDCCHs,
the blocking probabilitiesfor both incoming SMS and voice
requestsfall from 72% to 53% and eventually 35%. This
representsa total reduction of the blocking probability by
approximatelyhalf. Call blockingdueto TCH exhaustionwas
not observed despitethe reducednumberof available TCHs.
Figure19 illustratesa gradualreturn towardspre-attackTCH
utilization levels as additional SDCCHs are allocated.The
effects of the reprovisioning are also obvious for SDCCH
utilization. The downward spikes representthe suddeninßux
of additional, temporarily unusedchannels.While SDCCH
utilization quickly returnsto nearly identical levels after each
reallocation, more voice calls can be completeddue to a
decreaseprobability of the attackholding all SDCCHs at any
given time.

As was a problem for SRP, determining the correct pa-
rametersfor DRP is a difÞcult undertaking. The selectionof
two TCHs for conversion to SDCCHs illustratesthe utility
of this mechanism,but is not sufÞcient for real settings.To
reducethe blocking probability on SDCCHsbelow the values
observed for TCHs, a total of 48 SDCCHs would have to
be made available. This leaves 39 TCHs, which results in
a call blocking probability of 2.1% due to TCH exhaustion.
Elevationsin thevolumeof voicecallswould likely requirethe
releaseof somenumberof reclaimedTCHs to be repurposed
to their original use.

Thedecisionto convertchannelsis alsonon-trivial. Whereas
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the decision to reallocate channelsat speciÞc times was
decidedstatically in our simulation,dynamically determining
theseparameterswould prove signiÞcantlymorechallenging.
Basingreclamationdecisionson small observation windows,
while offering greaterresponsiveness,may resultin decreased
resourceuse due to thrashing. If the observation window
becomestoo large,anattackmayendbeforeappropriateaction
canbetaken.As wasobservedfor SRP, thestaticallocationof
additionalSDCCHsfacessimilar inßexibility problems.Low
resourceutilization under normal operatingconditionsagain
representsa potentiallossof opportunityandrevenue.

3) Direct Channel Allocation: To simulatetheDCA mech-
anism,incoming voice calls skip directly from the RACH to
the next availableTCH. An averageof 1.5 additionalseconds
was added to eachincoming call durationto accountfor the
processingformerly occurring on an SDCCH. As is shown
in Figure 20, voice calls arriving in a sector implementing
the DCA schemeexperienceno additional blocking during
a targeted SMS attack. Figure 21 conÞrms the results in
the previous Þgureby showing the constantTCH utilization
throughoutthedurationof theattack.No additionalassistance
is provided for the delivery of text messagesunderDCA.

While removing the bottleneckon the sharedpathof SMS
delivery and voice call setup, DCA potentially introduces
new vulnerabilitiesinto the network. Oneadvantageof using
SDCCHs to perform call establishmentis that users are
authenticatedbeforethey areassignedTCHs.Underthe DCA
model, however, valuable trafÞc channelscan be occupied
before users are ever authenticated.Using a single phone
plantedin a targetedarea,anattacker couldsimply respondto
all pagingmessagesandthenignoreall futurecommunications
from the network. Becausethere are legitimate reasonsto
wait tens of seconds for a phone to reply to a page, an
attacker couldforcethenetwork to open andmaintainstatefor
multiple connectionsthat would eventually go unused.Note
thatbecausepagingfor individual phonesoccursover multiple
sectors,a singleroguephonecouldquickly createa black-hole
effect. Suchanattackis very similar to theclassicSYN attack
observed throughoutthe Internet.While seeminglythe most
complete,the potential for additional damagemadepossible
becauseof the DCA approachshouldbe carefully considered.
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Fig. 22. Blocking for a sectorimplementingboth WRED andDRP.

C. Combining Mechanisms

There is no Òsilver-bulletÓfor maintaininga high quality
of servicefor both text messagingand voice calls during a
targetedSMS attack. As the above techniquesdemonstrate,
eachpotential solution has its own weaknesses.The combi-
nationof suchsolutions,however, offers techniquesrobust to
a wider arrayof threats.We examinetwo examplesin which
the fusion of mechanismsprovidesadditionalprotections.

While directly addressingthe bandwidthissuethat makes
targetedSMS attacks possible,the DRP techniquelacksgran-
ularity to separateincomingvoiceandSMS requests.WRED,
on the other hand,provides such trafÞc classiÞcationbut is
unableto reactto attacksoriginating from trustedsources.To
illustratethebeneÞtsof layeringthesetechniques,we increase
the volume of legitimate trafÞc to 2 msgs/sector/sec, with
90% of that trafÞc being mediumpriority and the remaining
10% split equally betweenhigh and low priority ßows. Such
anincreasewould berepresentative of theelevatedvolumesof
messagessentfrom crowdedeventssuchasconcertsor public
celebrationssuch as New YearÕs Eve gatherings.Figure 22
shows the result of the combinationof the two techniques
duringanattack.Becauseof thenaturallyincreasedvolumeof
legitimate trafÞc, subscriber-to-subscriber trafÞc experiences
approximately5% blocking in a sector only implementing
WRED. As DRP activatesandaddsadditionalSDCCHs,only
the attacktrafÞc is dropped.Sucha techniquemay be espe-
cially valuableduring an emergency, asadditionalbandwidth
canbe provisionedto clients less likely to be malicious.

Anotherpotentially beneÞcialcombinationis SRPandDRP.
Given high volumesof voice trafÞc, a provider may not be
able to repurposeenoughSDCCHs to eliminate the effects
of a targeted text messagingattack. Instead,a subsetof the
total channelscould be reserved for voice requests.In so
doing, voice blocking due to targetedtext messagingattacks
could be eliminated. All additionalchannelscould be added
to reduceblocking for text messages.Figure 23 illustratesan
attackscenarioin which two TCHs are reclaimed for useas
SDCCHs,with 18of 24 totalSDCCHsmadeavailableto SMS.
Note both the elimination of call blocking and the gradual
reductionof blocking ratesfor text messages.

Othercombinationsare lessuseful.IntegratingWRED and
SRP, for example,would simply reducethe bandwidthmade
availablefor even high priority mechanisms.Accordingly, the
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Fig. 23. Blocking for a sectorcombiningDRP andSRP.

network may experiencedecreasedthroughputfor legitimate
messagesthan under either schemealone.The use of DCA
with any other mechanismfails to prevent the vulnerability
introducedin the previous subsection, and thereforedoesnot
warrantfurther investigation.

While no susceptibleexampleswere uncoveredduring the
courseof this research,the combination of any of the above
mitigationtechniquesshouldalsobecarefully considered.This
fusion may lead to the creationof new or magniÞcationof
previously mentionedvulnerabilities.Accordingly, additional
testingon developmentnetworksshould be conductedbefore
suchintegrationcould occur.

VI . CONCLUSION

We have demonstratedthe feasibility of targetedtext mes-
sagingattacksandconsideredmeasuresto combatthem.Our
analysis shows that adversarieswith limited resourcescan
causecall blockingprobabilitiesto riseto asmuchas70%,ef-
fectively incapacitatingacellularnetwork. Suchvulnerabilities
neednot be fatal. Our proposedcountermeasurescanmitigate
or eliminatetheseattackssimplyby changingtheway in which
call andSMS requestsarehandled.

The attacks discussedthroughout are representative of
growing andincreasinglyproblematicclassof vulnerabilities.
The connectivity betweenthe Internet and traditional voice
networks introducesnew avenuesfor exploit: onceconÞnedto
exploiting only inert hosts,remoteadversariescan debilitate
the serviceswe dependon to carry on our daily lives. In a
broadersense,the ability to control the physical world via
the Internet is inherently dangerous,and more so when the
affected componentsare part of critical infrastructure.This
work provides some preliminary solutions and analysis for
these vulnerabilities. Essential future work will seek more
generalsolutionsthat addressthesevulnerabilitiesin current
andnext generationnetworks.
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