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Abstract

ASesin inter-domain routing receivelittle information
about the quality of the routesthey receive This lack
of information can lead to inefcient and even incor-
rectrouting In this paper we quantitativelycharacterize
BGPannouncementhatviolatethe so-calledvalley-free
property—anindicator that universal bestpracticesare
not being preservedn the propagation of routes. Our
analysisindicatesthat valley announcementare more
pervasivehanexpected Approximatelytenthousandral-
ley announcementappearevery day and involve a sub-
stantialnumberof pre xes. 11% of provider ASespropa-
gatevalley announcementsyith a majority of violations
happeningat intermediateproviders. We nd that large
surges of violating announcementsan be attributed to
transientcon guration errors. We further proposea dy-
namic medanismthat providesroute propagationinfor-
mation as transitiveattributesof BGP This information
implicitly re ectsthe policiesof the ASesalong the path,
withoutrevealingthe relationshipof eac ASpair. BGP-
speakingoutes usethis informationto identify (andpre-
sumablyavoid)routeghatviolatethevalley-freeproperty

1 Intr oduction

Creatingandusingpolicy in interdomainroutingis hard.
Understandingvhena routeshouldbe selectecas“best”
is afunctionof thecurrentnetwork state relationshipde-
tweenrouting bodies,and otheradministratve and oper
ationalfactors.However, routershave only a partial (and
surprisinglysmall) view of this information—whichof-
tenleadsto poorandincorrectdecisions.Thesepoor de-
cisionstranslateto poor performancepunbalancedoads,
andnetwork instability. Policy is themeansy whichnet-
work administratorsorrectfor a lack of informationby
tuningtherulesfor the processingf routes.

Policy is also one of the major factorsthat lead to
BGP's bewildering compleity. Independenbf routing
mechanism(e.g., path vector, link-state, etc.) and op-
erationdetails, mary BGP problemsresultfrom inabil-
ity to satisfy policy requirementd1]. For example, it
hasbeenshownn thatinteractionof independentlymple-
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mentedpolicies may lead to policy disputesand cause
BGP to oscillateinde nitely [2, 3]. Gao[4] arguesthat
BGPexportrulesindicatethatAS pathsshouldbevalley-
free i.e., typically ASeswantto Iter andavoid prop-
agatingroutesthat use a small (customer)AS to tran-
sit betweentwo larger ASes[1]. However, it hasbeen
found that somead\ertisedAS pathsdo not conformto
thevalley-freeproperty[5, 6, 7]. In responsef-eamsteet
al. [1] point out thatit is not soundto assumehat ASes
adwertiseroutescorrectlyin the rst place. They further
suggesthatdetectingroutesthatviolate policy remainsa
dauntingproblemin inter-domainRouting.

UnfortunatelyguaranteeinthatBGProutesareindeed
valley-freeandglobally reasonablés particularlydif cult
becaus®f thelack of strict guidelineson settingpolicies
andthe propertythat BGP keepspolicy information pri-
vate. In fact, it is suggestedhat static examinationnot
only requiresa global view of policies but is also NP-
complete[3]. Thereforea practicalsolutionmustbe dy-
namic. Onesuchapproachis to extend BGP and allow
policy conicts to be identi ed at run time [8]. There
have alsobeensomecallsfor applyingguidelineswhich
capitalizeon AS commerciakelationshipsin con guring
their routing policiesandfor disclosing(part of) policy-
relatedinformation[9, 10].

In this paper we quantitatvely characterize¢he extent
to which BGP routesviolate the valley-free property We
further proposea dynamicmechanisnthat extendsBGP
andenablesASesto avoid constructingand propagating
valley routes. We begin our study with empirical anal-
ysis of real-world BGP trafc. Our resultssuggesthat
valley announcementsre more penasve thanexpected.
Approximately ten thousandvalley announcementap-
pearevery day and surprisinglya substantiapercentage
of pre xes(e.g.,ashigh as26% during a onemonthpe-
riod) areinvolved. Moreover, large suigesof valley an-
nouncementslue to con guration errorsalso occur and
signi cantly increasethe routing load. Furthermorewe
characterizevalley patterns,obsere their dynamics,ex-
aminethe contributors, and explore potential causedor
thesevalleys.

Lastly, we evaluateeffective solutionsto guardagainst
valley routes.We proposeadynamicmechanisnthatadds



additionalinformationto BGP which implicitly re ects
the policiesof the ASesalongthe path,without revealing
the relationshipof eachAS pair. In particular we asso-
ciate the AS pathwith differentstates The statesym-
bolizesthe patternof theadwertisedAS pathby re ecting
the sequencef edgesthe path hastraversed. The state
information helpsASesdecidewhetherto import or ex-
port the route. If the routeis to be further propagated,
the AS updateghe stateaccordinglybasedon the previ-
ous stateand its agreementsvith neighborASes. This
way, constructionand propagatiorof routesthat are not
valley-free canbe prevented. Furthermorewe show that
adoptingthe mechanismandeliminatingthe valley paths
doesnot affectconnectvity.

The remainderof this paperis structuredas follows.
Section2 presentghe backgrouncknowledgeaboutAS
relationships,routing policies and the valley-free prop-
erty. In Section3, we empiricallyanalyzereal-world BGP
trafc and quantitatvely characterizeBGP announce-
mentsthat are not valley-free. In Section4, we propose
a dynamicmechanisnthat extendsBGP and effectively
prevents constructionand propagationof valley routes.
Relatedwork is presentedn Section5, andwe conclude
in Section6.

2 Background

At a highlevel, the Internetconsistsof a collectionof in-
terconnectedindependentlyoperatednetworks referred
to as AutonomousSystems. EachAS represents por
tion of the network undersingle administratve control.
RoutingbetweenASesis constrainedy the commercial
agreementbetweeradministratve domainswhichtrans-
lateinto routingpolicies.

ThecommercialagreementbetweenASescanbe cat-
egorizedinto customeiprovider, peering,mutual-transit,
and mutual-backupagreementg11]. A provider pro-
vides Internetconnectvity to its customers. A pair of
peersexchangdraf c betweertheirrespectie customers.
Mutual-transitagreementsillow administratve domains
(normallysmalllSPscloseto eachother)to connecto the
Internetthrougheachother In casethe connectiorto its
provider fails,an AS may getconnectvity to thelnternet
via anotherAS throughmutual-backupagreement.The
commercialagreementamongASesplay an important
role in decidinghow thetrafc o wsin the Internetand
arethuscritical for usto understandhe Internetstructure
andend-to-endpberformance However, suchinformation
is not publicly availabledueto privacy concernsor com-
mercialreasons.

In general,routing policiesinclude import and export
policies. Import policiesspecifywhetherto dery or per
mit arecevedrouteandassignalocal preferencéndicat-

ing how favorabletherouteis. Exportpoliciesallow ASes
to determinewvhetherto propagateheir bestroutesto the
neighbors.Most ASesfollow the following guidelinesin
their export policy settings[11, 4]: while exportingto a
provider or peer an AS canexportits routesandits cus-
tomerroutes,but usually doesnot export its provider or
peerroutes;while exporting to a customeror sibling, an
AS canexportits routesandits customeroutes aswell as
its provideror peerroutes.Theseexportingrulesindicate
that AS pathshouldbe valley-freg i.e., after a provider
to-customeedge or a peerto-peeredgg, the ASpathcan
nottraversecustomeito-provider edgesor anotherpeer
to-peeredce [4]. In otherwords,a provider-to-customer
or peerto-peeredgecanonly befollowedby provider-to-
customenor sibling-to-siblingedges However, it hasbeen
obsenedthatsomeadwertisedAS pathsdonotconformto
the valley-free property[5, 6, 7], implying thatcommon
policiesarenotfollowedin thosecases.

Figure 1 showvs an examplethat illustratesAS topol-
ogy and relationships. For example, pathsfD,A,Eg
(assuming the leftmost AS is the originating AS),
fALEFgfD,ABg and fH,E,F,Gg are valley-free
while pathsfD ,AE,B,Gg, fAE,F,Gg, fD,AB,Cqg,
andfH E,F,G,Cgarenot.

Provider —» Customer

Peering = =— — Peering

Sibling

Figurel: AS topologyandrelationshipexample

Theadwerseeffectsof valley routes(i.e., theroutesthat
are not valley-free) include but are not limited to: (1)
unnecessarilyncreasingoutingload by introducingval-
ley announcementthat shouldnot appear;(2) inadver
tently violating commercialagreementi operation;(3)
intendedroutesnot beingchoserbecausaf valley ones;
(4) ASesbeingunawvareof unintentionallytransitingtraf-
¢ over valley paths;(5) obtainingInternetconnectvity

thatis providedfor others.

3 Characterizing Valley Violations

We begin by analyzingreal-world BGP updateghatvio-
late the valley-free property implying thatcommonBGP



policies are not complied with during the propagation
of such adwertisements. Becauseinformation regard-
ing AS relationshipss not publicly available, we adopt
Gao'swork[4] onheuristicallyinferring AS relationships.
Basedon BGProutingtablesnapshotsapturedat Route-
views [12], we build an AS topologygraphwherenodes
represenfASes. We thenapply Gao's heuristicsand la-

bel the edgesaccordingto the relationshipsof the end
nodes,i.e., providerto-customer customeito-provider,

peerto-peer and sibling-to-sibling We examine BGP

updatesarchived at Routeviews for a period acrosssev-

eralmonths(Apr—-Jul2006),andquantitatvely character
ize thoseBGP announcementhatarenot valley-free.

3.1 Obsewing Valley Announcements

| Valleys | Announcementg DistinctAS paths| Pre xes |
Apr | # | 458,498 42,067 22,209
% | 0.15% 1.01% 9.93%
May | # | 487,458 49,474 17,400
% | 0.16% 1.20% 7.90%
Jun | # | 2,155,565 65,035 60,237
% | 0.60% 1.43% 26.4%
Jul # | 393,332 46,162 52,490
% | 0.12% 1.00% 23.0%

Tablel: Valleys obseredin BGP updates

Table1 showvs the numberof BGP announcementhat
containvalleys (i.e., arenot valley-free) obsenedin each
month, aswell asthe numbersof distinct AS pathsand
the pre xesthat are affected (i.e., that are involved in
valley announcements)Although the percentagef val-
ley announcements relatively low, it doesnot suggest
thatvalleys neednot receve signi cant attention.In fact,
therearehundred=f millions of BGP announcement#
eachmonthandevena small percentageanbe substan-
tial (e.g.,2 million in June).Additionally, anoverwhelm-
ing majority of BGPannouncement® ect pre x oscilla-
tions (repetitive pre x re-additionsand subsequentith-
drawals)[13], whichmakesthe percentagef otherabnor
malitiesappeatrivial andignored.Indeed surprisinglya
substantiapercentagef pre x es(e.g.,ashighas26%in
June)have beenaffectedby valleys.

Figure 2 illustratesthe CDF of the valley announce-
mentsobsenedfrom 46 differentobsenationpoints(i.e.,
peersof Routeriews' sener). It appearghata high per
centageof valley announcementare obsened through
a relatively small numberof peers,e.g., 70% valley an-
nouncementthroughl10 peersn June.

Figure 3 illustratesthe numberof valley announce-
mentsobsened eachday during the four-month period.
Approximately ten thousandvalley announcementsap-

Percentage (valley announcements)
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Figure 2: CDF of the valley announcementsbsened
from 46 Routeriews' peers

peareveryday Moreover, afew largesuigeswhichsignif-
icantlyincreasedoutingloadcanbeseerfrom the gure,
especiallyin the month of June. For example,as mary
asabout0.7million valley announcementsereobsened
duringa one-dayperiod. We returnto an examinationof
thesesumgesin Section3.4.
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Figure3: Valley announcemenis Apr - Jul,2006

3.2 Characterizing Valley Patterns

To betterunderstandheir characteristicsye further ex-
amine the patternsof the valleys. Basedon how the
valley-free propertyis violated,we classifyvalley viola-
tionsinto four cateyories:

pc—cp: Customeiprovider edgeis obsened after
provider-customeredge, i.e., an AS propagatesa
paththat hastraverseda provider-customeredgeto
its provider.

pp—cp: Custometprovider edgeis obsenred after
peerpeeredge,.e.,anAS propagatea paththathas
traverseda peerpeeredgeto its provider.



pc—pp: Peefpeeredgeis obsered after provider
customeredge,.e.,anAS propagates paththathas
traverseda provider-customeedgeto its peer

pp—pp: Peefpeeredgeis obsened after peerpeer
edge,.e.,anAS propagates paththathastraversed
apeerpeeredgeto its peer

[ Violation [ pc—cp [ pp—cp [ pc—pp [ pp—pp |

Apr | # | 490,046 | 4,097 184,421 3,667
% | 71.83% 0.60% | 27.03% | 0.54%
May | # | 524,304 | 6,384 113,813 2,572
% | 81.03% 0.98% | 17.59% | 0.40%
Jun | # | 2,224,941| 464 533,603 | 771
% | 80.6% 1.68e-4| 19.3% | 2.79e-4
Jul # | 241,076 | 7,49 246,788 | 1,741
% | 49.16% 0.15% | 50.33% | 0.36%

Table2: Breakdavn of valley violationsbasedn patterns

Table2 shows the numberand percentag®f different
typesof valley violationsobsenedin eachmonth. Note
that the total numberof valley violationsis higherthan
that of valley announcementge.g., 647,073 violations
versus487,458valley announcements May), because
in somecase®neannouncemerdontainsmorethanone
valley violation. The resultsindicatethat a majority of
valleys arepc—cpor pc—ppviolations,while theothertwo
types(pp—cpandpp—pp arerelatively rare. Therefore jt
appearghat ASesviolate valley-free propertymore fre-
guently when propagatingadwertisementseceived from
providersthanwhenpropagatingdwertisementseceived
from peers. It is alsonot surprisingthat pc—cpvalley is
thedominatingtypesinceprovider-customerelationships
aremuchmorecommonthansiblingandpeeringrelation-
ships[4].

Thevalley-freepropertysuggestshat, aftera provider-
to-customeior peerto-peeredge the adwertisedAS path
shouldnot traversecustomeito-provider or anothempeer
to-peeredge. Whenthe propertyis not maintained,we
referto theedgewhichthe AS pathshouldnottraverseas
violation edgg, andreferto the last provider-to-customer
or peerto-peeredgebeforethe violation edgeascritical
edce. We useviolation edgeandcritical edgeto identify a
valley. A particularvalley may appeaiin differentvalley
pathsandin multiple valley announcementskor exam-
ple, assuméothASesA andC areAS B's providers. If
the sequencef ASes! ..., A, B, C, ... appeaiin anad-
vertisedAS path,we call the edgeB A the violation
edge,andC B thecritical edge. Thesetwo edgesde-

ne aparticularvalley andB isthe AS responsibldor the
violation.

IHerewe assumehatthe rightmostAS is the originating AS based
ontheformatof BGP updatemessages.

Table 3 shows the numberof distinct valleys and the
numberof ASesthat propagatevalley routes. We clus-
ter valley violations (and distinct valleys) basedon the
contrituting ASes. The resultsindicatethat a relatively
smallnumberof ASespropagate high percentagef val-
ley routes. For example,asillustratedin Figure 4 that
shaws the CDF of the valley violations (anddistinctval-
leys) contrituted by the 410 ASesin May 2006, the top
50 contributing ASesareresponsibldor 90%of all viola-
tions (about80%distinctvalleys).

| | Distinctvalleys | Contrituting ASes |

Apr 2,752 405
May 3,299 410
Jun 3,452 440
Jul 3,447 430
Apr=Jul 8,749 771

Table3: Distinctvalleys andthe contributing ASes
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Figure4: CDF of the valleys contritutedby 410 ASesin
May 2006

3.3 Valley Dynamics

To explore the dynamicsof valley announcementsye
compareBGP updatesof differentmonths,and examine
thevalley pathsthatarerepeatedlyannouncedAs shavn
in Table 4, arelatively small percentag€8-16%) of ad-
vertisedvalley pathsarere-announceéh the next month.
During thefour-monthobsenationperiod,we have ob-
sened 8,749distinct valleys (identi ed by the violation
edgeand critical edge)in BGP updates. From the per
spectve of distinct valley, 70% of valleys appearto be
transient—thg disappeawithin onemonth.Herewe use
arelatively long periodasthe thresholdbecausen most
casesyalley routescausedby export miscon gurations
donotaffectconnecwity directly andtheseerrorsarenot



Re-announceth
Valley path next month
# 1 %
Apr (42,067) | 6,733 | 16.01%
May (49,474)| 3,948 | 7.98%
Jun(65,035) | 5,108| 7.85%
Jul(46,162) | 4,014| 8.70%

Table4: Dynamicsof valley paths.

easilynoticed[7]. As aresult,they take arelatively long
time to be corrected Another5.8%of distinctvalleys are
persistentlypropagateduringthefour-monthperiod,and
theremainingvalleys areobsenedintermittently

3.4 Valley Contrib utors and Causes

Recentwork [14] classi esthelnternetinfrastructurénto
threehierarchylevels: the core formsthetop level which
consistof tier-1 providers,the middleincludesthosein-
termediatASesthatprovidetransitservicesandtheedge
consistof stubASesthatarecustomersnly. Undersuch
classi cation, a total of 15 ASesare consideredscore,
6,580asmiddle,and19,158asedge.We adoptthis clas-
si cation, and examinethe numberof ASesof different
hierarchylevelsthatcontributeto valley routes.It appears
thata majority of the contributing ASes(732 out of 771)
aremiddle ASes,andthe remainingcontributorsinclude
25 edgeASesand14 coreASes. It is not surprisingthat
mostcoreASesareinvolvedin valley routesbecausehey
areresponsibldor transitinga signi cant volumeof traf-
¢ in thelnternet.However, it is interestingto noticethat
AS 4513 (Globix Corporation)is the only top level AS
that did not propagateary valley announcementduring
the entire obsenation period. Overall, 11% (746 out of
6,595) of provider ASes(core or middle ASes)are ob-
sened propagatingvalley announcementfrom time to
time, while customerASes appearto comply with the
valley-free propertyvery closely (only 0.1%, 25 out of
19,158 make violations).

Potentialcausedfor valley violations can be unusual
policiesof someASes,exceptionsmiscon gurations,or
intentionalviolations. However, it appearshata signi -
cantportion of valley announcementare causedy mis-
con gurations (errors). For example,AS 19429 (ETB-
Colombia),the top 1 culprit AS for the large sugesob-
senedin Figure 3, is responsibl€or 697,266valley an-
nouncement$3,385distinct valley paths)of June2006.
It exportedroutesfrom its provider AS 1239 (Sprint) to
anotherprovider AS 3491 (Beyond The Network Amer-
ica, Inc.) andthereforecauseda large numberof pc-cp
type valley violations. In July 2006, only 66 announce-
ments(25 distinct AS paths)areobsened containingthis

valley, indicatingthatthe problemis largely x ed. Other
top contributing ASesfor the suigesin Figure3, suchas
AS 26656 (Misys Intl. Banking Sys., Inc.), AS 19262
(Verizon),and AS 24103 (Green eld-AS-AP),are each
involved in several hundredsof thousandof valley an-
nouncementgthousand®sf distinctvalley paths)in June.
ASes26656and24103violatedthe valley-free property
by exportingroutesfrom oneproviderto anotherprovider,
andAS 19262exportedroutesfrom oneproviderto its six
peers However, noannouncementhatcontaintheseval-
leys areobsenedin July, implying thatthosevalleys are
very likely dueto transientcon gurationerrorsin June.

Miscon gurationscanarisefor avarietyof reasonand
are yet to be well understood7]. Frequentlymiscon-
gurations arisebecausef humanfactorssuchasinad-
vertentadministratve errors. Also, router initialization
or ltering may be incorrectlyimplemented. Moreover,
con guration-relateddatabaseare found to be obsolete
or notconsistenf15]. Additionally, apoorunderstanding
of con guration andpolicy semanticsnight bethelikely
reasorfor thesemiscon gurations.

In somecaseghe propagatiorof valley routesappears
deliberate A few ASes(mostly middle-sizeintermediate
providers)donotseemnto follow commonexportpolicies,
or they tendto have more exible policiesof their own.?
They areinvolvedin tensor hundredsof distinctvalleys
which consistof differentvalley types, and persistently
propagatevalley announcementduring the obsenation
period. It is possiblethattheseASeshave morecomple
commercialagreementsvith their neighborspr thatspe-
cial operationabr commerciaktratgiesareemployedin
suchcases.

AS relationship inference Undoubtedly our experi-
mentalresultsare affectedby the accurag of the heuris-
tics [4] we adoptedor inferring AS relationships.Incor-

rectly classi ed AS relationshipsnay causeeithervalley-

free routesto be labeledas valleys, or corverselyval-
ley violationsnot beingdetected However, Gao's results
shav that 99% of their inferencebetweenAT&T andits
neighboringASesarecon rmed by AT&T internalinfor-

mation[4]. Additionally, recentwork on evaluatingAS

relationshipinference[6] suggestghat Gao's algorithm
achieses 94% overall accuray and 99% accurag for

provider-custometype relationshipclassi cation. More-
over, the volume and frequeny of obsened valley an-
nouncementga majority of which are pc-cptype) indi-

catethat they cannotbe explainedaway by small errors
in classi cation. Hence while it canbe saidthatreported
resultsarequantitatvely affectedby theseerrors,they are
very unlikely to be qualitatively affected.

2For brevity, we omit discussionof the speci cs of suchASesdi-
rectly, anddeferto thefull versionof this paperto be madeavailablein
thenearfuture.



It remainsdif cult to accuratelycharacterizeAS re-
lationships. For example, AS relationshipsmay be dy-
namic(while uncommonyYueto administratve organiza-
tion changes. During connectvity failures,someASes
may exploit hiddentransientbackuprelationships.There
arealsocomple instanceshat AS relationshipsare de-
ned at pre x level, insteadof AS level. For all these

reasongndcasesimproving the algorithmsfor assessing

relationshipsaandthe datauponwhich they arebasedwill
certainlyincreasethe accurag of our analysis. We plan
to exploit theseémprovementsasthey becomeavailable.

4 Protection Mechanism

The common BGP export rules suggestthat AS path
shouldbe valley-free [4]. Typically an AS wantsto |-
terandavoid propagatingoutesthathave valleys—those
that use a small (customer)AS to transit betweentwo
larger ASes[1]. However, our empirical studyin Sec-
tion 3 shaws that approximatelyten thousandvalley an-
nouncementsppearevery day andinvolve a substantial
percentag®f pre xes. Moreover, large sugesof valley
announcementwhich signi cantly increaserouting load
dueto con guration errorshave beenobsered. In this
section,we explore effective solutionsto guard against
valley routes.

The challengeof detectingvalley routesis thatan AS
mustknow the relationshipshetweenother ASes. How-
ever, most ASesare reluctantto sharethis information.
Our solutionis to extend BGP with informationthatim-
plicitly re ects the policies of the ASesalong the path,
without revealing details about their businessrelation-
ships. Speci cally, we proposeto add stateto the rout-
ing protocolthatre ects the patternof the advertisedAS
path.Thestateis dynamicallyassociatetb theAS pathas
atransitve BGPattribute. Throughexaminingthe current
stateof a receved routeandits relationshipswith neigh-
bor ASes,an AS canpreventconstructingand propagat-
ing routesthatarenotvalley-free,andthusavoid violating
commonBGP export policy. The stateimplicitly re ects
the relationshipsof the ASesalongthe pathwithout re-
vealingthe exactrelationshipof eachAS pair.

Figure5 illustratesthe transitionof the statesof adver-
tised AS pathsandthe basicalgorithmis summarizedn
Algorithm 1. During the propagatiomprocesof the path,
the stateis updatedbasedon the previous stateand the
policy of eachAS alongthe path. The statesymbolizes
the patternof the adwertisedAS pathby re ecting the se-
guenceof edgedhepathhastraversed Greenimpliesthat
all edgedtraversedso far are eithercustomeito-provider
or sibling-to-siblingedgessoit is safeto exporttheroute
to arybody. Yellow indicatesthatthe lastedgeof the ad-
vertisedpathis peerto-peeredge,while otheredgesare

ﬂ; Customer-to-Provider edge
_P£> Provider-to-Customer edge
PP p Peer-to-Peer edge

....55. Sibling-to-Sibling edge

Figure5: Statetransitionof AS paths

Algorithm 1 Associatestateto theadwertisedAS path

[? AS A; adwertisesapre X toAS A+ ?/
if Relatior(Aj;Aij+1) = “Customel Providef or
“Sibling Sibling’ then
router  ff Ajg, Greem;
if Relatior(A;; Ai+1) ="“Peett Peef then
router  ff Ajg, Yellowg;
if Relatior(Ai; Ai+1 ) = “Providet Customet then
router  ff Ajg, Blueg;

[? AS A; recevesarouter = ff A; 1;:::;AgQ; Stateg
from A; 1. A; updateshe route shouldit be further
propagatedo Aj+1 ?/
if Relatior(Ai; Aj+1 ) = “Customel Providef then
if State="“Greeri then
router  ff Aj; Ai 1;:; Apg; Greem;
else
stop
else if Relation(Ai;Aj+1) = “Providet Customef
then
router  ff Aj; Aj 1;:AoQ; Blueg;
elseif Relatior(Ai; Aj+1 ) = “Sibling Siblind’ then
if State="Greeri then
router  ff Aj;Aj 1;: Aog; Greerg;
elseif State="Yellow” or State= “Blu€’ then
router  ff Aj;Ai 1;:; Aog; Blueg;
elseif Relation(A;; Aj+1) ="“Peell Peer then
if State="Greeri then
router  ff Aj;Ai 1;:5 Aog; Yellowg;
else
stop

custometto-provider or sibling-to-siblingedges Bluein-
dicatesthat the adwertisedpath hastraversedeither one
provider-to-customeror peerto-peeredge, and the last
edgeis either provider-to-customeror sibling-to-sibling
edge. Therefore,if the receved pathis Blue or Yellow,



an AS knows it hastraversedat leastone provider-to-
customeror peerto-peeredge,and will not further an-
nouncethe routeto its provider or peer With suchaddi-
tionalinformation,constructiorandpropagatiorof valley
routescanbe effectively avoided.

A few questionsmay arise regarding the proposed
mechanism.First, one may wonderwhethereliminating
thevalley routesaffectsconnectvity. To answethisques-
tion, we extractthevalley pathsobseredin Section3 and
examinethe connectvity betweertheendASes,i.e., the
originating AS andthelastAS. For example,for eachof
the affected 29,216 AS pairs (the two end ASesof the
valley path)in June2006,we simulateroute propagation
ontheannotategbartially-directedAS graphstartingfrom
the origin AS. We follow our proposedmechanisnsuch
thatthe propagated\S pathsareguaranteedo bevalley-
free Our experimentresultsshav thattherealwaysexist
non-\alley pathsconnectinghepairs(100%successate).
Thereforegliminatingvalley routesshouldnotaffectcon-
nectity.

SecondlyalthoughmostASesobey commonBGP ex-
port polices,someASesmay have more e xible policies
of their own and chooseto constructand adwertiseval-
ley routes.We leave the questionwhethersuchpractices
shouldbeencouragetb futurework. However, it is advis-
ablethatsuchroutesarelabeledandotherASesreceiing
suchroutesareinformed. For example,the protocol(see
Algorithm 1) canberevisedsuchthat,whenanAS inten-
tionally constructsa valley pathit labelsthe stateof the
routeasred Uponreceving suchroute,other ASesare
awarethatit is a valley route and candecidewhetherto
acceptit attheirwill. If they further propagategheroute,
theredstateis passedilong. Thisway, anAS canexpress
its preferencenot to follow commonexport policies for
theseroutesandotherASesareinformed.

5 RelatedWork

Many BGP problemsresultfrom the inability to satisfy
policy requirementg1]. BGP policiesare implemented
locally with little global knowledge. Varadharet al. [2]
shavedthatinteractionof independentiyde ned policies
may causerouting problemssuch as persistentoscilla-
tions. Grif n etal. suggestedhatthe staticanalysisap-
proachto solve policy disputerequiresfull knowledgeof
the AS graphand the routing policies of eachAS. Un-
fortunatelysuchinformationis unavailableandthe situa-
tion is not expectedto changeary time soon. Moreover,
the compleity of staticcheckingis NP-completd8, 3].
However, GaoandRexford [9] obsenedthat,if ASesap-
ply a setof guidelinesthat capitalizeon AS commercial
relationshipswhile con guring their route import poli-
cies,thenBGPis provably shovnto corverge. Theguide-

linessuggesthatroutingvia a customeiis preferredover
routing via a peeror a provider and backuprouteshave

the lowest preference. They further proposeda rout-

ing registry that requireseachAS to discloseits rela-
tionshipswith neighborASes. Recentwork on the next

generatiorinter-domainrouting protocol[10] alsoadwo-

catesexplicitly publishingtheprovider-customerelation-
shipsandrestrictingthe normal pathsto thosethat obey

the hierarchiesde ned by theserelationships. Our pro-

posedmechanismextendsBGP with dynamicinforma-
tionwhichimplicitly re ectstherelationshipof theASes
alongthe path,andguaranteethatcommonBGP export

policiesarecompliedwith. A numberof othersolutions
arenotaimedat dealingdirectly with policy-compliance,
but with the authenticityandfreshnes®f the BGP adwer-

tisementg16, 17, 18, 19, 20, 21, 22, 23].

ASrelationshipglayanimportantrolein decidinghow
thetrafc o ws and are thus vital to understandnter-
netinfrastructure.n recentyearsseveral algorithms[4,
24, 5, 6] have beenproposedto infer AS relationships.
For example,Gao[4] cateyorizedAS relationshipsinto
provider-to-customercustomeito-provider, peerto-peer
andsibling-to-siblingrelationshipsbasedntheobsena-
tion thata provider is typically larger thanits customers
andtwo peersare of comparablesize. Subramaninaet
al. [24] formally de ned theproblemandpresente@nap-
proachcombiningAS pathsfrom multiple vantagepoints.
Xia etal. [6] proposeo retrieve partialrelationshipgrom
BGP community AS-SET objects,and routing policies
recordedn IRR databas@andapply suchpartialinforma-
tionin inference.

Thenetwork communityhasalsostartedtrying to infer
BGP policiesandunderstandheir implications. Wanget
al. [25] studiedboththe BGP import andexport policies
network operatoremploy to con gure theirnetworksand
how factorssuchastraf c engineeringmpactthesepoli-
cies. Most ASesfollow certainrulesin their export pol-
icy settings[11, 4]. ThesecommonBGP export policies
suggesthat AS pathshouldbe valley-free[4]. However,
recentwork [5, 6] on AS relationshipshasobseredthat
valley pathsexist in routing tablesand pointedout that
thesepathsarelikely causingthe inferencealgorithmsto
be inaccurate. Our work quantitatvely characterizesal-
ley BGP announcement®r a four-month periodfrom a
variety of aspectandfurtherexaminesheir patternsdy-
namics,contritutors, and causes. Recentwork on mis-
con gurations[7] shavedthatorigin andexport miscon-
gurations wereindeedpenasie andfurtherinvestigated
their causeghroughemail surveys. Their studysuggests
thatreducingadministratve mistakes by minimizing op-
eratorinteractionand promotingself-con guredsystems
remainsa high priority task.



6 Conclusion

In this paperwe characterizedhe BGP announcements
thatviolate the valley-free propertyon the Internet. This
analysisshavsthatvalley announcementremorepena-
sive thanone might expect: approximatelyten thousand
valley announcementappearevery day and (over time)
involve a substantiapercentagef theadwertisedpre xes
(e.g., 26% in a one-monthperiod). Further sumges of
valley announcementsglue to con guration errors have
beenobsened,and11%of provider ASes(coreor middle
ASes)propagatevalley announcementsegularly, with a
majority of violationshappeningtintermediatgroviders
(middle ASes).All of this goesto paintaratherclearpic-
ture: routevalleys occurwith high frequeng, areemitted
from mary sourcesandeffectmary routes.Thissuggests
that suppressiorof suchpathswould have a potentially
large positive impacton the quality andstability of Inter-
netrouting.

We addressvalley adwertisementdy proposinga dy-
namicmechanisnthataddspath-statenformationto ad-
vertisementsThis transitive attributeattachedo eachad-
vertisedpathimplicitly re ects the policies of the ASes
alongthe pathwithout revealingthe relationshipsamong
the ASesin the path. Suchglobal information makesit
possibleto preventconstructingandpropagatingindesir
ableroutesandwill leadto the suppressionf potentially
damagingvalley routes.
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