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Abstract

ASesin inter-domain routing receivelittle information
about the quality of the routesthey receive. This lack
of information can lead to inef�cient and even incor-
rect routing. In this paper, wequantitativelycharacterize
BGPannouncementsthatviolatetheso-calledvalley-free
property—anindicator that universal bestpracticesare
not being preservedin the propagation of routes. Our
analysis indicatesthat valley announcementsare more
pervasivethanexpected.Approximatelytenthousandval-
ley announcementsappearevery day and involvea sub-
stantialnumberof pre�xes. 11%of provider ASespropa-
gatevalley announcements,with a majority of violations
happeningat intermediateproviders. We �nd that large
surges of violating announcementscan be attributed to
transientcon�guration errors. We further proposea dy-
namicmechanismthat providesroutepropagation infor-
mationas transitiveattributesof BGP. This information
implicitly re�ects thepoliciesof theASesalongthepath,
without revealingtherelationshipof each ASpair. BGP-
speakingroutersusethis informationto identify(andpre-
sumablyavoid)routesthatviolatethevalley-freeproperty.

1 Intr oduction

Creatingandusingpolicy in inter-domainroutingis hard.
Understandingwhena routeshouldbeselectedas“best”
is afunctionof thecurrentnetwork state,relationshipsbe-
tweenroutingbodies,andotheradministrative andoper-
ationalfactors.However, routershave only a partial (and
surprisinglysmall) view of this information—whichof-
ten leadsto poorandincorrectdecisions.Thesepoorde-
cisionstranslateto poor performance,unbalancedloads,
andnetwork instability. Policy is themeansby whichnet-
work administratorscorrectfor a lack of informationby
tuningtherulesfor theprocessingof routes.

Policy is also one of the major factors that lead to
BGP's bewildering complexity. Independentof routing
mechanism(e.g., path vector, link-state, etc.) and op-
erationdetails,many BGP problemsresult from inabil-
ity to satisfy policy requirements[1]. For example, it
hasbeenshown that interactionof independentlyimple-

mentedpolicies may lead to policy disputesand cause
BGP to oscillateinde�nitely [2, 3]. Gao[4] arguesthat
BGPexport rulesindicatethatAS pathsshouldbevalley-
free, i.e., typically ASeswant to �lter and avoid prop-
agatingroutesthat use a small (customer)AS to tran-
sit betweentwo larger ASes[1]. However, it hasbeen
found that someadvertisedAS pathsdo not conformto
thevalley-freeproperty[5, 6, 7]. In response,Feamsteret
al. [1] point out that it is not soundto assumethat ASes
advertiseroutescorrectly in the �rst place. They further
suggestthatdetectingroutesthatviolatepolicy remainsa
dauntingproblemin inter-domainRouting.

Unfortunately, guaranteeingthatBGProutesareindeed
valley-freeandgloballyreasonableis particularlydif�cult
becauseof thelack of strict guidelineson settingpolicies
andthe propertythat BGP keepspolicy informationpri-
vate. In fact, it is suggestedthat staticexaminationnot
only requiresa global view of policies but is also NP-
complete[3]. Therefore,a practicalsolutionmustbedy-
namic. Onesuchapproachis to extendBGP andallow
policy con�icts to be identi�ed at run time [8]. There
have alsobeensomecalls for applyingguidelines,which
capitalizeonAS commercialrelationships,in con�guring
their routing policiesandfor disclosing(part of) policy-
relatedinformation[9, 10].

In this paper, we quantitatively characterizetheextent
to which BGProutesviolatethevalley-freeproperty. We
furtherproposea dynamicmechanismthatextendsBGP
andenablesASesto avoid constructingandpropagating
valley routes. We begin our study with empirical anal-
ysis of real-world BGP traf�c. Our resultssuggestthat
valley announcementsaremorepervasive thanexpected.
Approximately ten thousandvalley announcementsap-
pearevery day andsurprisinglya substantialpercentage
of pre�xes(e.g.,ashigh as26%duringa onemonthpe-
riod) are involved. Moreover, large surgesof valley an-
nouncementsdue to con�guration errorsalso occurand
signi�cantly increasethe routing load. Furthermore,we
characterizevalley patterns,observe their dynamics,ex-
aminethe contributors,andexplore potentialcausesfor
thesevalleys.

Lastly, we evaluateeffectivesolutionsto guardagainst
valley routes.Weproposeadynamicmechanismthatadds
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additional information to BGP which implicitly re�ects
thepoliciesof theASesalongthepath,without revealing
the relationshipof eachAS pair. In particular, we asso-
ciate the AS path with different states. The statesym-
bolizesthepatternof theadvertisedAS pathby re�ecting
the sequenceof edgesthe pathhastraversed. The state
informationhelpsASesdecidewhetherto import or ex-
port the route. If the route is to be further propagated,
theAS updatesthestateaccordinglybasedon theprevi-
ous stateand its agreementswith neighborASes. This
way, constructionandpropagationof routesthat arenot
valley-freecanbeprevented.Furthermore,we show that
adoptingthemechanismandeliminatingthevalley paths
doesnotaffectconnectivity.

The remainderof this paperis structuredas follows.
Section2 presentsthe backgroundknowledgeaboutAS
relationships,routing policies and the valley-free prop-
erty. In Section3,weempiricallyanalyzereal-world BGP
traf�c and quantitatively characterizeBGP announce-
mentsthat arenot valley-free. In Section4, we propose
a dynamicmechanismthat extendsBGP andeffectively
preventsconstructionand propagationof valley routes.
Relatedwork is presentedin Section5, andwe conclude
in Section6.

2 Background

At a high level, theInternetconsistsof a collectionof in-
terconnected,independentlyoperatednetworks referred
to asAutonomousSystems.EachAS representsa por-
tion of the network undersingle administrative control.
RoutingbetweenASesis constrainedby thecommercial
agreementsbetweenadministrativedomains,whichtrans-
lateinto routingpolicies.

ThecommercialagreementsbetweenASescanbecat-
egorizedinto customer-provider, peering,mutual-transit,
and mutual-backupagreements[11]. A provider pro-
vides Internetconnectivity to its customers. A pair of
peersexchangetraf�c betweentheirrespectivecustomers.
Mutual-transitagreementsallow administrative domains
(normallysmallISPscloseto eachother)to connectto the
Internetthrougheachother. In casetheconnectionto its
provider fails, anAS maygetconnectivity to theInternet
via anotherAS throughmutual-backupagreement.The
commercialagreementsamongASesplay an important
role in decidinghow the traf�c �o ws in the Internetand
arethuscritical for usto understandtheInternetstructure
andend-to-endperformance.However, suchinformation
is not publicly availabledueto privacy concernsor com-
mercialreasons.

In general,routing policies include import andexport
policies. Import policiesspecifywhetherto deny or per-
mit a receivedrouteandassigna localpreferenceindicat-

ing how favorabletherouteis. Exportpoliciesallow ASes
to determinewhetherto propagatetheir bestroutesto the
neighbors.Most ASesfollow thefollowing guidelinesin
their export policy settings[11, 4]: while exporting to a
provider or peer, anAS canexport its routesandits cus-
tomerroutes,but usuallydoesnot export its provider or
peerroutes;while exporting to a customeror sibling, an
AS canexportits routesandits customerroutes,aswell as
its provideror peerroutes.Theseexportingrulesindicate
thatAS pathshouldbe valley-free, i.e., after a provider-
to-customeredgeor a peer-to-peeredge, theASpathcan
not traversecustomer-to-provider edgesor anotherpeer-
to-peeredge [4]. In otherwords,a provider-to-customer
or peer-to-peeredgecanonly befollowedby provider-to-
customeror sibling-to-siblingedges.However, it hasbeen
observedthatsomeadvertisedAS pathsdonotconformto
thevalley-free property[5, 6, 7], implying that common
policiesarenot followedin thosecases.

Figure 1 shows an examplethat illustratesAS topol-
ogy and relationships. For example, paths f D ,A,Eg
(assuming the leftmost AS is the originating AS),
f A,E ,F g,f D ,A,B g and f H ,E ,F ,Gg are valley-free
while paths f D ,A,E ,B ,Gg, f A,E ,F ,Gg, f D ,A,B ,Cg,
andf H ,E ,F ,G,Cg arenot.

Figure1: AS topologyandrelationshipexample

Theadverseeffectsof valley routes(i.e.,theroutesthat
are not valley-free) include but are not limited to: (1)
unnecessarilyincreasingroutingloadby introducingval-
ley announcementsthat shouldnot appear;(2) inadver-
tently violating commercialagreementsin operation;(3)
intendedroutesnot beingchosenbecauseof valley ones;
(4) ASesbeingunawareof unintentionallytransitingtraf-
�c over valley paths;(5) obtainingInternetconnectivity
thatis providedfor others.

3 Characterizing Valley Violations

We begin by analyzingreal-world BGPupdatesthatvio-
latethevalley-freeproperty, implying thatcommonBGP
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policies are not complied with during the propagation
of such advertisements. Becauseinformation regard-
ing AS relationshipsis not publicly available,we adopt
Gao'swork [4] onheuristicallyinferringASrelationships.
BasedonBGProutingtablesnapshotscapturedat Route-
views [12], we build anAS topologygraphwherenodes
representASes. We thenapply Gao's heuristicsand la-
bel the edgesaccordingto the relationshipsof the end
nodes,i.e., provider-to-customer, customer-to-provider,
peer-to-peer, and sibling-to-sibling. We examineBGP
updatesarchived at Routeviews for a periodacrosssev-
eralmonths(Apr–Jul2006),andquantitatively character-
ize thoseBGPannouncementsthatarenot valley-free.

3.1 Observing Valley Announcements

Valleys Announcements Distinct AS paths Pre�xes

Apr # 458,498 42,067 22,209
% 0.15% 1.01% 9.93%

May # 487,458 49,474 17,400
% 0.16% 1.20% 7.90%

Jun # 2,155,565 65,035 60,237
% 0.60% 1.43% 26.4%

Jul # 393,332 46,162 52,490
% 0.12% 1.00% 23.0%

Table1: Valleysobservedin BGPupdates

Table1 shows thenumberof BGPannouncementsthat
containvalleys (i.e.,arenot valley-free)observedin each
month,aswell as the numbersof distinct AS pathsand
the pre�xes that are affected (i.e., that are involved in
valley announcements).Although thepercentageof val-
ley announcementsis relatively low, it doesnot suggest
thatvalleys neednot receivesigni�cant attention.In fact,
therearehundredsof millions of BGPannouncementsin
eachmonthandevena small percentagecanbe substan-
tial (e.g.,2 million in June).Additionally, anoverwhelm-
ing majorityof BGPannouncementsre�ect pre�x oscilla-
tions (repetitive pre�x re-additionsandsubsequentwith-
drawals)[13], whichmakesthepercentageof otherabnor-
malitiesappeartrivial andignored.Indeed,surprisinglya
substantialpercentageof pre�xes(e.g.,ashigh as26%in
June)havebeenaffectedby valleys.

Figure 2 illustratesthe CDF of the valley announce-
mentsobservedfrom 46differentobservationpoints(i.e.,
peersof Routeviews' server). It appearsthat a high per-
centageof valley announcementsare observed through
a relatively small numberof peers,e.g.,70% valley an-
nouncementsthrough10peersin June.

Figure 3 illustrates the numberof valley announce-
mentsobserved eachday during the four-monthperiod.
Approximately ten thousandvalley announcementsap-
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Figure 2: CDF of the valley announcementsobserved
from 46Routeviews' peers

peareveryday. Moreover,afew largesurgeswhichsignif-
icantly increasedroutingloadcanbeseenfrom the�gure,
especiallyin the monthof June. For example,asmany
asabout0.7million valley announcementswereobserved
duringa one-dayperiod. We returnto anexaminationof
thesesurgesin Section3.4.

 1000

 10000

 100000

 1e+06

JulJunMayApr

N
um

be
r 

of
 v

al
le

y 
an

no
un

ce
m

en
ts

Day (Apr 2006 - Jul 2006)

Figure3: Valley announcementsin Apr - Jul,2006

3.2 Characterizing Valley Patterns

To betterunderstandtheir characteristics,we further ex-
amine the patternsof the valleys. Basedon how the
valley-freepropertyis violated,we classifyvalley viola-
tionsinto four categories:

� pc–cp: Customer-provider edge is observed after
provider-customeredge, i.e., an AS propagatesa
paththat hastraverseda provider-customeredgeto
its provider.

� pp–cp: Customer-provider edge is observed after
peer-peeredge,i.e.,anAS propagatesapaththathas
traversedapeer-peeredgeto its provider.
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� pc–pp: Peer-peeredgeis observed after provider-
customeredge,i.e.,anAS propagatesapaththathas
traverseda provider-customeredgeto its peer.

� pp–pp: Peer-peeredgeis observed after peer-peer
edge,i.e.,anAS propagatesapaththathastraversed
a peer-peeredgeto its peer.

Violation pc–cp pp–cp pc–pp pp–pp

Apr # 490,046 4,097 184,421 3,667
% 71.83% 0.60% 27.03% 0.54%

May # 524,304 6,384 113,813 2,572
% 81.03% 0.98% 17.59% 0.40%

Jun # 2,224,941 464 533,603 771
% 80.6% 1.68e-4 19.3% 2.79e-4

Jul # 241,076 7,49 246,788 1,741
% 49.16% 0.15% 50.33% 0.36%

Table2: Breakdown of valley violationsbasedonpatterns

Table2 shows thenumberandpercentageof different
typesof valley violationsobserved in eachmonth. Note
that the total numberof valley violations is higher than
that of valley announcements(e.g., 647,073violations
versus487,458valley announcementsin May), because
in somecasesoneannouncementcontainsmorethanone
valley violation. The resultsindicatethat a majority of
valleysarepc–cpor pc–ppviolations,while theothertwo
types(pp–cpandpp–pp) arerelatively rare.Therefore,it
appearsthat ASesviolate valley-free propertymore fre-
quentlywhenpropagatingadvertisementsreceived from
providersthanwhenpropagatingadvertisementsreceived
from peers. It is alsonot surprisingthat pc–cpvalley is
thedominatingtypesinceprovider-customerrelationships
aremuchmorecommonthansiblingandpeeringrelation-
ships[4].

Thevalley-freepropertysuggeststhat,afteraprovider-
to-customeror peer-to-peeredge,theadvertisedAS path
shouldnot traversecustomer-to-provideror anotherpeer-
to-peeredge. When the propertyis not maintained,we
referto theedgewhich theAS pathshouldnot traverseas
violation edge, andrefer to the lastprovider-to-customer
or peer-to-peeredgebeforetheviolation edgeascritical
edge. Weuseviolationedgeandcritical edgeto identify a
valley. A particularvalley mayappearin differentvalley
pathsandin multiple valley announcements.For exam-
ple,assumebothASesA andC areAS B 's providers.If
thesequenceof ASes1 ..., A, B , C, ... appearin an ad-
vertisedAS path,we call the edgeB � A the violation
edge,andC � B thecritical edge.Thesetwo edgesde-
�ne aparticularvalley andB is theAS responsiblefor the
violation.

1Herewe assumethat therightmostAS is theoriginatingAS based
on theformatof BGPupdatemessages.

Table3 shows the numberof distinct valleys and the
numberof ASesthat propagatevalley routes. We clus-
ter valley violations (and distinct valleys) basedon the
contributing ASes. The resultsindicatethat a relatively
smallnumberof ASespropagateahighpercentageof val-
ley routes. For example,as illustratedin Figure 4 that
shows theCDF of thevalley violations(anddistinctval-
leys) contributedby the 410 ASesin May 2006,the top
50contributingASesareresponsiblefor 90%of all viola-
tions(about80%distinctvalleys).

Distinctvalleys ContributingASes

Apr 2,752 405
May 3,299 410
Jun 3,452 440
Jul 3,447 430
Apr–Jul 8,749 771

Table3: DistinctvalleysandthecontributingASes
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3.3 Valley Dynamics

To explore the dynamicsof valley announcements,we
compareBGP updatesof differentmonths,andexamine
thevalley pathsthatarerepeatedlyannounced.As shown
in Table4, a relatively small percentage(8-16%)of ad-
vertisedvalley pathsarere-announcedin thenext month.

Duringthefour-monthobservationperiod,wehaveob-
served 8,749distinct valleys (identi�ed by the violation
edgeand critical edge)in BGP updates. From the per-
spective of distinct valley, 70% of valleys appearto be
transient—they disappearwithin onemonth.Hereweuse
a relatively long periodasthe thresholdbecausein most
cases,valley routescausedby export miscon�gurations
donotaffectconnectivity directlyandtheseerrorsarenot
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Re-announcedin
Valley path next month

# %

Apr (42,067) 6,733 16.01%
May (49,474) 3,948 7.98%
Jun(65,035) 5,108 7.85%
Jul (46,162) 4,014 8.70%

Table4: Dynamicsof valley paths.

easilynoticed[7]. As a result,they take a relatively long
time to becorrected.Another5.8%of distinctvalleysare
persistentlypropagatedduringthefour-monthperiod,and
theremainingvalleysareobservedintermittently.

3.4 Valley Contributors and Causes

Recentwork [14] classi�estheInternetinfrastructureinto
threehierarchylevels: thecore formsthetop level which
consistsof tier-1 providers,themiddleincludesthosein-
termediateASesthatprovidetransitservices,andtheedge
consistsof stubASesthatarecustomersonly. Undersuch
classi�cation,a total of 15 ASesareconsideredascore,
6,580asmiddle,and19,158asedge.We adoptthis clas-
si�cation, andexaminethe numberof ASesof different
hierarchylevelsthatcontributeto valley routes.It appears
thata majority of thecontributing ASes(732out of 771)
aremiddleASes,andthe remainingcontributorsinclude
25 edgeASesand14 coreASes. It is not surprisingthat
mostcoreASesareinvolvedin valley routesbecausethey
areresponsiblefor transitinga signi�cant volumeof traf-
�c in theInternet.However, it is interestingto noticethat
AS 4513(Globix Corporation)is the only top level AS
that did not propagateany valley announcementsduring
the entireobservation period. Overall, 11% (746 out of
6,595)of provider ASes(core or middle ASes)are ob-
served propagatingvalley announcementsfrom time to
time, while customerASes appearto comply with the
valley-free propertyvery closely (only 0.1%, 25 out of
19,158,makeviolations).

Potentialcausesfor valley violations can be unusual
policiesof someASes,exceptions,miscon�gurations,or
intentionalviolations. However, it appearsthata signi�-
cantportionof valley announcementsarecausedby mis-
con�gurations(errors). For example,AS 19429(ETB-
Colombia),the top 1 culprit AS for the large surgesob-
served in Figure3, is responsiblefor 697,266valley an-
nouncements(3,385distinct valley paths)of June2006.
It exportedroutesfrom its provider AS 1239(Sprint) to
anotherprovider AS 3491(Beyond The Network Amer-
ica, Inc.) andthereforecauseda large numberof pc-cp
type valley violations. In July 2006,only 66 announce-
ments(25 distinctAS paths)areobservedcontainingthis

valley, indicatingthat theproblemis largely �x ed. Other
top contributing ASesfor thesurgesin Figure3, suchas
AS 26656(Misys Intl. Banking Sys., Inc.), AS 19262
(Verizon), and AS 24103(Green�eld-AS-AP),are each
involved in several hundredsof thousandsof valley an-
nouncements(thousandsof distinctvalley paths)in June.
ASes26656and24103violatedthe valley-free property
byexportingroutesfrom oneproviderto anotherprovider,
andAS 19262exportedroutesfrom oneproviderto its six
peers.However, noannouncementsthatcontaintheseval-
leys areobservedin July, implying that thosevalleys are
very likely dueto transientcon�gurationerrorsin June.

Miscon�gurationscanarisefor avarietyof reasonsand
are yet to be well understood[7]. Frequentlymiscon-
�gurations arisebecauseof humanfactorssuchasinad-
vertentadministrative errors. Also, router initialization
or �ltering may be incorrectly implemented.Moreover,
con�guration-relateddatabasesare found to be obsolete
or notconsistent[15]. Additionally, apoorunderstanding
of con�gurationandpolicy semanticsmight bethelikely
reasonfor thesemiscon�gurations.

In somecasesthepropagationof valley routesappears
deliberate.A few ASes(mostlymiddle-sizeintermediate
providers)donotseemto follow commonexportpolicies,
or they tendto have more�exible policiesof their own.2

They areinvolved in tensor hundredsof distinct valleys
which consistof different valley types,and persistently
propagatevalley announcementsduring the observation
period. It is possiblethat theseASeshave morecomplex
commercialagreementswith their neighbors,or thatspe-
cial operationalor commercialstrategiesareemployedin
suchcases.

AS relationship inference Undoubtedly, our experi-
mentalresultsareaffectedby theaccuracy of theheuris-
tics [4] we adoptedfor inferring AS relationships.Incor-
rectlyclassi�edAS relationshipsmaycauseeithervalley-
free routesto be labeledas valleys, or converselyval-
ley violationsnot beingdetected.However, Gao's results
show that 99% of their inferencebetweenAT&T andits
neighboringASesarecon�rmed by AT&T internalinfor-
mation[4]. Additionally, recentwork on evaluatingAS
relationshipinference[6] suggeststhat Gao's algorithm
achieves 94% overall accuracy and 99% accuracy for
provider-customertyperelationshipclassi�cation. More-
over, the volume and frequency of observed valley an-
nouncements(a majority of which arepc-cp type) indi-
catethat they cannotbe explainedaway by small errors
in classi�cation.Hence,while it canbesaidthatreported
resultsarequantitatively affectedby theseerrors,they are
veryunlikely to bequalitatively affected.

2For brevity, we omit discussionof the speci�cs of suchASesdi-
rectly, anddeferto thefull versionof this paperto bemadeavailablein
thenearfuture.
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It remainsdif�cult to accuratelycharacterizeAS re-
lationships. For example,AS relationshipsmay be dy-
namic(while uncommon)dueto administrativeorganiza-
tion changes. During connectivity failures,someASes
mayexploit hiddentransientbackuprelationships.There
arealsocomplex instancesthat AS relationshipsarede-
�ned at pre�x level, insteadof AS level. For all these
reasonsandcases,improving thealgorithmsfor assessing
relationshipsandthedatauponwhich they arebasedwill
certainlyincreasethe accuracy of our analysis.We plan
to exploit theseimprovementsasthey becomeavailable.

4 ProtectionMechanism

The common BGP export rules suggestthat AS path
shouldbe valley-free [4]. Typically an AS wantsto �l-
ter andavoid propagatingroutesthathavevalleys—those
that use a small (customer)AS to transit betweentwo
larger ASes[1]. However, our empirical study in Sec-
tion 3 shows that approximatelyten thousandvalley an-
nouncementsappearevery day andinvolve a substantial
percentageof pre�xes. Moreover, large surgesof valley
announcementswhich signi�cantly increaserouting load
due to con�guration errorshave beenobserved. In this
section,we explore effective solutionsto guardagainst
valley routes.

The challengeof detectingvalley routesis that an AS
mustknow the relationshipsbetweenotherASes. How-
ever, most ASesare reluctantto sharethis information.
Our solutionis to extendBGP with informationthat im-
plicitly re�ects the policies of the ASesalong the path,
without revealing details about their businessrelation-
ships. Speci�cally, we proposeto addstateto the rout-
ing protocolthat re�ects thepatternof theadvertisedAS
path.Thestateis dynamicallyassociatedto theAS pathas
atransitiveBGPattribute.Throughexaminingthecurrent
stateof a receivedrouteandits relationshipswith neigh-
bor ASes,an AS canpreventconstructingandpropagat-
ing routesthatarenotvalley-free,andthusavoid violating
commonBGPexport policy. Thestateimplicitly re�ects
the relationshipsof the ASesalong the pathwithout re-
vealingtheexactrelationshipof eachAS pair.

Figure5 illustratesthetransitionof thestatesof adver-
tisedAS pathsandthebasicalgorithmis summarizedin
Algorithm 1. During thepropagationprocessof thepath,
the stateis updatedbasedon the previous stateand the
policy of eachAS alongthe path. The statesymbolizes
thepatternof theadvertisedAS pathby re�ecting these-
quenceof edgesthepathhastraversed.Greenimpliesthat
all edgestraversedso far areeithercustomer-to-provider
or sibling-to-siblingedges,soit is safeto export theroute
to anybody. Yellow indicatesthat the lastedgeof thead-
vertisedpath is peer-to-peeredge,while otheredgesare

Figure5: Statetransitionof AS paths

Algorithm 1 Associatestateto theadvertisedAS path
/? AS A i advertisesa pre�x to AS A i +1 ?/
if Relation(A i ; A i +1 ) = “Customer! Provider” or
“Sibling! Sibling” then

route r  ff A i g, Greeng;
if Relation(A i ; A i +1 ) = “Peer! Peer” then

route r  ff A i g, Yellowg;
if Relation(A i ; A i +1 ) = “Provider! Customer” then

route r  ff A i g, Blueg;

/? AS A i receivesa router = ff A i � 1; :::; A0g; Stateg
from A i � 1. A i updatesthe routeshouldit be further
propagatedto A i +1 ?/
if Relation(A i ; A i +1 ) = “Customer! Provider” then

if State= “Green” then
route r  ff A i ; A i � 1; :::; A0g; Greeng;

else
stop

else if Relation(A i ; A i +1 ) = “Provider! Customer”
then

route r  ff A i ; A i � 1; :::; A0g; Blueg;
elseif Relation(A i ; A i +1 ) = “Sibling! Sibling” then

if State= “Green” then
route r  ff A i ; A i � 1; :::; A0g; Greeng;

elseif State= “Yellow” or State= “Blue” then
route r  ff A i ; A i � 1; :::; A0g; Blueg;

elseif Relation(A i ; A i +1 ) = “Peer! Peer” then
if State= “Green” then

route r  ff A i ; A i � 1; :::; A0g; Yellowg;
else

stop

customer-to-provideror sibling-to-siblingedges.Bluein-
dicatesthat the advertisedpath hastraversedeither one
provider-to-customeror peer-to-peeredge,and the last
edgeis either provider-to-customeror sibling-to-sibling
edge. Therefore,if the received path is Blue or Yellow,
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an AS knows it has traversedat least one provider-to-
customeror peer-to-peeredge,and will not further an-
nouncethe routeto its provider or peer. With suchaddi-
tional information,constructionandpropagationof valley
routescanbeeffectively avoided.

A few questionsmay arise regarding the proposed
mechanism.First, onemay wonderwhethereliminating
thevalley routesaffectsconnectivity. To answerthisques-
tion, weextractthevalley pathsobservedin Section3 and
examinetheconnectivity betweentheendASes,i.e., the
originatingAS andthe lastAS. For example,for eachof
the affected29,216AS pairs (the two end ASesof the
valley path)in June2006,we simulateroutepropagation
ontheannotatedpartially-directedAS graphstartingfrom
the origin AS. We follow our proposedmechanismsuch
thatthepropagatedAS pathsareguaranteedto bevalley-
free. Our experimentresultsshow that therealwaysexist
non-valley pathsconnectingthepairs(100%successrate).
Therefore,eliminatingvalley routesshouldnotaffectcon-
nectivity.

Secondly, althoughmostASesobey commonBGPex-
port polices,someASesmayhave more�e xible policies
of their own and chooseto constructand advertiseval-
ley routes.We leave thequestionwhethersuchpractices
shouldbeencouragedto futurework. However, it is advis-
ablethatsuchroutesarelabeledandotherASesreceiving
suchroutesareinformed. For example,theprotocol(see
Algorithm 1) canberevisedsuchthat,whenanAS inten-
tionally constructsa valley pathit labelsthe stateof the
routeasred. Upon receiving suchroute,otherASesare
awarethat it is a valley routeandcandecidewhetherto
acceptit at their will. If they furtherpropagatetheroute,
theredstateis passedalong.Thisway, anAS canexpress
its preferencenot to follow commonexport policies for
theseroutesandotherASesareinformed.

5 RelatedWork

Many BGP problemsresult from the inability to satisfy
policy requirements[1]. BGP policiesare implemented
locally with little global knowledge. Varadhanet al. [2]
showedthat interactionof independentlyde�ned policies
may causerouting problemssuch as persistentoscilla-
tions. Grif�n et al. suggestedthat thestaticanalysisap-
proachto solve policy disputerequiresfull knowledgeof
the AS graphand the routing policies of eachAS. Un-
fortunatelysuchinformationis unavailableandthesitua-
tion is not expectedto changeany time soon. Moreover,
the complexity of staticcheckingis NP-complete[8, 3].
However, GaoandRexford [9] observedthat,if ASesap-
ply a setof guidelinesthat capitalizeon AS commercial
relationshipswhile con�guring their route import poli-
cies,thenBGPis provablyshown to converge.Theguide-

linessuggestthatroutingvia a customeris preferredover
routing via a peeror a provider andbackuprouteshave
the lowest preference. They further proposeda rout-
ing registry that requireseachAS to discloseits rela-
tionshipswith neighborASes. Recentwork on the next
generationInter-domainroutingprotocol[10] alsoadvo-
catesexplicitly publishingtheprovider-customerrelation-
shipsandrestrictingthe normalpathsto thosethat obey
the hierarchiesde�ned by theserelationships.Our pro-
posedmechanismextendsBGP with dynamic informa-
tion whichimplicitly re�ects therelationshipsof theASes
alongthepath,andguaranteesthatcommonBGPexport
policiesarecompliedwith. A numberof othersolutions
arenot aimedat dealingdirectly with policy-compliance,
but with theauthenticityandfreshnessof theBGPadver-
tisements[16, 17, 18, 19, 20, 21, 22, 23].

ASrelationshipsplayanimportantrolein decidinghow
the traf�c �o ws and are thus vital to understandInter-
net infrastructure.In recentyearsseveral algorithms[4,
24, 5, 6] have beenproposedto infer AS relationships.
For example,Gao [4] categorizedAS relationshipsinto
provider-to-customer, customer-to-provider, peer-to-peer,
andsibling-to-siblingrelationships,basedontheobserva-
tion that a provider is typically larger thanits customers
and two peersare of comparablesize. Subramaninaet
al. [24] formally de�nedtheproblemandpresentedanap-
proachcombiningAS pathsfrom multiplevantagepoints.
Xia etal. [6] proposeto retrievepartialrelationshipsfrom
BGP community, AS-SET objects,and routing policies
recordedin IRR databaseandapplysuchpartial informa-
tion in inference.

Thenetwork communityhasalsostartedtrying to infer
BGPpoliciesandunderstandtheir implications.Wanget
al. [25] studiedboth theBGPimport andexport policies
network operatorsemploy to con�gure theirnetworksand
how factorssuchastraf�c engineeringimpactthesepoli-
cies. Most ASesfollow certainrulesin their export pol-
icy settings[11, 4]. ThesecommonBGP export policies
suggestthatAS pathshouldbevalley-free[4]. However,
recentwork [5, 6] on AS relationshipshasobservedthat
valley pathsexist in routing tablesand pointedout that
thesepathsarelikely causingthe inferencealgorithmsto
be inaccurate.Our work quantitatively characterizesval-
ley BGP announcementsfor a four-monthperiodfrom a
varietyof aspectsandfurtherexaminestheir patterns,dy-
namics,contributors,andcauses.Recentwork on mis-
con�gurations[7] showedthatorigin andexport miscon-
�gurationswereindeedpervasiveandfurtherinvestigated
their causesthroughemail surveys. Their studysuggests
that reducingadministrative mistakesby minimizing op-
eratorinteractionandpromotingself-con�guredsystems
remainsa highpriority task.
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6 Conclusion

In this paperwe characterizedthe BGP announcements
thatviolate thevalley-freepropertyon the Internet.This
analysisshowsthatvalley announcementsaremoreperva-
sive thanonemight expect: approximatelyten thousand
valley announcementsappearevery day and(over time)
involveasubstantialpercentageof theadvertisedpre�xes
(e.g., 26% in a one-monthperiod). Further, surgesof
valley announcementsdue to con�guration errors have
beenobserved,and11%of providerASes(coreor middle
ASes)propagatevalley announcementsregularly, with a
majorityof violationshappeningatintermediateproviders
(middleASes).All of this goesto painta ratherclearpic-
ture: routevalleys occurwith high frequency, areemitted
from many sources,andeffectmany routes.Thissuggests
that suppressionof suchpathswould have a potentially
largepositive impacton thequality andstability of Inter-
netrouting.

We addressvalley advertisementsby proposinga dy-
namicmechanismthataddspath-stateinformationto ad-
vertisements.This transitiveattributeattachedto eachad-
vertisedpath implicitly re�ects the policiesof the ASes
alongthepathwithout revealingtherelationshipsamong
the ASesin the path. Suchglobal informationmakesit
possibleto preventconstructingandpropagatingundesir-
ableroutes,andwill leadto thesuppressionof potentially
damagingvalley routes.
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